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Chapter 1 Configuring the Web Aspects of a Dimensions CM Server

Introduction

NOTE In this chapter the location of the Tomcat software directory in the installation

\_.'; directory structure is referred to as <Tomcat-Root>.

For Windows, <Tomcat-Root> depends where Dimensions CM was installed,
typically:

%DM_ROOT%\ . .\Common Tools\tomcat\8.0\
or
%DM_ROOT%\ . . \Common\tomcat\8.0\

where %DM_ROO0T% is the location of the Dimensions CM for Windows server
installation.

For UNIX, <Tomcat-Root> is
$DM_ROOT/ . . /common/tomcat/8.0/

where $DM_ROOT is the location of the Dimensions CM for UNIX server installation.

In each case the Tomcat software is located relative to a directory whose root is one level
up from that used for Dimensions CM.

Overview

This chapter provides instructions for configuring and running the Dimensions CM server-
side components of installed Dimensions CM web tools (Dimensions CM web client and
Administration Console). In this chapter you will learn how to:

Start and stop the Dimensions CM Administration Console.
Configure the supported web server to work with the Dimensions CM web tools.

Install and initially run the Dimensions CM web client or Administration Console on a
client node.

Dimensions CM Web Client Components

The combined services of the Dimensions CM web client server software, the web server,
and the Dimensions CM web client applet enable you to access Dimensions CM features
remotely. Each component is described below:

Dimensions CM web client server software: Dynamically generates the HTML
pages you view from the Dimensions CM web client and processes the tasks you
initiate from the Dimensions CM web client.

Tomcat: Web application container that enables the Dimensions CM web client to run.
It can be used standalone or in conjunction with any of the supported web servers.

Web server: Enables information to be passed between the Dimensions CM web
client server and the Dimensions CM web client through HTTP. The web server must
be running before you can access the Dimensions CM web client. If you are using an
external web server, it must be running.
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= Dimensions CM web client applet: Provides access to Dimensions CM features
through a browser-based interface.

= Single Sign-On (SSO) Components: Security Server Identity Provider (IDP) and
SSO Gatekeeper.

0 IMPORTANT! Please check the readme to confirm that SSO and configuring the
remote Windows Common Access Card (CAC) smart cards is currently supported on
your platform.

Starting and Stopping Dimensions CM Web Tools

Introduction

To start the Dimensions CM web tool server components, you start Tomcat—the servlet
engine that enables the web applications to run. You can do any one of the following:

m  Use Tomcat standalone and access it at the port number you specified during
installation.

m  Configure the supported web servers to work in conjunction with Tomcat, see
"Configuring Microsoft IIS to Work with Tomcat" on page 31.

m Use your own supported web application container.

You must start Tomcat and any configured web server on the server machine before the
Dimensions CM web tools can be accessed in a web browser. Once you have started
Tomcat, it will continue to run until you shut it down manually or shut down the machine
on which it is installed.

For information on Tomcat, go to

http://tomcat.apache.org

__ NOTE You should start and stop Tomcat logged in as the user who owns the

L Dimensions CM web tools directory—normally the Dimensions CM owner, which is dmsys
by default. If you run these tasks under other user accounts, you may experience errors
due to inconsistent file permissions, especially on UNIX.

During a Dimensions CM installation on UNIX you will be asked to nominate the user
account for starting or stopping Tomcat.
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Windows

Windows

UNIX

Starting Tomcat

NOTES

m The first time Tomcat starts after a Dimensions CM installation, various post-
installation tasks are performed, and this can take a few minutes to complete. While
this is taking place, take care not to shut down Tomcat. Subsequent restarts of
Tomcat will be much faster.

m  When you stop Tomcat, Dimensions CM web tools will become unavailable.

Automatic Startup of Tomcat as a Windows Service Through the Windows
Service Manager

The Dimensions CM installation default is for a Windows service called Serena Common
Tomcat to be set to Automatic so that Tomcat is started automatically every time
Windows is started. You should allow this service to start up before trying to access any of
the Dimensions CM web tools.

Once the startup procedure completes, you can access the Dimensions CM web client in
your web browser on your client machine. See "Starting the Web Client on a Client Node"
on page 31 for instructions.

To check or start the Serena Common Tomcat service, do the following:
1 Goto

Start | Control Panel | Administrative Tools | Services

on the Dimensions CM server machine.

2 Locate the Serena Common Tomcat service in the list of services and check that it has
started.

3 To manually start the service (if for any reason it has not started automatically), right-
click the service name and then select Start.

Starting Tomcat by Starting Its Windows Service Through an Operating
System Command

NOTE The Windows service for Tomcat has a display name of "Serena Common
Tomcat"; however, the actual service name is "SerenaTomcat".

As an alternative to manually starting the Tomcat Windows service as described above,
you can also start the service be using the following operating system command:

C:\ net start SerenaTomcat
Manually Starting Tomcat on a Dimensions CM for UNIX Server
To start Tomcat:

1 Login as the Dimensions System Administrator (DSA). By default this will be dmsys.

CAUTION! Do not start Common Tomcat as user root. It must be started as the
DSA to function correctly.
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2 Set theDimensions CM environment variables for yourself by running the appropriate
Dimensions CM login script. For example:

= Bourne Shell

$ cd /opt/serena/dimensions/2009R2/cm
$ . ./dmprofile

s C Shell

$ cd /opt/serena/dimensions/2009R2/cm
$ source ./dmlogin

3 Change directory to:
$ cd <Tomcat-Root>/bin

4 Start Common Tomcat by running the following command:
$ ./startup.sh

5 Check that Common Tomcat is running by using the following command:
$ ps -eaf | grep tom

You can now access the Dimensions CM web client and Administration Console from your
web browser.

Stopping Tomcat

Stopping Tomcat on Windows

You can stop the Serena Common Tomcat service through the Windows Service Manager,
or you can use an operating system command such as the following:

C:\ net stop SerenaTomcat

Manually Stopping Tomcat on a Dimensions CM for UNIX Server

Enter ./shutdown.sh from the <Tomcat-Root>/b1in directory.

Installing or Removing the Tomcat Windows Service

If you want to (re-)install or remove the Tomcat Windows service, execute the appropriate
batch file:

<Tomcat-Root>\bin\install _service.bat
<Tomcat-Root>\bin\uninstall_service.bat
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Running Dimensions CM Web Tools with Alternative
Web Servers

The following terms appear in the remainder of this chapter:

m A Serveris a single XML element in the server.xml configuration file that represents
the entire Java Virtual Machine (JVM), which may contain one or more service
instances. The server listens for a shutdown command on the indicated port.

m A Service is a collection of one or more Connector elements that share a single
container (and therefore the web applications visible within that container). Normally,
that container is an "Engine".

m A Connector element represents an endpoint by which requests are received and
responses returned. Each connector passes requests on to the associated container
for processing. For the default Dimensions CM Tomcat installation, there is a
connector at port 8080.

Dimensions CM supports running Dimensions CM web tools with HTTP connectors that do
one of the following:

m  Enable Tomcat to work as a standalone web server.

m  Enable the use of other web servers (for example, Microsoft IIS) along with Tomcat to
serve HTTP contents to your web browser. In such configurations, the web server and
Tomcat communicate with each other using Tomcat's web server connectors.

The article at

http://www.idevelopment.info/data/Programming/web/
connecting apache_tomcat/Web Server_ Connectors.shtml

has a description of how connectors integrate with web servers in general and the Apache
web server in particular. It also summarizes the reasons why you might want to use
another web server in conjunction with Tomcat.
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Configuring Microsoft IIS to Work with Tomcat

Configuring Microsoft IIS to Work with Tomcat

Download the Tomcat connector and see the following configuration information:

http://tomcat.apache.org/connectors-doc/webserver howto/iis.html

http://tomcat.apache.org/connectors-doc/reference/iis.html

See also this Microsoft web site:

http://www.iis.net/

Installing Native Components on a Windows or UNIX
Client Node

To be able use certain Dimensions CM subcomponents, you must install "native
components" by clicking the native components link on the Dimensions CM web client
login page and clicking the here link on the associated web page to run the installer.
Installation of native components is required:

When using all supported combinations of Dimensions web browsers and JREs: In
order to install the native components required to use the Serena Merge Tool.

For more information on the "Install native components" page, see the User's Guide.

Starting the Web Client on a Client Node

Windows or UNIX

Windows-only
alternative

To start the Dimensions CM web client on a client node:

1 Confirm that Tomcat is running on the Dimensions CM server.
2 Start your web browser.

3 Open the URL of Dimensions CM web client

http://hostname:port/dimensions/

where hostname is the name of the server system hosting the Dimensions CM web
client software and port is the web server port number.

4 Select the following:
Start | Programs | Serena | Dimensions 14.1 | Web Client
This link brings up your web browser with the correct server and port.

For further details on using the Dimensions CM web client, refer to the User’s Guide in
conjunction with the Dimensions CM web client online help.
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Reassigning Default Dimensions CM Web Client
Connection Parameters

Windows

UNIX

Editing the
dm_host name

Introduction

The Dimensions CM web client and Administration Console have associated web . xm1 files
with initialization parameter elements of the form

<init-param>
<param-name>NAME</param-name>
<param-value>VALUE</param-value>
</init-param>

and are located in the Dimensions CM web tools directory:

<Tomcat-Root>\webapps\adminconsole\WEB-INF\web.xml
<Tomcat-Root>\webapps\dimensions\WEB-INF\web.xml

<Tomcat-Root>/webapps/adminconsole/WEB-INF/web.xml
<Tomcat-Root>/webapps/dimensions/WEB-INF/web.xml

See also, "Setting Non-Default Service Name and Port Number" on page 524.

You can configure these files to make the web tools behave in a non-default manner as
described in "Reassigning the Default Dimensions CM listener Process Port Number" on

page 32 and "Changing or Adding Additional Connection Strings or Parameters" on page
34.

Reassigning the Default Dimensions CM listener
Process Port Number

NOTE Once the process below is completed and Tomcat is restarted, you will be able to
log in to the Dimensions CM web client or Administration Console using a non-default
TCP/IP port number (for example, 5000) in the same manner as when using the default
671 value.

By default, the Dimensions 1istener process is set up to work on TCP/IP port number
671. If your Dimensions CM installation was customized so that the listener uses a TCP/IP
port number other than 671, the Dimensions CM Administrator must edit various web.xm1l
files, as explained below, to customize the port humber before the Dimensions CM web
client and Administration Console software will work in default Sample database mode.

After shutting down Tomcat, open the web. xm1 files specified in "Introduction" on page 32
and then change the initialization parameter that has the <param-name> of dm_host:

your_Dimensions_listener_host _name
becomes

your_Dimensions_listener_host name>:<port_number>
For example:

<init-param>
<param-name>dm_host</param-name>
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<param-value>dmserver</param-value>
</init-param>

would need to be changed to

<init-param>
<param-name>dm_host</param-name>
<param-value>dmserver:5000</param-value>
</init-param>

if the machine with the Dimensions listener were called dmserver and the port number of
the listener were 5000.

Editing the  As well as editing the dm_host parameter, you must also edit the dimensions_systems
dimensions_  parameter, found near the end of the web.xm1, as follows:

systems
parameter ~ Edit the customized initialization parameter that has the <param-name> of

dimensions_systems so that its value is changed from
your_Dimensions_listener_host _name
to
your_Dimensions_listener_host name>:<port_ number>
For example:

<init-param>
<param-name>dimensions_systems</param-name>
<param-value>Demonstration
database | INTERMEDIATE |DIM10 |dmserver</param-value>
<description>
Comma-separated list of Dimensions systems to show on the log in

page.
Systems are represented as a pipe-separated list of strings,
like
&quot;System-Name|Database-Name|Connection-Alias|Server-
Hostname&quot; .

For example, &quot;Demonstration
database | INTERMEDIATE|DIM10|localhost,
Production DB|CORPDB|DMDSN|dmserver:672&quot; .
Customized by installer.
Supersedes dm_host and dm _connalias.
</description>
</init-param>

would need to be changed to

<init-param>
<param-name>dimensions_systems</param-name>
<param-value>Demonstration
database| INTERMEDIATE |DIM10 |dmserver:5000</param-value>
<description>
Comma-separated list of Dimensions CM systems to show on the log

in page.

Systems are represented as a pipe-separated list of strings,
like
&quot;System-Name|Database-Name|Connection-Alias|Server-
Hostname&quot; .
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For example, &quot;Demonstration
database| INTERMEDIATE|DIM10|localhost,
Production DB|CORPDB|DMDSN|dmserver:672&quot; .
Customized by installer.
Supersedes dm_host and dm_connalias.
</description>
</init-param>

if the machine with the Dimensions listener were called dmserver and the port number
of the listener were 5000.

Changing or Adding Additional Connection Strings or
Parameters

. NOTE Once the process below is completed and Tomcat is restarted, you will be able to

i.-'« log in to the Dimensions CM web client or Administration Console using non-default or
additional connection strings or parameters. These modified or additional connection
strings or parameters will than be available through entries in the Connect to drop-down
list.

As well as editing the dimensions_systems parameter to change the port number as
described in "Editing the dm_host name" on page 32, you can also edit it or add comma-
separated strings to it to modify or add additional entries to the Connect to drop-down
list. For example:

<init-param>
<param-name>dimensions_systems</param-name>
<param-value>Demonstration
database| INTERMEDIATE|DIM10|dmserver</param-value>
<description>
Comma-separated list of Dimensions CM systems to show on the log

in page.

Systems are represented as a pipe-separated list of strings,
like
&quot;System-Name|Database-Name|Connection-Alias|Server-
Hostname&quot; .

For example, &quot;Demonstration
database| INTERMEDIATE|DIM1@|localhost,
Production DB|CORPDB|DMDSN|dmserver:672&quot; .
Customized by installer.
Supersedes dm_host and dm_connalias.
</description>
</init-param>

could be changed to

<init-param>

<param-name>dimensions_systems</param-name>

<param-value>Sample
database|QLARIUS_CM|DIM10|dmserver:5000,Production| ACME|
ACME10|prod-server</param-value>

<description>
Comma-separated 1ist of Dimensions CM systems to show on the log
in page.
Systems are represented as a pipe-separated list of strings,
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like
&quot;System-Name|Database-Name|Connection-Alias|Server-
Hostname&quot; .
For example, &quot;Demonstration
database| INTERMEDIATE|DIM10|localhost,
Production DB|CORPDB|DMDSN|dmserver:672&quot; .
Customized by installer.
Supersedes dm_host and dm_connalias.

</description>

</init-param>

This would result in the following Connect to strings, in addition to those you can always
manually enter through Manual...:

m  Sample database:
Server: dm_server:5000
DB Name: QLARIUS_CM
DB Connection: DIM10
= Production:
Server: prod-server
DB Name: ACME
DB Connection: ACME10

Enabling HTTP Only

Http Only improves client-side security and mitigates the risk of stealing session cookies.
However, it is disabled by default.

To enable Http Only in the web client:
1 Open: %tomcat_location%/webapps/dimensions/META-INF/context.xml

2 Set the following parameter to ‘true’:

<Context useHttpOnly="true "/>

3 Disable Java applets (see the next section). If you do not, applets will work only in
Internet Explorer.

To enable Http Only in the administration console:
1 Open: %tomcat_location%/webapps/adminconsole/META-INF/context.xml

2 Set the following parameter to ‘true’:

<Context useHttpOnly="true "/>

NOTE You cannot disable Java applets in the administration console. After enabling
"HTTP Only", applets in the administration console will work only in Internet Explorer.
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Disabling Java Applets

Java applets are enabled by default but you can disable them, for security reasons, by
changing the value of the parameter enable java applets to 'no’in web.xml:

<init-param>
<param-name>enable_java_applets</param-name>
<param-value>yes</param-value>

</init-param>

If you set the parameter to 'no' the following changes occur in the behavior of the web
client:

m If you use a local work area all version management operations such as deliver,
update, check in, and check-out are disabled.

m If you use a remote work area all operations will work normally except for Update
from Stream and Merge.

Support for Your Own Web Application Container

CAUTION! Only experienced administrators should attempt to install Dimensions CM
into their own web application container (or application server). Serena generally
recommends using the Tomcat container that can be installed as part of Dimensions CM.

It is possible to install the Dimensions CM web client and Administration Console into
application containers other than the Tomcat container that can be installed with
Dimensions CM. This enables you to adhere to in-house corporate standards where
applicable.

Instructions on how to perform this installation for specific versions of Tomcat and
WebShere are detailed in the following sub-sections.

Installing the Dimensions CM Web Tools into Tomcat

This sub-section explains how to install the Dimensions CM web tools into an existing
Tomcat application server.

IMPORTANT! This section assumes that you are familiar with deploying web
applications into Tomcat.

Pre-installation Requirements
Prior to installation, you will need the following:
1 A correctly installed Tomcat.

2 For the Dimensions CM web client, the following files:
m dimensions.war

m dim_applet.war
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Windows

UNIX

dim_images.war

inet_webhelp.war

3 For the Dimensions CM web client Administration Console:

adminconsole.war
admin_applet.war
admin_images.war
admin_webhelp.war

poolstats.war

NOTE By default, if the web application container is located on a different machine
to the Dimensions listener, the Poolstats service is not available. To make the service
available in such circumstances, perform the following steps to tell Poolstats the
location of the listener:

1
2

Shut down Tomcat.

With a text editing tool that understands <LF> (UNIX) line endings, open the
following file:

Windows:
<Tomcat-Root>\webapps\poolstats\WEB-INF\web.cml
UNIX:
<Tomcat-Root>/webapps/poolstats/WEB-INF/web.cml
Locate the line

<param-value>localhost</param-value>

Change localhost to the hostname of the server on which the listener is
running; for example:

<param-value>dmserver/param-value>

and save your changes.

Restart Tomcat.

Performing the Installation

1 Ensure that the Tomcat server is shut down.

2 Copy whichever WAR files you want to install to:

<Tomcat-Root>\webapps/

<Tomcat-Root>/webapps/

3 Start the Tomcat server. This will extract each WAR file into a subfolder of webapps
giving this folder the name of the WAR. Then stop the server again.

4 Edit web.xml for dimensions (Dimensions CM web client) and adminconsole
(Administration Console). These files are here:
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Windows <Tomcat-Root>\webapps\adminconsole\WEB-INF\web.xml
<Tomcat-Root>\webapps\dimensions\WEB-INF\web.xml

UNIX <Tomcat-Root>/webapps/adminconsole/WEB-INF/web.xml
<Tomcat-Root>/webapps/dimensions/WEB-INF/web.xml

5 You might also need to edit web.xml for dimensions and adminconsole to ensure
that the values for the parameters debug_file, stdout _file, and stderr_file
include absolute paths rather than relative paths. The web.xm1 files are here:

Windows <Tomcat-Root>\webapps\adminconsole\WEB-INF\web.xml
<Tomcat-Root>\webapps\dimensions\WEB-INF\web.xml

UNIX <Tomcat-Root>/webapps/adminconsole/WEB-INF/web.xml
<Tomcat-Root>/webapps/dimensions/WEB-INF/web.xml

6 If you need to enable Poolstats:

a Edit web.xml in poolstats so that the exec parameter shows the full path to
getpoolstats; for example:

Windows %DM_ROOT%\prog\getpoolstats.exe /html
web.xml can be found in:
<Tomcat-Root>\webapps\poolstats\WEB-INF/

UNIX $DM _ROOT/prog/getpoolstats /html
web.xml can be found in:
<Tomcat-Root>/webapps/poolstats/WEB-INF/
UNIX only b Add:
$DM_ROOT/1ib
to the library path environment variable.
7 Restart the Tomcat server.

Dimensions CM web client and Administration Console should now be correctly installed.
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Problems with Unicode Characters in File Names

If Unicode characters in file names are not preserved correctly in a UTF-8 database on
UNIX installations, you can configure Tomcat to set a locale. To perform this configuration,
proceed as follows:

1 Open the following file in an appropriate UNIX text editor
<Tomcat-Root>/bin/setenv.sh
2 Locate the section that looks like this:

# Uncomment the following if you encounter a problem delivering
files with

# Unicode characters in their filenames (to force UTF-8 character
encoding).

# Use 'locale -a' to check that installed locales include
en_US.UTF-8.

#LANG=en_US.UTF-8
#LC_CTYPE=
#LC_ALL=

#export LANG
#export LC_CTYPE
#export LC_ALL

3 Ifen_US.UTF-8isinstalled (and available) on the server operating system,
uncomment the above assignments as directed by the comments. However, if
en_US.UTF-8 is not installed (and available) on the server operating system, then
you will need to choose another appropriate Tomcat locale that is installed and
available on the server operating system (and which uses the UTF-8 character
encoding).

4 Tomcat will need to be restarted before any changes become operative.

. NOTE The above commented-out assignments cannot be present in setenv.sh as

L default assignments because they may not work on all operating system configurations.
It is your responsibility to install and select an appropriate UTF-8 Tomcat locale on the
system if you have the problem with Dimensions deliver discussed here, and use this in
setenv.sh.
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Introduction

Dimensions CM Operating System Environment
Variables

The script dmlogin (C-shell) or dmprofile (Bourne-shell) located in directory $DM_ROOT
sets a number of standard operating-system environment variables and scripts for every
user of that particular Serena® Dimensions® CM server or client installation. These are
primarily with respect to Dimensions CM path and access parameters.

You can, on per-user basis, override a particular installation-wide variable assignment by
making alternative local assignments through the .1ogin or .profile login file or at the
operating-system command prompt.

The Dimensions CM dm.cfg File

Each Dimensions CM UNIX server or client installation contains a configuration file named
dm.cfg located in directory $DM_ROOQT. This file specifies Dimensions CM UNIX
configuration symbols for that particular installation. If the installation is part of a larger
network of Dimensions CM installations, make sure that configuration settings affecting
communication with other installations are consistent.

The directory $DM_ROOT is set during the installation and is the default Dimensions CM
configuration for all users of the machine.

Settings in the dm. cfg file are installation-wide, so parameters that are to be specific to
you must be set in your own particular environment. If settings are made both in the
dm. cfg configuration file and in your own particular environment, your environment takes
precedence.

These configuration parameters and environment variables are collectively referred to as
"Dimensions CM Symbols". Most Dimensions CM Symbols are supported on all the
operating systems. Only those symbols that are recommended for modification are
discussed in this document.

Dimensions CM symbols and scripts are categorized as follows:
m Installation and location symbols.

m  Sending email to Dimensions CM users.

= Editing data.

m  Browsing data (usually by invoking an editor in read-only mode).
m  Printing data files.

m  Cleaning up temporary files.

m  Showing item differences.

m  Merging item revisions.

m  Networking and replication.

m Code page settings.

s Command security.

42

Serena® Dimensions® cM



Modifying or Adding dm.cfg Entries

= Oracle collating sequence.
m  Dimensions CM web tools URL parameters.

m  Miscellaneous Dimensions CM configuration symbols.

By default, Dimensions CM makes use of standard system tools. However, it is also
possible to specify that third party tools are to be used instead—for example, installed
proprietary packages for word processing or desktop publishing.

Additional Dimensions CM Configuration Symbols

In addition to the standard Dimensions CM UNIX configuration symbols mentioned earlier,
Dimensions CM also provides specialized configuration symbols that are either also
specified in dm.cfg or can be added. A selection of these are documented in "Additional
Dimensions CM Configuration Symbols" on page 56.

Modifying or Adding dm.cfg Entries

I CAUTION! When modifying or adding dm. cfg entries, make sure that the entries do not
**  contain trailing whitespace characters, which can generate errors. For example, an entry
of "DM_PROG<tab>%DM ROOT%/prog<space>" would result in failure to connect to a

Dimensions CM application.

Most of the installation-wide entries in dm.cfg should be left unaltered; that is, they
should not be changed by end users (remember that these installation-wide values can
always be superseded in each user's environment by setting the appropriate environment
variable).

o IMPORTANT! In most cases, the Dimensions listener must be restarted once dm.cfg
has been edited for the changes to become effective.

The following entries in dm.cfg (plus a few outside of dm.cfg) may be altered or
overridden by environment settings if desired. See the indicated page in this chapter for
further discussion of these parameters.

dm.cfg Entry Page
DM_TMP 44
DM_REMOTE_FILE_AREA 44
DM_MAIL 45
DM_MAIL_SCRIPT 46
DM_DMEMAIL 46
DM_CHD_EDT 47
DM_CHD_EDT_SCRIPT 47
MORE (outside of dm.cfg) 49
DM_PRINT 49
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dm.cfg Entry Page

DM_CHD_PRINT 50
DM_CHD_PRINT_SCRIPT 50
DM_DELETE 51
MERGE_TOOL/DIFF_TOOL/MERGE_PARAMS/ 52
DIFF_PARAMS

DM_CODEPAGE 53
DM_EBCDIC_CODEPAGES 53
DM_DEFAULT_CODEPAGE 53
DM_FILE_ENCYPTION 54
DM_NLS_SORT_PARAM 54
DM_WEB_URL 54
DM_INET_PORT (backward compatibility only) 55
DM_INET_SERVER (backward compatibility only) 55

Installation and File Location Symbols

These are defined in the installation dm. cfg file and are specific to the installation—
normally they should not need adjustment. Two of note are DM_TMP and
DM_REMOTE_FILE_AREA.

DM_TMP

This is defined in the installation dm. cfg file and is specific to the installation—normally it
should not need adjustment. This symbol controls the location of a temporary area for
general tools.

DM_REMOTE_FILE_AREA

For the master DB site as well as all the subordinate DB sites, you can define the
temporary work area that Serena Dimensions Replicator will use when sending and
receiving items by setting the DM_REMOTE_FILE_AREA symbol on each master and
subordinate machine. Serena Dimensions Replicator will not run unless this variable is set.

By default, this symbol is set to:
= UNIX

/tmp

s Windows

%DM _ROOT%remote_file_area

For further information regarding replication, please refer to Part 5, "Replication".
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Sending Mail to Dimensions CM Users

The following traditional UNIX Dimensions CM symbols are used to control e-mail:
m DM _MAIL which is used to specify the actual mail tool Dimensions CM will use.

m DM _MAIL_SCRIPT which is used to specify a shell script that provides an interface to
the mail tool specified by DM_MAIL.

The enhanced dmemail utility was introduced with Dimensions CM 10.1.

The use of these variables is described below.

DM_MAIL

The value of the DM_MAIL symbol specifies the name of the mail tool used to
communicate information to users. Many Dimensions CM commands email users when
certain events have taken place; for example:

m  When Dimensions CM products are created, administrators are notified through email
as to how they can start using the products.

m  Whenever an item revision or request is awaiting the attention of specific
Dimensions CM users as a result of a change in its lifecycle state, the users are
notified through email.

m  Some Dimensions CM commands run batch scripts that email users regarding the
outcome of the job on termination.

Examples of mail tools include:
= mail automatic (BDS and HP-UX UNIX)
= mailx automatic (System V UNIX)
= mailtool interactive (OpenWindows)
Default:
UNIX (C shell):
setenv DM_MAIL /usr/ucb/mail
UNIX (Bourne shell):
DM_MAIL="/usr/ucb/mail”; export DM_MAIL
Syntax:

/usr/ucb/mail -s <subject> -f <filename> <user list>

HP-UX 11

Mail generated by Dimensions CM on HP-UX has incorrect MIME encoding. HP-UX tries to
determine the MIME character set from the user's locale if one has not been explicitly
specified in /usr/share/1lib/mailx.rc or $HOME/.mailrc. Unfortunately, it produces
"charset=X-roman8" for the C locale and "charset=X-is08859-1" for the en_GB.is088591
locale.
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MIME aware-mail programs on other systems do not understand this—they are looking for
"charset=is0-8859-1" for ISO 8859-1.

The workaround is to change the Dimensions CM initialization scripts so that mailx is
passed the '-m' flag on HP-UX. This prevents a MIME header being generated. The scripts
are in the $DM_MMI directory and are called:

dm_init_cts.csh
dm_init_cts.sh
dm_init_vmb.csh
dm_init_vmb.sh

DM_MAIL_SCRIPT

This Dimensions CM symbol provides an interface to a user-specified mail tool. The
information to be emailed is contained within the file passed to the script. It is left to the
script to delete the file at the end of processing.

Default:
UNIX (C shell):
setenv DM_MAIL_SCRIPT $DM_MMI/dm_mail.csh
UNIX (Bourne shell):

DM_MAIL_SCRIPT=$DM_MMI/dm mail.sh; \
export DM_MAIL_SCRIPT

Syntax:
$DM_MAIL_SCRIPT file -s subject userl user2 ...

DM_DMEMAIL

The use of this Dimensions CM symbol, the associated sub-symbols DM_DMEMAIL_*, the
dmemail utility itself, and notification templates is described in the "Managing Notification
Emails" appendix of the Process Configuration Guide.

Disabling Email Notifications on UNIX Systems

To disable email notifications on UNIX systems:
m  For the Bourne Shell:
Add the following lines to the end of $DM_ROOT/dmprofile

DM_MAIL="!1": export DM_MAIL
DM_MAILS="1"; export DM_MAILS

m  For the C Shell:

Add the following lines to the end of both $DM_ROOT/dmlogin and
$DM_ROOT/dmprofile

setenv DM_MAIL "!"
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setenv DM_MAILS="!"

o IMPORTANT! For the C Shell you must update both $DM_ROOT/dmlogin and
$DM_ROOT/dmprofile to ensure that email notifications are disabled.

Editing Dimensions CM Requests

Updating the contents of a Dimensions CM request will invoke an editor tool.

Two different options are offered for choosing the editor tool. These options operate at
different levels of sophistication to satisfy the complexity of your requirements. The
option used depends on which of the Dimensions CM symbols DM_CHD_EDT or
DM_CHD_EDT_SCRIPT, if any, is defined.

Default Editor

If neither of these edit symbols is defined, the default for all request editing will be the
vi editor.

DM_CHD_EDT

If only the DMCHD_EDT symbol is defined, its value is the name of an editor tool that you
want to be invoked whenever a request is edited. You can redefine this symbol at any
time, except from within a Dimensions CM spawned process.

Default:
UNIX (C shell):
setenv DM_CHD_EDT vi
UNIX (Bourne shell):
DM_CHD_EDT="vi”; export DM_CHD EDT
Syntax:

vi <filename>

DM_CHD_EDT_SCRIPT

If the DM_CHD_EDT_SCRIPT symbol is defined, its value is the name of a shell script file. A
full specification of this shell script file, which is executed each time a request is edited, is
given in "Shell Script File for Editing Dimensions CM Requests" on page 48. When this
option is used, Dimensions CM ignores any value assigned to the DM_CHD_EDT symbol.

DM_CHD_EDT_SCRIPT is not set up automatically by the Dimensions CM login script. It
needs to be set up manually as follows:

UNIX (C-shell):
setenv DM_CHD_EDT_SCRIPT $DM_MMI/dm_chd_edit_script
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UNIX (Bourne-shell):

DM _CHD EDT SCRIPT=\
$DM_MMI/dm_chd edit_script; export DM_CHD EDT_ SCRIPT

Shell Script File for Editing Dimensions CM Requests

This enables the choice of an editor, and how it is invoked, to depend on the product-id/
type of the selected request.

A sample shell script file that invokes different editor tools depending on the request's
type is supplied in the directory specified by the UNIX environment variable DM_MMI. To
use it, the assignment statements are as detailed in the previous section.

Please note: both EDT_and _EDIT_ occur as shown.
' CAUTION! Do not use this approach unless you are satisfied that this command script
=% file will meet your requirements for invoking the appropriate editor tools to handle all the

various request types. The actual processing required will vary considerably according to
what your requirements are at each installation of Dimensions CM.

The parameters passed to the command script file are:

as $1 — <user-filename>
as $2 — C
as $3 — <request-id>
as $4 — <product-id>
as $5 — <request-type>
where
<user-filename> specifies the name of the temporary file that currently holds

the relevant request data to be edited. Note that on some
occasions (such as "Edit Actions Description" for a saved
request) this starts out as a zero-length file when control is
passed to the editor.

Single letter C as the second parameter indicates that this is request data
that is being edited.

When item data is to be edited, the second parameter
passed to the corresponding shell script file is the letter I.
This accommodates the situation in which it is convenient to
set up a single shell script file to choose and invoke the
appropriate editor tool for both items and requests. In this
case, the symbols DM_EDT_SCRIPT and
DM_CHD_EDT_SCRIPT must be assigned the same value.

<request-id> This has the format:
<product-id>_<request-type>_<sequence-number>
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<product-id> and are elements of the request specification.
<request-type>

The purpose of the shell script file is to make use of passed parameters in executing the
operating-system commands required for invoking the appropriate editor tool. The sample
referred to above gives general guidance, but clearly there are limitless possibilities.

When Dimensions CM passes control to the shell script file, it surrounds each parameter
with a pair of single-quotation/apostrophe (') characters in case the parameter contains
embedded blank spaces. So a typical invocation (if the DM_CHD_EDT_SCRIPT assignment
statement is as above) would be:

$DM_MMI/dm_chd_edit_script '/usr/smith/act2.txt' C \
'"FS_CR_25" 'FS' 'CR'

Paging Data

The MORE environment variable (which is outside of dm.cfg) provides an interface to a
pager tool allowing files to be viewed page by page or line by line.

Examples of Pagers are:

more
imagetool-image viewer
pageview-PostScript viewer

Default:
UNIX (C shell):
setenv MORE more
UNIX (Bourne shell):
MORE="more”; export MORE
Syntax:

more <filename>

Printing Data

DM_PRINT

This Dimensions CM symbol provides an interface to a print tool. When Dimensions CM
commands require printing of various reports they call this interface.

Examples of printer tools include:

Ipr, pr, printtool, printps and enscript
Default:

UNIX (C-shell):
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setenv DM_PRINT "l1pr -p"

UNIX (Bourne-shell):
DM_PRINT="1pr -p"; export DM_PRINT

Syntax:

lpr -p <filename>

NOTE If you prefer not to have Dimensions CM automatically print out reports, set the
DM_PRINT symbol to “echo”.

DM_CHD_PRINT

This symbol is used to specify a printer tool specifically for request operations. It is similar
to DM_PRINT described above.

DM_CHD_PRINT_SCRIPT

If the DM_CHD_PRINT_SCRIPT symbol is defined, its value is the name of a shell script file.
A full specification of this shell script file is given in "Shell Script for Printing

Dimensions CM Requests" on page 50. When this option is used, Dimensions CM ignores
any value previously assigned to the DM_CHD_PRINT symbol.

DM_CHD_PRINT_SCRIPT is not set up automatically by the Dimensions CM login script. It
needs to be set up manually as follows (but see Caution on page 50):

UNIX (C-shell):
setenv DM_CHD_PRINT_SCRIPT \ $DM_MMI/dm_chd_print_script
UNIX (Bourne-shell):

DM_CHD_PRINT_SCRIPT=$DM_MMI/dm chd_print_script; \
export DM_CHD_PRINT_SCRIPT

Shell Script for Printing Dimensions CM Requests

The parameters passed to the shell script file specified as the value of
DM_CHD_PRINT_SCRIPT are exactly the same as those passed to the one specified for
DM_CHD_EDT_SCRIPT, and are fully described in "Shell Script File for Editing
Dimensions CM Requests" on page 48.

CAUTION! Do not use the exact assignment statements described until/unless you are
satisfied that these shell script files will meet your requirements for invoking the
appropriate printer tools to handle all the various requests. The actual processing
required will vary considerably, according to what your requirements are at each
installation of Dimensions CM.
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Cleaning Up Temp Files Created when Running User
Reports

The DM_DELETE Dimensions CM symbol is used in conjunction with running

Dimensions CM User Reports. The value specified in the dm. cfg file is used to specify the
tool/command to be used to clean up temporary files created during the construction of
the script files that run a particular user report.

Default:

UNIX (C-shell):
setenv DM _DELETE "rm -f"

UNIX (Bourne-shell):
DM_DELETE="rm -f"; export DM _DELETE

Syntax:
rm -f <filename>

Example:

The following is an example of temporary files generated during the running of the
reports:

@echo off
rem invoke user report - generated 11:42:17 Friday 27 January 2006
call /opt/serena/dimensions/10.1/temp/pt9344/myreport.out "PAYROLL"

rm -f /serena/dimensions/10.1/temp/pt9344/myreport.out
rm -f pcms9342
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Merging Item Revisions

By default, on UNIX platforms, Dimensions CM provides the mgdiff tool for merging and
comparing item files. You can configure different tools for comparing and for merging files
using the MERGE_TOOL, DIFF_TOOL, MERGE_PARAMS, and DIFF_PARAMS symbols.

To specify other diff/merge tools, use the following configuration file:

$DM_ROOT/../common/tomcat/8.0/webapps/dim_applet/binaries/
native.properties

This file will be created on your machine if you run the native code option when accessing
the web client (see also the User's Guide). If this directory and file do not exist, you must
create them.

For details and examples of how to configure this file, see "Connecting from a Windows
Client to a Non-Default Listener on UNIX" on page 95.

Networking and Replication

Heterogeneous Networking

The Dimensions Network and Serena Dimensions Replicator products have a client-server
architecture that uses TCP/IP sockets to communicate between processes. (For further
information, refer to Part 4, "Network Administration" and Part 5, "Replication".)

These TCP/IP sockets are administered by assigning a number to a socket name. These
assignments must be the same for all installations within the Dimensions Network.

m  On UNIX, you set the values in the /etc/services file and then use NIS to distribute
the assignment around the network.

= On Windows, there are differences between "flavors" of Windows.

Dimensions CM gives administrators the option to place the socket name/number
assignment within a configuration file on each node. This file, of course, is not distributed
through the network, so the assignments must be made in each configuration file in the
Dimensions CM network. Serena recommends that you use the NIS mechanism to define
these socket names on UNIX.

DM_SERVICE_PCMS_SDP_TCP

The Network Connection Object, as defined under Network Administration, is the socket
name that must be defined. The default names used by Dimensions Network is pcms_sdp.

This is defined as follows:

m  Services file:
pcms_sdp<tab>671/tcp

m  Configuration file:
DM_SERVICE_PCMS_SDP_TCP<tab>671
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Code Page

DM_SERVICES_FILE

As an alternative to the above, the symbol DM_SERVICES FILE can be used to specify the
location of a UNIX style services file, for example:

DM _SERVICES FILE<tab>C:\TCP\services.dat

Settings

DM_CODEPAGE

DM_CODEPAGE specifies the directory that will contain the mapping tables used when
translating between EBCDIC and ASCII. Pre-supplied tables will be installed here and any
user-defined mapping tables must be placed here also.

CAUTION! Make sue that user-defined tables do not overwrite the supplied tables.

Example:

PDM_CODEPAGE /usr/dimensions/codepage
Default:

$DM_ROOT/codepage

DM_EBCDIC_CODEPAGES

DM_EBCDIC_CODEPAGES specifies a list of EBCDIC code set identifiers. This information is
important as translations are performed only when moving items from an ASCII
environment to EBCDIC (or vice versa). It is not possible to detect automatically which
code pages are EBCDIC or ASCII.

Example:
DM_EBCDIC_CODEPAGES<tab>0037,0500
Default:

If no code pages are defined, then they are all assumed to be ASCII.

DM_DEFAULT_CODEPAGE

DM_DEFAULT_CODEPAGE specifies a default code page to be used with connections for
which a code page has not been defined. This effectively defines the code page for the
system running the Dimensions CM database server.

Example:
DM_DEFAULT_CODEPAGE<tab>00819

Default:
If not defined, then 00819 will be used.
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Command Security

DM_FILE_ENCRYPTION

All Dimensions CM commands passed between the clients and the database server are
encrypted. This enhances Dimensions CM security for all commands, but especially the
tertiary-node login command (AUTH).

In addition to encrypting the commands, it is also possible to encrypt item contents as
they are moved around the network. This can be particularly important in high security
environments. However, because of the extra processing involved in encrypting/
decrypting items, performance can be adversely affected. Therefore the capability to
encrypt items during transfer is a configurable option set to off (no encryption) by default.

Example:
DM _FILE ENCRYPTION<tab>YES
Default:
DM_FILE_ENCRYPTION<tab>NO

Oracle Collating Sequence for 'ORDER BY' Queries

DM_NLS_SORT_PARAM

If you want to disable or modify the Oracle collating sequence used for 'ORDER BY'
queries in an NLS_SORT, locate the following commented-out entries in the dm.cfg file

#

# If you wish on Oracle to disable or alter the locale used for

# NLS_SORTing, please uncomment or alter one of the following lines.
#

# - To disable NLS SORTing locale

#DM_NLS_SORT_PARAM disable

#

# - To modify the NLS SORTing

#DM_NLS_SORT_PARAM <locale>

#

Uncomment and edit the appropriate entry.

Dimensions CM Web Tools URL Parameters

DM_WEB_URL

This Dimensions CM configuration symbol specifies the host-id and port number (8086 by
default) of the Dimensions CM web server. It is normally automatically assigned during a
Dimensions CM server installation.
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DM_WEB_URL has the format:
DM_WEB_URL http://<host-id>:<port-no>

DM_INET_PORT

__ NOTE DM_INET_PORT has been superseded by DM_WEB_URL. DM_WEB_URL also supports

L HTTPS web containers, unlike DM_INET PORT, and should, therefore be used in
preference. DM_INET_ PORT should only be used in the context of continued support of
old dm.cfg files—to this end it is commented out by default in dm.cfg.

This Dimensions CM configuration symbol specifies the port number (by default 8080) of
the server hosting the Dimensions CM web server.

DM_INET_PORT has the format:
DM_INET_PORT <port-no>

DM_INET_SERVER

. NOTE DM_INET_SERVER has been superseded by DM_WEB_URL, which supports HTTPS
i..} web containers. DM_INET_SERVER should be used only in the context of continued
support of old dm. cfg files—to this end, it is commented out by default in dm.cfg.

This Dimensions CM configuration symbol specifies the host ID of the server hosting the
Dimensions CM web server:

DM_INET_PORT http://<host-id>

Overriding Hosthame Assigned to DMSERVER
Certificates

The dm.cfg flag DM_CERT_HOSTNAME_ALIAS overrides the hostname assigned to the
DMSERVER variable and generated certificates. By appropriately setting this flag, you can
reconfigure your Dimensions CM server installation so that the DMSERVER variable and the
generated certificates use a logical (DNS) name instead of the physical hosthame of the
Dimensions CM server.

Restart theDimensions CM listener after making changes.
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Additional Dimensions CM Configuration Symbols

Adding Template Variables

You can add Dimensions CM template variables to dm.cfg. The following table
summarizes the available variables—for a full description see the "Templating Language
and Processor" chapter in the Developer's Reference and "Logging and Tracing Facilities"
on page 599:

Variable Description

DM_TEMPLATE_CATALOG<n> | Specifies a data set or directory search path where
templates are located.

DM_TPLB_LOG Turns-on tracing of template processing.

DM_TPLB_SPOOL Specifies the name of the file or data set where the
JCL will be written.

DM_TPLB_TTLOG Specifies that any trace sent to the file that you
specify in DM_TPLB_LOG is also sent to the message
routine.

DM_TPLB_SEQUENCE_PATH Specifies the directory where the HFS file that
maintains the build sequence number is stored.

Restricting Visibility of Objects in CM Clients

You can add the configuration symbol DM_PRODUCT_USER to dm.cfg to restrict the
visibility of Dimensions CM objects in the GUI clients—for example, the desktop and web
clients, the Administration Console, and the Eclipse plug-in. This symbol is disabled by
default.

To set this symbol:

1 Stop the Dimensions CM server.

2 Add the following line to the dm.cfg file on the Dimensions CM server:
DM_PRODUCT_USER y

3 Restart the Dimensions CM server.

When this symbol is set to 'y ', the user interfaces will list only objects owned by products
on which the current user holds a role.

For example, imagine that you have two Dimensions CM products called PAYROLL and
DEMO. A user has the role REVIEWER on some design part on product PAYROLL, but no
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role assignments at all on product DEMO. When using the Dimensions CM web tools, that
user sees only the following:

m  Projects from product PAYROLL .

m  Requests belonging to product PAYROLL .

m  Baselines of product PAYROLL

m  Any other objects are limited to product PAYROL

IMPORTANT! The one exception to the above is that $GENERIC: $GLOBAL is always
listed (regardless of role assignment), because all users must be able to get into the
$GLOBAL project; however, when looking at objects in the $GLOBAL project, a user sees
only those objects owned by products on which there are roles—for example, PAYROLL in
the above example.

Running Multiple CM Instances on a UNIX Host
Machine

CAUTION! You must perform both the server-installation 1istener.dat edits and
client-installation dm. cfg edits referred to below in order to connect to several
Dimensions CM servers on a single UNIX host.

By default, a Dimensions CM for UNIX server uses the following hard-coded UNIX domain
socket (two-way communications pipe) for communication with the associated
Dimensions CM listener:

/tmp/dimensions_local_connect
If you want to run more than one Dimensions CM server on a single UNIX host, you must
add the following entry for each associated $DM_ROOT/dfs/1listener.dat file on the
UNIX host:
-local_pipe <new_socket_name>
for example,

-local_pipe /tmp/dimensions_local_connect_custom

For more details concerning the Dimensions CM listener, see "Configuring Dimensions CM
Server Pooling" on page 170.

Once you have made the appropriate 1istener.dat edits, add the following entry to the
dm.cfg file on each Dimensions CM for UNIX or Windows client installation, specifying the
socket/listener to which you want to connect:

DM_LOCAL_CONNECT <new_socket name_to connect_ to>

for example,

DM_LOCAL_CONNECT /tmp/dimensions_loccal_connect custom

NOTE You cannot use PDIFF on Windows on a non-default port.
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Smart Attribute Validation

The DM_SMART_ATTR_VALIDATION configuration symbol specifies how the auto-
completion of multi-value attribute blocks behaves.

Suppose a valid set has been defined with three columns, and a block attribute has been
created for Dimensions CM requests of type CR in which Column 1, Column 2, and
Column 3 represent Name, Surname and Area for developers. In such a scenario, the
value of the DM_SMART_ATTR_VALIDATION configuration symbol modifies auto-completion
behavior as follows:

m  When DM_SMART_ATTR_VALIDATION is turned off, the restriction on values displayed
in the drop-down lists applies both from left to right and from right to left.

From left to right, for example, if the user selects Peter for the Name, the drop-down
list for Surname will include only the surnames of the developers named Peter. The
same behavior applies to the Area field.

From right to left, if the user selects DC for Area, it will restrict the Name and the
Surname fields according to the Valid Set. This means that the user cannot select
another developer unless the Area field is cleared.

m  When DM_SMART_ATTR_VALIDATION is turned on, this restriction applies only from
left to right. In other words, selections made on fields on the left restrict the drop-
down lists of fields on the right, but not the other way around.

For example, if the user selects Peter for Name, both the Surname and the Area fields
will be restricted, just as in the previous case. However, if the user selects DC as Area,
the drop-down list for Name and Surname will display all developers. No restriction is
made on fields on the left. This enables the user to select a different developer
without having to clear the Area field first.

See the Process Configuration Guide for further details.

Using PAM on Dimensions CM Servers

Preliminary support, by means of the DM_AUTH_TYPE_DBS and DM_PAM_SERVICE_NAME
configuration symbols, is available for the industry standard pluggable authentication
modules (PAM) mechanism—refer to "Dimensions CM Support for PAM" on page 483 for
details.

Enabling Library Cache Area "Bulk Direct Copy"
Transfers

The Dimensions CM library cache area utility utilizes a special transfer operation called
"bulk direct copy". The Dimensions CM server informs the Dimensions CM client to bulk-
copy files from a "nearby" Dimensions CM library server. The Dimensions CM server
configuration symbols DM_DIRECT_COPY_MIN_FILELENGTH and
DM_BULKDIRECTORY_FLUSH_THRESHOLD are used to specify and configure such bulk-
copy operations. For details, refer to "Using and Configuring Library Cache Areas" on page
561.
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Remote Execution on a Tertiary Node Running HP-UX
11.23 on Itanium

If you are using REXEC to connect to a tertiary node running HP-UX 11.23 on Itanium
hardware, the operation will fail. This is a known bug with the operating system. To work
around this problem, add the following variable to the dm.cfg file on the Dimensions CM
server:

DM_TPLB_AVOID_HP_BUG Y

Specifying the Server Domain Name

Including the parameter below forces the Dimensions CM server to specify its fully
qualified domain name in certificates passed to remote nodes.

DM_CERT_FULL_HOSTNAME

File Compression Settings

The dmc1i commands DDF and SDF have an optional /COMPRESSION LEVEL=<1level>
qualifier. This qualifier enables you to specify whether files of the associated format should
be considered for compression during transfer (thus reducing bandwidth) and what level
of compression to apply. The levels are:

0 No compression. If no level is specified, this is the default for binary file
formats.
1 Fastest speed of compression, but least compression obtained. If no level

is specified, this is the default for text file formats.

2-8 For each increase in value, a corresponding decrease in speed of
compression with an increase in compression obtained.

9 Slowest speed of compression, but with best compression obtained.

To enable compression, set the following symbols in the dm.cfg file on the
Dimensions CM server node:

DM_COMPRESS_FILES_ON_TRANSFER yes
DM_COMPRESSION_MIN_FILELENGTH 63990

The first symbol enables compression. The second symbol specifies the default
compression threshold in bytes; files smaller than this value will not be considered for
compression.

Item Header Substitution Last-Record Behavior

To be compatible with the behavior of item header substitution in previous releases,
Dimensions CM does not, by default, add an end-of-line character sequence (such as CR-
LF) to the last record of a text file if it does not already have one.
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If you want to modify this default behavior, add the following variable to the dm.cfg file
on the Dimensions CM server:

DM_IHS_FIX_LAST_RECORD YES

Disabling Branch Check-Ins

Dimensions CM can be configured to determine whether an item has any leaf revisions
that need to be merged. The desktop client can then prompt the user with a number of
options when they are checking in or updating an item and Dimensions CM has detected a
conflict. The user will have a choice of actions to take, including to merge the work file
with the version in the repository (invoking the file merge tool) and to check in their file
as the tip revision. (For details, see the User's Guide.)

If you want Dimensions CM to check for conflicts with leaf revisions and force all users in
the desktop client to merge their changes with the tip revision in the repository, set the
following parameter in the dm.cfg file.

DM_DISABLE_BRANCH_CHECKINS YES

Note that, if you do not set this parameter on the server, you can also choose to set this
option in the desktop client Preferences dialog box.

Enabling Global Project Structure Change Control

Project structure change control is a Dimensions CM feature that enables you to track
changes to Dimensions CM projects over time. This enables you to store information
about item additions and removals in change requests, and to require change requests for
any change in a project structure. You can then include this data about project structure
changes in any baseline that you create.

Recorded Project Structure Changes

When project structure change control is enabled, the following changes to project
structure are recorded against change requests:

Change Description

Item addition An item revision is added or removed from a project. The change is
and removal recorded in one of the following:

m The change request that lead to the structure change

m  The default change request

Item rename An item is renamed.

Directory A directory is created, deleted, or renamed.
creation,

deletion, and

rename

Item deletion An item is deleted. When you delete an item, however, no history is
stored and all structure change requests associated with the item are
deleted.

Project deletion | A project is deleted.
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The variable DM_PATH_CONTROL determines whether project structure change control is in
effect for all Dimensions CM projects. It determines the default setting for all new
projects; structure change control is either enabled or disabled by default for all new
projects. However, you can override this default on a per-project basis using the DWS and
UWA commands. For details, see the Dimensions CM Command Line Reference.

You can set project structure change control globally by editing or inserting the
DM_PATH_CONTROL variable in dm.cfg on the Dimensions CM server machine.

Set this variable to one of the following values:
m DM _PATH_CONTROL 0@

To disable structure change control for all existing and new Dimensions projects.
= DM_PATH_CONTROL 1

To enable structure change control for all existing and new Dimensions projects.

IMPORTANT! To prevent affecting projects that are in progress, consider setting this
variable to 0.

Privilege Caching

To improve performance, Dimensions CM application servers cache certain privilege and
role information. In general this cached information is refreshed only when an application
server is allocated to a session, that is, on connection and when an idle session is
reactivated.

The cache for the application server allocated to a session is also refreshed if the session
executes a command that affects privileges or roles (for example, PRIV or AUR).

This means that changes made to the role and privilege settings in the Administration
Console do not take effect immediately for other sessions.

This default behavior can be modified through editing or inserting the following variables
in dm.cfg on the Dimensions CM server machine:

m DM DISABLE PRIVILEGE CACHE
To disable all privilege caching, set this to any non-empty string.
m DM PRIVILEGE_ PURGE_INTERVAL

This can be set to value equal to the desired number of seconds between privilege
cache refreshes. The value set must be less than the 1istener.dat idle timeout
value (see "-idle_timeout" on page 172) to have any effect.

IMPORTANT! Using either of these variables will decrease performance.

As an alternative to using the above dm.cfg symbols, to force refreshment of privilege
and role information you can simply restart the Dimensions CM listener to ensure that a
new generation of application servers is created
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Cleaning Up Temporary Build Files

Various temporary files are left on a build node after a Dimensions Build. Some of these
files can be deleted by the node itself, while others can be deleted by the build server
once it knows that it has finished using the file in question. Proceed as follows:

= To control file deletions issued by the build node itself:

NOTE The default position is for the build node not to delete temporary files.

To enable deletion of temporary files by the build node, add the
DM_BUILD CLEAN_TEMP_FILES symbol to the build node’s dm.cfg configuration file
and set the symbol to any value. For example:

DM_BUILD_CLEAN_TEMP_FILES YES

m  To control file deletions issued by build server with respect to the build node:

NOTE The default position is for the build server to delete temporary files on the
build node.

To prevent the build server deleting temporary files on the build node, add the
DM_BUILD CLEAN_TEMP_FILES symbol to the Dimensions CM server’s dm.cfg
configuration file and set the symbol to value FALSE. That is:

DM_BUILD_CLEAN_TEMP_FILES FALSE

Build Error Handling

When a build is launched, the user now has a choice as to how to handle error conditions
related to source files in a build when the build occurs in a deployment area.

You can make all errors appear:

as fatal errors which fail the build

or

as warnings which allow the build to proceed.
Firstly, the following symbol can be used to control the overall behaviour:
DM_BLD_ERROR_INVALID REVISIONS true

This will cause all errors relating to build sources to be fatal to the build. Only if the exact
requested revision is present in the build area will the build succeed. The error messages
provided in the build launch history will document the filenames found in error.

DM_BLD_ERROR_INVALID REVISIONS false

This will cause all errors relating to the presence of source files in the area to be
downgraded to warnings, and allow the build to proceed.

In addition to this, advanced users can configure exactly which errors are fatal, and which
are not. This is done by calculating a hexadecimal number from a set of individual flags.
The number required can be formed by adding together the following values, for the
errors which are required to be warnings:
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NOFAIL_MISSING 0x00100000 // don't fail if source file is missing from
search path

NOFAIL_NEWER 0x00200000 // don't fail if source file revision found is
higher than requested

NOFAIL_OLDER 0x00400000 // don't fail if source file revision found is
lower then requested

NOFAIL_NOITEM Ox00800000 // don't fail if source file is missing from
the project/stream

NOFAIL SPEC 0x01000000 // don't fail if the spec is wrong

For example, if the only error that you want to make a warning is the case where the
revision found on disk is NEWER than the item requested, the the value required is
00200000. Compound selections are made by adding together the individual options. This
value is coded in the dm.cfg file in the key DM_BLD_GETSRC_FUNCTION_OR. Here is an
example, which turns the NEWER and OLDER errors into warnings:

DM_BLD_GETSRC_FUNCTION_OR 00600000

DM_BLD_ERROR_INVALID_REVISIONS

For details of this symbol, see the Build Tools User’s Guide.

DM_BUILD_DMORDERING

For details of this symbol, see the Build Tools User’s Guide.

DM_BLD_GETSRC_FUNCTION_OR

For details of this symbol, see the Build Tools User’s Guide.

Supporting Refactoring Changes When Creating
Revised Baselines

Starting with Dimensions CM 10.1.3, the Create Revised Baseline (CRB) command has
been enhanced to support refactoring changes by default. This means that when requests
that have been used to track refactoring changes are included in the list of update
requests, those refactoring changes will be applied to the baseline.

Ordering of Attributes

In versions of Dimensions CM up to, and including 10.1.3, the attribute rules are ordered
by role; and rules that are non-mandatory take precedence over mandatory rules. This
means that an attribute rule with no From and To states can take precedence over one
that has specified From and To states.
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For example, consider the following attribute rules:

Attribute From To Role Rules
PLAN_FINISH $TO_BE_DEFINED REVIEW $ORIGINATOR Required, Writeable
PLAN_FINISH AUTHOR Writeable

In the above example, if the user has the AUTHOR role then it will take precedence over
the other one that is a more specific mandatory attribute rule.

Starting with Dimensions CM 2009 R1, by default, attribute rules are ordered by:

1 From state, then,

2 To state, then,

3 Rules (not Required ahead of Required), and finally,

4 Role.

In the example below the attributes rules are ordered as follows:

Attribute From To Role Rules
PLAN_FINISH | REVIEW WORK CRB Required, Writeable
PLAN_FINISH | REVIEW WORK IMPLEMENTOR | Writeable
PLAN_FINISH TESTER

Visibility of Requests on Design Part Structure

In versions of Dimensions CM prior to 10.1.3, you can navigate through all requests using
the Design Part structure. Starting with Dimensions CM 10.1.3, by default, this behavior
was changed so that the parts display only showed requests related to the current

Dimensions CM project.

To revert to the earlier behavior, add the following symbol to dm.cfg on the Dimensions

CM server:

DM_SHOW_PART_ALL_REQUEST Y
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Item Library Security

Starting with Dimensions CM 10.1.3.3, there is an option that enables you to prevent
users from performing item library operations through a different server from the one for
which the item libraries were initially defined. This option is used to control access from
any other node that starts a library server process for item operations.

If you include the following parameter
DM_ALLOWED HOSTS=<localhost_id>,<host_idl>,..., <host_idN>

in dm.cfg, then only connections from the comma-separated list of specified hosts is
allowed.

The value of DM_ALLOWED_HOSTS must include the hostname of the local host (or its IP
address) and a comma-separated list of additional allowed hosts, but you should not use
the parameter value localhost to specify the local host as it is not supported. An
example of a DM_ALLOWED_HOSTS specification for a local host and a second host is as
follows:

DM_ALLOWED HOSTS=10.130.12.66,xpserver

Disabling the Automatic Selection of Build Targets

By default, targets are automatically selected by Dimensions Build. To disable this feature,
uncomment and edit the following variable in dm.cfg:

NO BUILD TARGET PRESELECT PRODUCT1:PROJECT1, PRODUCT2:PROJECTZ2 ..,
Projects/streams that you specify must be separated by a comma or a space.

If a project/stream specification itself contains commas or spaces, it has to be specified in
double quotes, for example:

DM_NO_BUILD_TARGET_PRESELECT QLARIUS:PROJ1,QLARIUS:PROJ2
QLARIUS:PROJ3 "QLARIUS:MY NEW PROJECT", "QLARIUS:PROJ A, WITH
CHANGES"

Contents of Temporary Build Project

When the build of a stream is complete, the temporary project that was used contains all
the build targets and their dependent sources. Using the "made-of" relationships as a
guide, only the build targets used during the delivery are added to the XML file because
the source files should already exist in the stream. If these relationships are incorrect or
not complete, set the following variable in dm.cfg to TRUE to force all items from the
project (sources and targets) to be added to the delivery XML:

DM_BLD_MERGE_ALL_ITEMS

When a delivery occurs using an input file that contains file revisions already in the
stream, the delivery will ignore these items but will add a warning message in the delivery
log file. Only those listed files that do not exist in the stream are merged (sources or
targets).
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Pre-version 8 Item Header Substitution Functionality

In Dimensions CM 8, the item header markers %PCMS_HEADER SUBSTITUTION START%
and %PCMS_HEADER_SUBSTITUTION_STOP% were introduced, these optional markers
delineating the item header substitution variables. This enabled performance to be
enhanced, as, if present, Dimensions only had to scan the file contents between those two
markers for item header substitution variables. However, if the markers were not present
("old style" item header substitution), Dimensions continued by default to perform item
header substitution, albeit with a performance overhead.

Starting with Dimensions CM 2009 R1, processing of "old style" item substitution is no
longer supported by default, again to improve performance. Any "old style" item header
substitution variables will be ignored.

If you have such "old style" item header substitutions that you want to continue to use,
you can make Dimensions CM process them by adding the following setting to the server
dm.cfg file:

DM_IGNORE_IHS_START vy

Display Related Items for Child Requests in Request
Browse Templates

The request template variable %affected_item% displays details of items that are related
to the specified request. If you want the template to display details of items also related
to child requests, you can specify the following setting:

DM_BROWSE_RELATED_DOCS_ITEMS vy

Processing Items or Requests not Owned Locally

Dimensions CM 2009 R1 or later includes new optional functionality (off by default), first
made available as an earlier customer-specific patch, namely, the ability to process items
or requests that you do not locally own.

Prior to this new functionality, you were not allowed to process such items or requests.
For example, if you replicated an item and a request to a subordinate, the subordinate
would not able to relate these objects, and any attempt to do so results in the error
message:

Error: Operation is not allowed because item revision "x" has been
replicated and is owned by another site.

To enable the processing of items or requests that you do not locally own, add the
following settings to the server dm.cfg file:

DM_DONT_ENFORCE_ITEM OWNERSHIP Y
DM_DONT_ENFORCE_REQ_OWNERSHIP Y

CAUTION! These server settings enable concurrent updates of objects between different
sites. This may cause data loss.
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Changes to
Administration
Console Behavior

Once the item ownership flag is set, the following operations are permitted on an item
that is not locally owned:

Al Action item.

UIA Update item attributes.

RII/XII Relate/unrelate item to item.
RIP/XIP Relate/unrelate item to design part.

Once the request ownership flag is set, the following operations are permitted on a
request that is not locally owned:

RICD/XICD Relate/unrelated item to change request.

By default, when configuring a project replication remote subordinate, the Administration
Console will prevent the selection of any version branch names that are not owned by the
subordinate being configured. To enable the Administration Console to bypass this
ownership check when the DM_DONT_ENFORCE_ITEM OWNERSHIP and
DM_DONT_ENFORCE_REQ_ OWNERSHIP parameters are set, add the following setting to the
server dm.cfg file:

DM_REPL_NO_PROJECT_BRANCH_CHECK 1

The remote subordinate site can then be suitably configured to allow item and request
updates to be replicated back to the site which owns them.

In addition to a suitable configured configuration, it is also necessary to use the following
replicator option:

-replicate_remote branches

to replicate branches not owned by the sending site. This option should be used when
dumping items that are on a version branch that is not owned by the "sending" site.

Checking Mandatory Multi-Valued Attributes in Block
Attributes

Prior to Dimensions CM 2009 R2, if a block attribute contains multi-value (MVA) attributes
whose assigned values are defined as mandatory, for each such MVA attribute, only one

populated row had to have an assigned mandatory value—any additional populated rows
did not require to be assigned values.

This behavior is, now, no longer the default; instead, each populated row in a MVA
attribute within a block attribute must contain assigned mandatory values.

To revert back to the earlier behavior, add the following symbol to the Dimensions CM
server dm.cfg file and set it to any value, for example:

DM_MANDATORY_MVA_ANY_ROW Y

NOTE This new behavior has also been back ported to Dimensions CM 10.1.3 patches
(but not to Dimensions CM 2009 R1.x).
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Example scenario
of data loss with

DM_DISABLE_
MUTIPLE_EDIT _
ATTRS unset

Event Tracing

To enable event tracing, set the following symbol to the Dimensions CM server dm. cfg file
to a non-null value, for example:

DM_EVENT_TRACE Y

For details see, Appendix J, "Logging and Tracing Facilities".

Disabling Editing of Block Attributes on Multiple
Requests

Prior to Dimensions CM 2009 R2, and by design, editing block attributes on multiple
requests from the desktop client overwrites existing data, which can cause data loss (see
the example scenario below). If you want to disable such editing from the desktop client,
you can now add the following symbol to the Dimensions CM server dm.cfg file and set it
to any value, for example:

DM_DISABLE_MULTIPLE_EDIT_ATTRS Y

NOTE This new behavior has also been back ported to Dimensions CM 10.1.3 patches
(but not to Dimensions CM 2009 R1.x).
m Steps to reproduce:

a Add two or more single-field, multi-valued attributes to a request type.

b Create a new multi-field (block) attribute using the attributes created above

c In desktop client, create two new requests of the above request type and populate
the block attribute with two or more lines.

d Select both requests in desktop client and Edit Attributes from the context menu.

e On the Attributes Tab, note that the block attribute is not displaying any of the
previously entered lines.

f Change one or more values in the block and click OK.

s Commonly expected result (and that which will now be obtained if
DM_DISABLE_MUTIPLE_EDIT ATTRS is set):

The information chosen (or entered) in the edit attributes operation will be added as a
new line to the block in both requests.

m  Actual default result (with DM_DISABLE_MUTIPLE_EDIT_ATTRS unset):

e The existing value of the first row in the block for both requests will contain the
newly entered value.

e All other rows will be blank for this field.

Pre-10.1.3 Behavior For Deleting Non-Tip Item
Revisions

Prior to Dimensions CM 10.1.3 it was possible to delete multiple item revisions from the
Dimensions repository. Starting in Dimensions CM 10.1.3 and later, however, the default
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behavior has been changed such that only the tip item revision is deleted (even if several
item revisions were selected for deletion). The reason for this change of behavior is that
missing non-tip revisions lead to problems when using the Serena Merge Tool to merge
item revisions.

Starting in Dimensions CM 10.1.3.2, if you want to revert to being able to delete non-tip
item revisions, you can now add the following symbol to the Dimensions CM server
dm.cfg file and set it to any value, for example:

DM_DELETE_NON_TIP Y

The Dimensions listener will need restarting for the change to become effective.

Pre-2009 R1 Item Library Access Mechanism

Starting in Dimensions CM 2009 R1, each Dimensions dmappsrv process attempts to
directly access local item libraries for read-only operations (as opposed to staring a
privileged dmlibsrv process). This revised access mechanism provides both performance
enhancement and increased security (it precludes the necessity of having to run many
root mode dmlibsrv processes).

If you want to revert to the earlier less secure access mechanism (for example to enable
you to put item libraries in a location that is not readable by the Dimensions System
Administrator (by default user dmsys), comment out the following symbol in the
Dimensions CM server dm.cfg file:

# DM_DIRECT_LOCAL_LIBRARY_ACCESS Y

The Dimensions listener will need restarting for the change to become effective.

Visual Studio Clients: Prompting for Check Out

IMPORTANT! The check out prompting described below is only available for
Dimensions CM projects (which support pessimistic locking); it is not supported for
Dimensions CM streams (which support optimistic locking).

In Dimensions CM 12.x and later, if you have Dimensions CM for Windows clients installed
on a remote Windows node and those clients utilize the Dimensions CM Visual Studio
clients integration to communicate with the Dimensions CM for UNIX server, you can
specify that you want to receive a prompt to check out a file every time you modify it. To
do this, add the following symbol to the Dimensions CM server dm.cfg file and set it to
any value, for example:

DM_VISUALSTUDIO_PESSIMISTIC Y

The Dimensions CM listener will need restarting for the change to become effective.

Controlling Deployment Regression

In Dimensions CM 12.1 a dm.cfg flag DM_NO_DEPLOYMENT_REGRESSION was introduced to
control deployment regression.

= When this flag is set to TRUE or 1, each deployed item is only written to disk if it is
newer than the existing item revision in the area (that is, no regressions). In this
situation, each item that is not deployed is logged in the deployment history log (so
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that the user knows why the requested item was not deployed). This type of issue
does not stop the overall deployment from completing—Dimensions CM treats it as a
warning and continues processing any additional files in the overall deployment job.

When upgrading from versions of Dimensions CM that used the pre-12.1 deployment
behavior, the flag is normally set to TRUE to mirror that behavior, for example:
DM_NO_DEPLOYMENT_REGRESSION TRUE

m  When this flag is set to FALSE (or is not defined), each deployed item is always
written to disk—regardless of an existing revision.

For fresh installations of Dimensions CM, this flag is normally set to FALSE as this is
the recommended behavior, for example:

DM_NO_DEPLOYMENT_REGRESSION FALSE

The Dimensions CM listener will need restarting for changes to become effective.

Automatically Spreading Item Library Files across
Multiple Sub Folders
When you deliver many thousands of files to Dimensions CM for the first time, the item

library typically puts all files with the same item type into the same library folder. To avoid
file system performance issues, add the following flag to dm.cfg on the server:

DM_RANDOMIZE_LIBRARY_PATHS y

The server automatically spreads new files mapped to the same item type across X/Y/ sub
folders of the corresponding item library folder, where X and Y are the first two hex digits
from a cryptographically secure checksum hash of the corresponding item library path
name.

Retaining UNIX File Permissions

To retain UNIX file permissions, add the following flags to dm.cfg on the server or agent:
= DM _GET_KEEP_PERMS

Keeps file permissions in a remote UNIX work area when you perform a Get Copy
operation from a project or stream.

m DM DEPLOY_KEEP_PERMS

Keeps file permissions in a remote UNIX deployment area when you deploy items,
requests, and baselines in a project or stream.

m DM RELEASE_KEEP_PERMS

Keeps file permissions in a remote UNIX release area when you create a release from
a baseline.

Checking a Client’s Version

To make sure that all Dimensions CM clients are the same version as the server, add the
following variable:
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DM_REJECT_OLDER_CLIENTS

If a client version is older than the server version, the client is not connected and the
following message is displayed:

The version of your Dimensions CM client is older than the version of
the server. Please upgrade your client.

If you do not add DM_REJECT_OLDER_CLIENTS all clients will be connected.

Checking Baseline Consistency

Baseline consistency checks enforce additional verifications on the requests that are used
to create a revised baseline (CRB) or a request template baseline (CBL). These checks
ensure that:

m  The requests used to create a new baseline provide a complete set of changes.
m  Any dependent changes are not missing.

m The changes have been fully implemented.
To enable baseline consistency checks add the following variable:
DM_ENABLE_BASELINECHECKS Y

For more details see the Dimensions CM User’s Guide.

Preserving REXEC Command Log Files

The REXEC (Execute a Job on a Network Node) command includes an optional qualifier,
/PRESERVE, that enables users to save job logs as items in Dimensions CM. To specify
where logs are preserved add the following variables to the Dimensions CM configuration
file on a network node:

m DM _REXEC_LOGS_RULE

Defines the rules for constructing the workset filename. The % values are replaced as

follows:
Value Replaced with
%] Job number
%f m  Return code equals 0: WORKED
= Return code does not equal 0: FAILED
%r Process return code
%n Network node name
%u Dimensions CM user ID
%t Template name

Important: You must enter two percent symbols for each value: %%. These are
resolved by the dm.cfg logic to one percent symbol. For example, %%j becomes %j.
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m  DM_REXEC_LOGS_PROJECT

Specifies where REXEC job logs are preserved. Can be one of these values:

*CURGENERIC

Preserves logs in $GENERIC: $GLOBAL for the current product.
*CURRENT

Preserves logs in the current project or stream.

<product>:

Preserves logs in $GENERIC: $GLOBAL using the item library and upload rules for
the product that you specify, for example:

DM_REXEC_LOGS_PROJECT MYPRODUCT:

<product>:<project>

Preserves logs in the product and project that you specify, for example:
DM_REXEC_LOGS_PROJECT QLARIUS:PAYROLL

<stream>

Preserves logs in the stream that you specify (product ID is not required), for
example:

DM_REXEC_LOGS_PROJECT MYSTREAM

m DM REXEC_LOGS_FORMAT <value>

Overrides any format computed by upload rules to the value that you specify.
= DM _REXEC_TRACE Y/N
Switches REXEC SDP tracing on and off.

Dimensions for z/0S Configuration Symbols

Please see the "Customizing Variables in the Dimensions Configuration File" section in the
"Installing Dimensions for z/OS" chapter of the Dimensions for z/0OS User’s and
Administrator’s Guide.

Defaults for Copying Build Information

There are some commands that are able to copy build information from one project or

stream to another. This information relates to build configurations and relationships. By
specifying the relevant qualifiers, certain build information can be copied to the target

project or area involved. These commands are:

m  AIWS - Add Item to Project
m  CBP - Copy Build Project

m CS - Create Stream
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m  DWS - Define New Project
m  RAWS - Relate Area to Project/Stream.

For details, see the relevant sections in the Command-Line Reference.

By default, these commands do not copy any build information, but the default behavior
can be changed by specifying the following variables in the dm.cfg file:

= To change the defaults for copying build relationships, add the following symbol:
DM_BUILD COPY_RELATIONSHIPS 1

Defining this symbol changes the default value /NOCOPY_RELATIONSHIPS in the
AIWS, CBP, CS, DWS, and RAWS commands to /COPY_RELATIONSHIPS. This applies to
the copying of build relationship data, such as made-of records held in the database.

To unset this symbol, change the entry to:
DM _BUILD COPY_ RELATIONSHIPS 0
= To change the defaults for copying build configurations, add the following symbol:
DM _BUILD_COPY_CONFIGS 1

Defining this symbol changes the default value /NOCOPY_CONFIGS in the CBP, CS,
and DWS commands to /COPY_CONFIGS. This applies specifically to the build
configurations held in the database.

To unset this symbol, change the entry to:

DM_BUILD_COPY_CONFIGS @
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m To change the default error processing when copying build information, add the
following symbol:

DM_BUILD COPY FORCE 1

Defining this symbol changes the default value /NOFORCE in the CBP, CS, and DWS
commands to /FORCE. This causes the command to perform as much processing as
possible in certain contexts, instead of failing at the first error.

To unset this symbol, change the entry to:
DM_BUILD COPY_FORCE 0

. NOTE These settings will accordingly affect the behavior of the related functions in the
L Dimensions CM web client and desktop client that invoke these commands when:

m Creating a project or stream from an existing one
m Assigning an area to a project or stream

= Adding an item to a project.

SSO Configuration Symbols

If you chose to install the Dimensions CM Single Sign-On (SSO) server, the following
configuration symbols will be automatically added by the installer to the Dimensions CM
server dm. cfg file and assigned values (some of which will depend on your answers to the
installer prompts):

= DM_AUTH_TYPE_DBS

m SSO_STS_ENDPOINT

m SSO_TRUST_CERTIFICATE

m  SSO_RELYING_PARTY

s SSO_TOKEN_LIFE_TIME

s SSO_CLOCK_TOLERANCE

s SSO_DONT_USE_BEFORE_EXPIRATION_TIME
s SSO_ENDORSING_USER

s SSO_ENDORSING_USER_PASSWORD

Please see Appendix A, "dm.cfg Entries for SSO Authentication" on page 494 for details of
these symbols.
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o IMPORTANT! The Dimensions CM 14.1 installer assigns a value of 28800 seconds
(eight hours) to SSO_TOKEN LIFETIME in dm.cfg. The value is consistent with the
parameter value assignment in the XML file detailed below (and if this value is altered, it
should be consistently altered in both dm.cfg and the XML file):

= Windows
<Tomcat-Root>\alfssogatekeeper\conf\gatekeeper-core-config.xml
m  UNIX

<Tomcat-Root>/alfssogatekeeper/conf/gatekeeper-core-config.xml

parameter-value assignment:

<parameter name="SecurityTokenTTL" Type="xsd:decimal">28800
</parameter>

CAC Configuration Symbols

If you chose to configure Common Access Card (CAC) smart card setup at the same time
as installing the Dimensions CM SSO server (CAC is dependent on SSO), the following
SSO configuration symbols—additional to those for SSO—will also be automatically added
by the installer to the Dimensions CM server dm. cfg file and assigned values (some of
which will depend on your answers to the installer prompts):

m SSO_SERVER_CERTIFICATE
m SSO_SERVER_PRIVATE_KEY
m SSO_SERVER_PRIVATE_KEY_PASSWORD

0 IMPORTANT! If you install only the SSO component to work in conjunction with SSO
and CAC located on a Serena Business Manager (SBM) installation, then the above
entries will need to be manually added to the Dimensions CM server dm. cfg file.

Please see Appendix A, "dm.cfg Entries for SSO Authentication" on page 494 for details of
these symbols.
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Introduction

The Dimensions CM dm.cfg File

Each Serena® Dimensions® CM server installation contains a configuration file dm.cfg
located in directory %DM _ROO0T% that specifies Dimensions CM Windows configuration
symbols for that particular installation (a smaller similar named file is created for client
installations on client nodes). If the installation is part of a larger network of

Dimensions CM installations, care must be taken to ensure that configuration settings that
affect communication with other installations are the same.

The directory %DM _RO0T% is specified by the registry key:
HKEY_LOCAL_MACHINE | SOFTWARE | Serena | Dimensions | 14.3 | DM_ROOT

This is set during the installation and is the default Dimensions CM configuration for all
users of the machine.

NOTE The value of the DM_ROOT variable must always end with \ (backslash).

Settings in the dm. cfg file are installation wide, so parameters that are to be specific to
each user must be set in the user's environment. If settings are made both in the dm.cfg
configuration file and in the user's environment, the user's environment takes
precedence.

These configuration parameters and environment variables are generically referred to as
"Dimensions CM Symbols" to reflect that analogous assignment mechanisms are used for
the Dimensions CM UNIX product (utilizing environment variables with the same legend).
Most Dimensions CM Symbols are supported on all the operating systems. Only those
symbols that are recommended for modification are discussed in this document.

Dimensions CM symbols and scripts principally set working environments or invoke tools
in following areas:

m Installation and location symbols.

= Sending mail to Dimensions CM users.
m  Printing data files.

m  Clearing up temporary files.

m  Reporting and optional symbols.

= Logon domain.

m  Networking and Replication.

m  Code page settings

s Command Security

m  Oracle Collating sequence.

m  Dimensions CM web tools URL parameters.

m Additional Dimensions CM configuration symbols.

78 Serena® Dimensions® cM



Modifying or Adding dm.cfg Entries

By default Dimensions CM makes use of standard system tools. However, it is also
possible to specify that third-party tools are to be used instead, for example, installed
proprietary packages for word-processing or publishing.

Additional Dimensions CM Configuration Symbols

In addition to the standard Dimensions CM Windows configuration symbols mentioned
earlier, Dimensions CM also provides specialized configuration symbols that are either also
specified in dm.cfg or can be added. A selection of these are documented in "Additional
Dimensions CM Configuration Symbols" on page 87.

Modifying or Adding dm.cfg Entries

' CAUTION! When modifying or adding dm.cfg entries, make sure that the entries do not

**  contain trailing whitespace characters, as this may result in an error being generated. For
example, an entry of "DM_PROG<tab>%DM ROOT%prog\<space>" would result in failure
to connect to a Dimensions CM application.

Most of the installation-wide entries in dm.cfg should be left unaltered, that is, they
should not be changed by end users (remember that these installation wide values can
always be superseded in each user's environment by setting the appropriate environment
variable).

To conveniently display the dm. cfg settings, invoke the menu option
Serena | Dimensions 14.3 | Administration Tools | Configuration

Parameters

o IMPORTANT! In most cases, for changes in dm.cfg to become effective, the
Dimensions listener must be restarted once dm.cfg has been edited.

The following entries in dm.cfg (plus a few outside dm.cfg) may be altered if desired.
See the indicated page in this chapter for further discussion of these parameters.

dm.cfg Entry Page
DM_TMP 80
DM_REMOTE_FILE_AREA 80
DM_MAILS 80
DM_DMEMAIL 84
DM_PRINT 84
DM_DELETE 84
DM_CODEPAGE 86
DM_EBCDIC_CODEPAGES 86
DM_DEFAULT_CODEPAGE 86
DM_FILE_ENCRYPTION 86
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dm.cfg Entry Page
DM_NLS_SORT_PARAM 86
DM_WEB_URL 86
DM_INET_PORT (backward compatibility only) 86
DM_INET_SERVER (backward compatibility only) 86

Installation and File Location Symbols

See "Installation and File Location Symbols" on page 44.

Sending Mail to Dimensions CM Users

DM_MAILS

DM_MAILS is the Dimensions CM Windows server symbol used to specify the default
interface to the mail tool used to communicate information to users. Many Dimensions CM
operations need to mail users in a multi-user environment. For example:

= When Dimensions CM products are created, the users who are Product Managers are
notified through mail as to how they can start using their products.

= Whenever an item revision or request is awaiting the attention of specific
Dimensions CM users, as a result of a change in its lifecycle state, they are notified
through mail to read their pending lists.

m  Some Dimensions CM commands run batch scripts which on termination will mail
users the outcome of the job.

Note that control of procedural time-scales and discipline remain with the project
management. While Dimensions CM does provide report and query facilities to aid the
management of a project, it does not chase outstanding actions.

The default Dimensions CM configuration file dm.cfg contains a commented out default
configuration record for the mail client. This has the form:

DM_MAILS<tab>%DM_PROG%pcmsmail.exe -h "<mail_host>" -f "DM" -file
"%%s" -s "%%s" -tf "%%s" -cf "%%s" -bf "%%s"

To send mail in HTML format specify the
For details see the next section.

switch in pcmsmail, the default mail client.

If you entered a Simple Mail Transfer Protocol (SMTP) host name during installation of the
Dimensions CM server, the host name will appear in the above string; otherwise, if you
have an SMTP mailer and did not enter its identity during installation, edit dm.cfg to
insert it now.

Dimensions CM applications will substitute, in the following order, for each of the "%%s"
parameters:
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m The name of a file containing the body of the mail.
m  The subject of the mail.

m A comma-separated email address list.

Any other email client may be substituted here, provided the above substitutions, in that
order, are allowed for using the "%%s" notation, and they are surrounded with double
quotes.

Examples:

DM_MAILS<tab>mailxx "%%s" "%%s" "%%s"
DM_MAILS<tab>mymail /file="%%s" /subject="%%s" /to="%%s"

The Default Mail Client pcmsmail

Dimensions CM on Windows server systems provides an SMTP mail client application,
which comes preconfigured as the default.

Syntax:

pcmsmail.exe -h "<host>" -f "<from>" -file "<file>"
-s "<subject>" -t "<to>" -c "<cc>" -m "<mapping file>" -v
-u "<user>" -p "<password>" -utf8 subject -utf8 address
-utf8 body -i -a file -e file

where:

-h "<host>"

A mandatory parameter, where <host> is the name of a network host that is the
SMTP mail server.

-f "<from>"
A mandatory parameter specifying the return email address.
-file "<file>"

A mandatory parameter specifying an absolute path to a file that contains the body
of the mail message.

-s "<subject>"
A mandatory parameter specifying the subject of the email.
_t Il<to> n

A mandatory parameter specifying a comma-separated list of recipients of the
email.

-C II<CC>II

An optional parameter specifying a comma-separated list of recipients to whom a
copy of the email will be sent.

-m "<mapping file>"

An optional parameter specifying a file which maps Dimensions CM user names to
email addresses. Mail to a particular Dimensions CM user will than be sent to the
associated email address.
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The mapping file is a simple text file containing lines of Dimensions CM user name
to email address associations of the following format

<Dimensions CM user name><white-space><email address>
For example (A is a space or tab):

petesAPeter.Smith@xyz.com
SerenaADimensions CM.Administrator@xyz.com
user1AFred. Jones@xyz.com

-v verbose

-u

This optional parameter enables tracing information to be displayed - primarily to
assist the Serena Support Center in problem analysis.

"<user name>"

This parameter must be specified to enable user authentication when the
Enhanced SMTP is being used.

-p "<password>"

The password for the user specified in the -u parameter.

-utf8 subject

This will cause the email subject to be encoded using the RFC2047 standard.

-utf8 address

This will cause the To, From and CC addresses to be encoded using RFC2047.

-utf8 body

This will cause the body to be written with a Content-Type of text/plan and a
UTF-8 encoding.

More headers to come. A normal mail message comprises:
e headers that PCMSMAIL will generate; then

e a blank line; and then

o further headers.

By specifying -1 you can add additional headers; however, you will be responsible
for inserting the blank line before the body.

To send mail in HTML format do the following:
e Use the -1 switch.

¢ On the server set the following symbols in the configuration file, dm.cfg:

DM_MAILS %DM_PROG¥%pcmsmail.exe -h "mail _host" -f "PCMS" -file "%%s" -s "%%s" -t "%%s"

DM_MAILS_HTTP %DM_MAILS% -i

-a file

Binary file attachment.
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-e file

Binary file attachment. Dimensions CM handles EBCDIC to ASCII translation.

Examples:

pcmsmail.exe -h "moon" -f "PM@xyz.com"
-file "C:\temp\mailbody.txt" -s "About PM"
-t "fred" -m %DM _PROG%\mapping.txt

pcmsmail.exe -h "jupiter" -f "CM"
-file "H:\tmp\tmpfile.txt"
-s "Created New Product" -t "fred,bill,amy"
-c "robert,alex@xyz.com"

Accessing the Default Mail Client pcmsmail from
Dimensions for z/0S

You can access the default mail client pcmsmail in MVS or USS batch mode from
Dimensions CM for z/0S. The following is some sample JCL for performing this task:

//STEP EXEC PGM=MDHLMAIL,PARM="POSIX(ON)/'
//STEPLIB DD DISP=SHR,DSN=MDH.Vnnn.MDHLLIB
// DD DISP=SHR,DSN=MDH.Vnnn.MDHLLPA
//SYSOUT DD SYSOUT=*

//SYSPRINT DD SYSOUT=*

//NETRC DD DISP=SHR,DSN=&SYSUID..R.NETRC <- optional
//INPUT DD *

-s "subject line"

-f user

-t user,user,user...

-m mapping file

-h host

-file DD:TEXT

-u userid

-p password

-v <- must be last
//TEXT DD *

message text here

/*

The INPUT file enables many parameters to be specified—the parameters are read first
from the PARM= statement, and then from INPUT.

You can continue any field over multiple lines. Embedded spaces will get lost if you don't
quote the string.

The NETRC is defined as for FTP, and this can be used for logins to servers if this is
required. However, the host name is matched exactly—there is no intelligence regarding
domains.
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DM_DMEMAIL

The use of this Dimensions CM symbol, the associated sub-symbols DM_DMEMAIL_*, the
dmemail utility itself, and notification templates is described in the "Managing Notification
Emails" appendix of the Process Configuration Guide.

Printing Data

DM_PRINT

This Dimensions CM symbol provides an interface to a print tool. When Dimensions CM
commands require printing of various reports they call this interface.

The Dimensions CM configuration file dm.cfg contains a configuration record for the print
tool. By default this is set to access the Windows server command 1pr on a server caller
server:

lpr -S server -P printer

This may be changed, either to reference the server machine and printer you use for the
1pr command, or else changed entirely to whatever command you use for printing.

Clearing Up Temporary Files Created when Running
User Reports

DM_DELETE

The DM_DELETE Dimensions CM symbol is used in conjunction with running

Dimensions CM User Reports. The value specified in the dm.cfg file is used to specify the
tool/command to be used to clear up temporary files created during the construction of
the script files that run a particular user report. A valid value would be anything that
makes sense in the context of the file including a command file (remembering that the
last line is to delete itself).

The following is an example of a temporary files generated during the running of the
reports (the bold type illustrates the value taken from the dm.cfg file):

@echo off

rem invoke user report - generated 11:42:17 Friday 27 January 2006

call C:\Serena\ChangeMan\Dimensions\9.1\temp\pt9344\myreport.out
"PAYROLL"

del /f C:\Serena\ChangeMan\Dimensions\9.1\temp\pt9344\myreport.out

del /f pcms9342.bat
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Reporting and Optional Symbols

The Dimensions CM configuration file dm.cfg contains configuration records to control
reporting message levels and optional controls. These should not be adjusted without
explicit instruction from Serena Online Services.

Windows Server Log On Domain

DM_LOGON_DOMAIN

If the Windows Server system is one of a group of machines within a Windows Server
Domain and is not the Domain Server, you may specify the name of the Windows Server
Domain in the configuration variable DM_LOGON_DOMAIN. This Windows Server Domain
will then be use to log on all remote users (it is against this Domain that Dimensions CM
will validate users and passwords)—the local user database will not be consulted.

The Dimensions CM configuration file dm.cfg contains a configuration record for the
Windows Server Domain that is by default set to <null>. This may be changed to specify
an appropriate name:

<name_of _domain>

You can test such a configuration by:

m  Test1: Dimensions CM desktop client on Machine 1, Dimensions CM Server
on Machine 2 and Windows Server Domain server on Machine 3.

Machine 2 is a member of Machine 3's domain.

m Test2: Connect with Dimensions CM client from Machine 1 with a remote
connection

Specifying a user that is registered on Machine 2 should succeed.

m  Test 3: Connect with Dimensions CM desktop client from Machine 1 with a
remote connection

Specifying a user that is not registered on Machine 2 but is registered
on the Server domain should fail.

m  Test4: On Machine 3 add to the configuration file
DM_LOGON_DOMAIN name_of_domain.

Restart the Dimensions CM Windows Service; then repeat the above
test and it will succeed.

m Test5: Repeat Test 3 with a user that is not defined in the domain.
Check that the error message is the same as the first failure.

Networking and Replication

See "Networking and Replication" on page 52.
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Code Page Settings

DM_CODEPAGE

See "DM_CODEPAGE" on page 53.

DM_EBCDIC_CODEPAGES

See "DM_EBCDIC_CODEPAGES" on page 53.

DM_DEFAULT_CODEPAGE

See "DM_DEFAULT_CODEPAGE" on page 53.

Command Security

DM_FILE_ENCRYPTION

See "DM_FILE_ENCRYPTION" on page 54.

Oracle Collating Sequence for 'ORDER BY' Queries

DM_NLS_SORT_PARAM

See "DM_NLS_SORT_PARAM" on page 54.

Dimensions CM Web Tools URL Parameters

DM_WEB_URL

See "DM_WEB_URL" on page 54.

DM_INET_PORT

See "DM_INET_PORT" on page 55.

DM_INET_SERVER

See "DM_INET_SERVER" on page 55.
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Additional Dimensions CM Configuration Symbols

Adding Template Variables

You can add template variables to dm.cfg. See "Adding Template Variables" on
page 56.

Restricting Visibility of Objects in Dimensions CM
Web Tools

You can add the configuration symbol DM_PRODUCT_USER to dm.cfg to restrict the
visibility of Dimensions CM objects in the web tools, for example, the desktop and web
clients, and the Administration Console. This symbol is off by default.

See "Restricting Visibility of Objects in CM Clients" on page 56.

Using Network Attached Storage Devices for Item
Libraries

To set up and access a Dimensions CM item library located on a Windows Network Access
Storage (NAS) device connected through a network share, you need a set of user

credentials to log in to the network share. This is achieved by adding one of the user login
configuration symbols

DM_LIBRARY_USER <product id> <item type> <username>
DM_LIBRARY_USER <product id> <username>
DM_LIBRARY_USER <username>

to the dm. cfg file located on the Dimensions CM server (not the Dimensions CM library
server) and registering that user’s password using the dmpasswd utility.

See "Using Network Attached Storage Devices for Item Libraries" on page 273 for details
on which particular configuration symbol to use depending on the type of item library or
item type.

Smart Attribute Validation

See "Smart Attribute Validation" on page 58.

Using PAM on Dimensions CM Servers

See "Using PAM on Dimensions CM Servers" on page 58.

Unable to Log In from Dimensions CM Desktop Client

Over a high-latency connection to a Dimensions CM server on Windows Server 2003,
logging in from the desktop client may sometimes fail and immediately prompt you to try
again to log in. To fix this problem, set the following value in the dm.cfg file on the
Dimensions CM server:
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DM_NETCLOSE_TIMEOUT 2

Restart the Dimensions CM Listener after you make these changes.

IMPORTANT! Make sure that none of the configuration symbols are duplicated in the
dm.cfg file.

Enabling Library Cache Area "Bulk Direct Copy"
Transfers

See "Enabling Library Cache Area "Bulk Direct Copy" Transfers" on page 58.

Using the Library Cache with the VS .NET SCC
Integration

To use library cache areas with the Visual Studio .NET SCC integration, you must set the
following configuration property in the dm.cfg file:

DM_SCC_NOEXPAND  d

Integrating with Visual Basic Through SCC

If you are integrating with Visual Basic 6 via SCC, to recognize files stored in subfolders
set the following variable in the Dimensions server configuration file, dm.cfg:

DM_POPULATE_ALL Y

Specifying Server Domain name

See "Specifying the Server Domain Name" on page 59.

File Compression Settings

See "File Compression Settings" on page 59.

Item Header Substitution Last Record Behavior

See "Item Header Substitution Last-Record Behavior" on page 59.

Disabling Branch Check-ins

See "Disabling Branch Check-Ins" on page 60.

Enabling Global Project Structure Change Control

See "Enabling Global Project Structure Change Control" on page 60.
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Privilege Caching

See "Privilege Caching" on page 61.

Cleaning Up Temporary Build Files

See "Cleaning Up Temporary Build Files" on page 62.

Build Error Handling

See "Build Error Handling" on page 62.

DM_BLD_ERROR_INVALID_REVISIONS

For details of this symbol, see the Build Tools User’s Guide.

DM_BUILD_DMORDERING

For details of this symbol, see the Build Tools User’s Guide.

DM_BLD_GETSRC_FUNCTION_OR

For details of this symbol, see the Build Tools User’s Guide.

Supporting Refactoring Changes When Creating
Revised Baselines

See "Supporting Refactoring Changes When Creating Revised Baselines" on page 63.

Ordering of Attributes

See "Ordering of Attributes" on page 63.

Visibility of Requests on Design Part Structure

See "Visibility of Requests on Design Part Structure" on page 64.

Item Library Security

See "Item Library Security" on page 65.

Disabling the Automatic Selection of Build Targets

See "Disabling the Automatic Selection of Build Targets" on page 65.
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Contents of Temporary Build Project

See "Contents of Temporary Build Project" on page 65.

Old Style Item Header Substitution Functionality

See "Pre-version 8 Item Header Substitution Functionality" on page 66.

Display Related Items for Child Requests in Request
Browse Templates

See "Display Related Items for Child Requests in Request Browse Templates" on page 66.

Processing Items or Requests That You Do Not
Locally Own

See "Processing Items or Requests not Owned Locally" on page 66.

Checking of Mandatory Multi-Valued Attributes in a
Block Attribute

See "Checking Mandatory Multi-Valued Attributes in Block Attributes" on page 67.

Event Tracing

See Appendix J, "Logging and Tracing Facilities".

Disabling Editing Block Attributes on Multiple
Requests

See "Disabling Editing of Block Attributes on Multiple Requests" on page 68.

Pre-10.1.3 Behavior For Deleting Non-Tip Item
Revisions

See "Pre-10.1.3 Behavior For Deleting Non-Tip Item Revisions" on page 68.

Pre-2009 R1 Item Library Access Mechanism

See "Pre-2009 R1 Item Library Access Mechanism" on page 69.

90

Serena® Dimensions® cM



Additional Dimensions CM Configuration Symbols

Visual Studio Clients: Prompting for Check Out

IMPORTANT! The check out prompting described below is only available for
Dimensions CM projects (which support pessimistic locking); it is not supported for
Dimensions CM streams (which support optimistic locking).

In Dimensions CM 12.x and later, if you have Dimensions CM for Windows clients installed
(either on the same node as the Dimensions CM server or on remote Windows node) and
those clients utilize the Dimensions CM Visual Studio clients integration to communicate
with the Dimensions CM for Windows server, you can specify that you want to receive a
prompt to check out a file every time you modify it. To do this, add the following symbol
to the Dimensions CM server dm. cfg file and set it to any value, for example:

DM_VISUALSTUDIO_PESSIMISTIC Y

The Dimensions CM listener will need restarting for the change to become effective.

Controlling Deployment Regression

See "Controlling Deployment Regression" on page 69.

Checking the Client Version

To make sure that all Dimensions CM clients are the same version as the server, add the
following variable:

DM_REJECT_OLDER_CLIENTS

If a client version is older than the server version, the client is not connected and the
following message is displayed:

The version of your Dimensions CM client is older than the version of
the server. Please upgrade your client.

If you do not add DM_REJECT_OLDER_CLIENTS all clients will be connected.

Checking Baseline Consistency

Baseline consistency checks enforce additional verifications on the requests that are used
to create a revised baseline (CRB) or a request template baseline (CBL). These checks
ensure that:

m  The requests used to create a new baseline provide a complete set of changes.
= Any dependent changes are not missing.

m The changes have been fully implemented.

To enable baseline consistency checks add the following variable:

DM_ENABLE_ BASELINECHECKS Y

For more details see the Dimensions CM User’s Guide.
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Overriding Hosthame Assigned to DMSERVER
Certificates

See page 55.

Dimensions for z/0S Configuration Symbols

Please see the "Customizing Variables in the Dimensions Configuration File" section in the
"Installing Dimensions for z/OS" chapter of the Dimensions for z/0OS User’s and
Administrator’s Guide.

Defaults for Copying Build Information

See "Defaults for Copying Build Information" on page 72.

SSO Configuration Symbols

See "SSO Configuration Symbols" on page 74.

CAC Configuration Symbols

See "CAC Configuration Symbols" on page 75.
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All Windows Client Nodes

Each Serena® Dimensions® CM Windows client components installation contains a
configuration file dm.cfg located in directory %DM_R0O0T% that specifies Dimensions CM
Windows configuration symbols for that particular installation (a larger similar named file
is created for Dimensions CM server installations on the server node). If the installation is
part of a larger network of Dimensions CM installations, care must be taken to ensure that
configuration settings that affect communication with other installations are the same.

The directory %DM _RO0T% is specified by the registry key:
HKEY_LOCAL_MACHINE | SOFTWARE | Serena | Dimensions | 14.3 | DM_ROOT

This is set during the installation and is the default Dimensions CM configuration for all
users of the machine.

NOTE The value of the DM_ROOT variable must always end with \ (backslash).

Settings in the dm. cfg file are installation-wide, so parameters that are to be specific to
you must be set in your own particular environment. If settings are made both in the
dm. cfg configuration file and in your own particular environment, your environment takes
precedence.

These configuration parameters and environment variables are generically referred to as
"Dimensions CM Symbols" to reflect that analogous assignment mechanisms are used for
the other Dimensions CM operating-system-specific products. Most Dimensions CM
Symbols are supported on all the operating systems.

Only those symbols that are recommended for modification on the client node are
discussed in this chapter.

Modifying or Adding dm.cfg Entries

CAUTION! When modifying or adding dm.cfg entries, make sure that the entries do not
contain trailing whitespace characters, as this may result in an error being generated. For
example, an entry of "DM_PROG<tab>%DM ROOT%prog\<space>" would result in failure
to connect to a Dimensions CM application.

Most of the installation-wide entries in dm.cfg should be left unaltered, that is, they
should not be changed by end users.

IMPORTANT! In most cases, for changes in dm.cfg to become effective, the
Dimensions listener must be restarted once dm.cfg has been edited.
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The following entries in dm.cfg may be altered if desired. See the indicated page in this
chapter for further discussion of these parameters.

dm.cfg Entry Page
DM_TMP 95
DM_PRINT 95

Installation and File Location Symbol

DM_TMP

This is defined in the installation dm.cfg file and is specific to the installation—normally it
should not need adjustment. This symbol controls the location of a temporary area for
general tools.

Printing Data

DM_PRINT

This Dimensions CM symbol provides an interface to a print tool. When Dimensions CM
commands require printing of various reports they call this interface.

The Dimensions CM configuration file dm. cfg contains a configuration record for the print
tool.

This may be changed, either to reference the printer you use, or else changed entirely to
whatever command you use for printing.

Connecting from a Windows Client to a Non-Default
Listener on UNIX

"Running Multiple CM Instances on a UNIX Host Machine" on page 57 describes how to set
up multiple Dimensions CM listeners on a UNIX host using a non-default UNIX socket, and
the changes you have to make to the 1istener.dat file to enable this. If you want to
connect to one of these non-default socket from a Dimensions CM for Windows client, you
must add a DM_LOCAL_CONNECT symbol to the appropriate client dm. cfg file as explained
in the above cross-reference.

System Administration Guide 95



Chapter 4 Setting Dimensions CM Windows Client Symbols

Turning Off SCC Server Confirmation Pop-Up Messages

To turn off SCC server confirmation pop-up messages, add the following line to the client
dm.cfg file:

DM_SCC_CONFIRMWARNINGS N

NOTE Warnings are still displayed in the console or output window.

Using Dimensions CM SCC with Visual Studio Web

Projects

Visual Studio will report "Unable to Retrieve Folder information from the
server" when using file share web projects. This is due to IIS not allowing periods "." at
the start of filenames to restrict access that conflicts with the default Dimensions CM
metadata directory name of ' .metadata’.

The solution is to change the metadata directory used by Dimensions CM using the
following client dm. cfg symbols. The following example uses _dmmeta as the metadata
directory name. These changes should be applied to all clients where file share web
projects are controlled by Dimensions CM SCC.

DM_CONFIG_METADATA_SUFFIX _dmmeta-config
DM_ITEM_METADATA_SUFFIX _dmmeta-item
DM_ITEM_PROPS_METADATA SUFFIX _dmmeta-item props
DM_DIR_METADATA_SUFFIX _dmmeta-dir

This changes the metadata directories to _dmmeta (you can choose another name but it
needs to match the initial part of the suffixes).

The implication is that the desktop client, command-line client (dmcli), and SCC will not
recognize the original default name for metadata. A clean refetch of Visual Studio
Solutions and any other Dimensions CM controlled files is required to regenerate the
metadata in the new directories. A further implication is that web client will be unable to
recognize the new metadata directories.

Visibility of Requests on Design Part Structure

See "Visibility of Requests on Design Part Structure" on page 64.
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Using the Serena License Manager

Software
environment

The Serena License Manager is the tool you use to obtain and apply the keys that unlock
Serena® Dimensions® CM. The licensing administration takes place on the license server
through the Serena License Manager tool.

You can install this product before installing the Dimensions CM Server, or you can install
it later. You can also either install it on the same system as the Dimensions CM Server or
install it separately on a dedicated license server. If you use a license server to license
other applications, the Serena License Manager can exist on the same license server
system. See the Installing the Serena License Manager for more information.

The Serena License Manager is a Java-based tool that is installed together with the
supporting Java software environment before or after a Dimensions CM installation. On
Windows, it runs without the need for additional software; whereas, to run it on UNIX the
X11 windowing system must be installed. For both Windows and UNIX, a web browser
must also be installed if you want to download your license keys from Serena Support.
See "To get a license from Serena if you don’t have Web access at all:" on page 100 if you
do not have Web access.

Licensing the Product

After installing the Serena License Manager on the Dimensions CMServer node or a
dedicated license server node, you need to use it get the license keys to unlock the
Dimensions CM product. The Serena License Manager automates this process of getting
license keys from Serena.

Getting Licenses

To get licenses, use the Serena License Manager to access Serena’s Web fulfillment.
To get a license from Serena using the Serena License Manager:

1 On Windows, open the Serena License Manager by selecting Start | Programs |
Serena| License Manager 2.1.4, 2.1.4.1, or 2.1.5 | License Manager.

On UNIX, as user root, launch it by navigating to where you installed it and run the
script:

NOTE You must ensure that your UNIX search path environment includes the path to the
license server process executable Imgrd. This executable is located in the directory where the
Serena License Server is installed.

./serenalm
Then:

m If you already have a license key from Serena, you can select the I have received
a license key from Serena option and paste the key string in the field, then
proceed to "Starting the License Server" on page 100.

m If you don't already have a license key, select the Connect to the web to get a
license key option on the Licensing tab and click the Get Key(s) button.

98

Serena® Dimensions® cM



Licensing the Product

2 To obtain the key from the Web fulfillment:

a Make sure, first, that you copy your license server host identity, which will be
displayed in a "scissors" graphics.

b Click Click here to continue >>.

c Enter your Serena Support account user name and password and log in. If you do
not have a Serena Support, you will need to register for one using a valid serial
number (if you do not have a valid serial number, contact Serena).

d The Serena Support web page appears.
e Click the Licensing tab or navigate to the following menu item:
Support | Licensing

f Select appropriately from the (Licensing) Site:, Product:, Serial Number:, and
Version: drop down menus.

g Click Create Licenses and follow the instructions presented there to obtain you
license key or keys.

h Once you have generated a license, electronically copy the entire license string and
return to the Serena License Manager. An email will be sent to you with details of
the license keys for your records.

IMPORTANT! Make sure that you don’t copy any extra spaces or the Serena
License Manager will consider the key invalid.

On return to the Serena License Manager, select the I have received a license key
from Serena option and paste the keys (just the FEATURE lines) in the field available.
The Apply button will then become active.

4 Click Apply. Your license will be activated. You can now:

m For any Named licenses that you added, add valid user IDs into the license server
or set the license server to add in user names automatically before logging into
Dimensions CM. See "Managing User Names for Named Licenses" on page 101.

m Set up notification for issues with the licenses and license server. See "Setting Up
Notification for Licensing Issues" on page 101.

The license server on Windows will start automatically; if it does not, you can start it
manually. On UNIX, you will need to start it manually in all cases. See "Starting the
License Server" on page 100 for more information.

To get a license from Serena if your server doesn’t have Web access:

1

From a different computer with Web access, connect to the Serena Support web site.
Make sure you know the product serial number and the Host ID of the license server
machine so you can enter it in the Web fulfillment system.

You can find your license server machine’s Host ID at the bottom of the Licensing tab
of the Serena License Manager dialog box.

When you access the web page with your key string, copy that key string into a text
editor. Save and copy that file to a portable disk or a location on the network
accessible from the license server machine.
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On Windows

On UNIX

3 Insert the portable disk in the license server machine or navigate to where the file is
stored on the network. Open the file and copy the key string, select the I have
received a license key from Serena option, and paste it in the field.

To get a license from Serena if you don’t have Web access at all:

Contact Serena Support for assistance if you cannot use the Web to obtain a license.

Adding Licenses

If all the licenses you purchased are not already in use, you can add license keys for seats
you have already purchased through the Serena License Manager.

If you run out of purchased license seats to use, contact your sales representative at
Serena to purchase additional licenses to add to your serial number.

To add license keys from your initial purchase:

1 Follow steps listed above in "To get a license from Serena using the Serena License
Manager:" on page 98.

2 Click Apply to restart the license server.
To buy more licenses and add them to your pool of licenses:

Contact your Serena sales representative to purchase additional licenses. Once you have
your serial number updated for additional seats, follow the instructions above to obtain
additional licenses.

Starting the License Server

If the license server did not start automatically after you have obtained the licenses, start
the license server before installing other Serena products.

To start and stop the license server:

Start | Programs | Serena | License Manager 2.1.4, 2.1.4.1, or 2.1.5
| Start License Manager Service

To stop the license server:

Start | Programs | Serena | License Manager 2.1.4, 2.1.4.1, or 2.1.5
| Stop License Manager Service

To start the license server on UNIX:

At a command prompt, as the Dimensions System Administrator user (by default user
dmsys) not root run:

<serena_license_server_dir>/<os>/start_license_server

where <serena_license _server_dir>/<os> is the directory in which you installed the
Serena License Server, <os> being the platform identifier, for example, aix.

Check the contents of the SerenalLicenseServer.log to make sure the service has
started correctly.
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To stop the license server:
At a command prompt, run:

<serena_license_server_dir>/<os>/stop_license_server

After Setting Up the Licenses

After you get your licenses, you can:
m  Add user IDs for named licenses.

m  Set up notification for licensing issues.

Managing User Names for Named Licenses

If you have purchased named user licenses, you need to specify the Dimensions CM user
IDs and the features they are licensed to use in the Serena License Manager before that
user can log into Dimensions CM projects. You can add the users’ IDs manually by typing
their user IDs or manually by accepting the default in the Serena License Manager.

To assign, reassign, or delete from features:

1 On the Product tab, select the feature from the Product Licenses list and click the
Manage User IDs button.

2 The User Management dialog box opens.

m To add users manually, click Add User to add a user to the feature by typing in the
user ID. You can add as many users as you like by separating the IDs with a space.
The user names you enter here must match the users’ Dimensions CM login
names.

m To remove users from the list, select the user from the list and click Remove User.
To automatically assign named licenses to users who request them:

m  On the Products tab, select the feature from the Product Licenses list and select
Auto-add user IDs for named licenses to automatically add user IDs to a named
license list when users log into Dimensions CM. This option is set by default.

When users log in to a product, the server will check to see if there are licenses
available for the feature they are attempting to use. If there is a license available, that
user ID will be logged in the license server and that will be the named license
assigned to the user.

Setting Up Notification for Licensing Issues

The Notification tab gives you the ability to set up notification from the license server.
You need to supply the license server your SMTP server address and email address to be
notified of licensing issues by email.
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You can also suspend your notifications if the notices come in too frequently. It is also
recommended that you set up rules in your email application to funnel the incoming
messages to an area where you can monitor them and where they won't interrupt your
regular email activity.

You can be notified of conditions such as when:
= You are out of licenses
m Users are requesting licenses that are not on the server

m Users are denied a license because they are not on the named list

To receive notification of license activity:

1 Enter your SMTP server address in the SMTP Server IP / Hostname field.
2 Enter your email From address in the From address field.

3 Enter your email To address in the To address field.

4 Click Send e-mail notification of licensing issues to enable notification.
5 Click Apply Changes.

To suspend notification of license activity:

To put notifications on hold, you can de-select Send e-mail notification of licensing
issues. Select it again when you are ready to receive notifications.

Managing Your Licenses and the License Server

On Windows

On UNIX

After you have installed the Serena License Manager to obtain a license key for your
users, you can later modify your License Manager implementation, for example to run the
License Manager Server as a service, or to move the License Manager Server.

Running the License Server as a Service

When the Serena License Manager installation is complete, the option to set the 'run the
license server as a service' is set by default. When the license server runs as a service the
license server will restart automatically when you reboot the machine.

Should you need to stop and restart the service you do so in the Imtools utility.
To run the license server as a service:

1 Go to the directory where you installed the Serena License Manager and double click
1mtools.exe.

2 Click the Config Services tab and select the Use Services check box. If you want the
service to be automatic, select the Start Server at Power Up check box.

If you are using the license server on UNIX, refer to the FLEXIm User’s Guide
(enduser.pdf) located in the . /doc/FLEX1m User’s Guide sub-directory of the directory
where you installed the Serena License Manager. This third-party document will guide you
through the commands necessary for checking the server status and running it as a
service.
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Moving the License Server

If you need to move the license server to a new machine, you must contact Serena
Support for assistance.

Changing License Servers

If you need to switch valid license servers after users have successfully logged in to
Dimensions CM, you must edit the dm.cfg file with the new license server host name or
IP address. See "Setting Dimensions CM Server and Client UNIX Symbols" on page 41.

Using the Licenses with Dimensions CM

When a user logs
in to several
machines

If users in your organization are logged in to more than one machine and they are using
concurrent licensing, each machine they are logged in to consumes a license.

If users are logged in to more than one machine with a named license, each machine they
log into will require a named license.

Evaluating Dimensions CM for 30 Days

To evaluate Dimensions CM for 30 days, you do not need to install the Serena License
Manager. Add the following entry in your dm. cfg file:

DM_LICENSE EVAL

After 30 days you will need to upgrade to a permanent license, as explained next.

Upgrading Your Evaluation License

If you installed Dimensions CM and used an evaluation license, it is valid for 30 days. To
continue to use Dimensions CM after that period has expired, you will need to upgrade to
a permanent license.

To upgrade to a permanent license:

1 Set up the Serena License Manager and get a permanent license key. See "Licensing
the Product" on page 98.

2 For each licensed machine, edit the dm.cfg file by entering the following:

[Licensing]
DM_LICENSE @<name of license server>

Where <name of license server> is the name of the license server you set up. See
"Setting Dimensions CM Server and Client UNIX Symbols" on page 41.
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Setting Up Redundant License Manager Servers

To help ensure that licenses are always available in case the License Manager server fails,
you can set up redundant License Manager servers. In this scenario, if one of the servers
fails or loses network connectivity, the remaining servers will still supply the licenses to
users to ensure that they can log in.

To set up redundant servers, you must:
Request redundant server license keys from Serena Support Sales.

Redundant server license keys enable special licenses that redundant servers can share.
With these keys, each of the three servers shares common license information, enabling
the servers to back each other up should one go down.

When you receive redundant server license keys, you also receive the instructions on how
to set up the redundant servers and on how to install and use the keys.

Install the License Manager server to three separate systems.

These systems must have continuous, reliable, high quality network connectivity to each
other. If one of the servers becomes unavailable, the remaining two will supply the
licenses. If two of the three servers become unavailable, no licenses will be supplied.

Configuring the Ports Used by the License Manager

Communication between Serena License Manager (SLM) clients and the SLM server
requires two ports: one to communicate with the generic FLEXIm server component that
is part of SLM (1mgrd), and one to communicate with the Serena-specific vendor daemon
(merant).

By default, the 1mgrd server uses the first available port in the 27000-27009 range,
which is almost always port 27000. The merant vendor daemon gets assigned a random
port number by the operating system at runtime.

SLM clients (such as Dimensions) normally connect to the 1mgrd process by trying all
ports in the 27000-27009 range on the specified SLM server. Once connected to 1mgrd,
the clients are informed by 1mgrd of the port the merant vendor daemon is listening on,
at which point they connect to this port in order to obtain the licenses.

If SLM needs to run on a different port, or if a fixed port is needed to access SLM through
a firewall in which ports need to be explicitly opened, these changes can be made with
minor modifications to the license file serena.lic. These files are located in the License
Manager installation directory, and can be edited with any text editor (such as Notepad or
vi). The default locations are as follows:

Windows SLM:
C:\Program Files\Serena\lLicense Manager\serena.lic

Linux/UNIX:
SLM 2.1.4+: /usr/serena/SerenalicenseManager/0S_Name/serena.lic

SLM 2.1.1: /usr/pvcs/SerenalicenseManager/0S_Name/serena.lic

104

Serena® Dimensions® cM



Configuring the Ports Used by the License Manager

To change the port that the Imgrd process of SLM uses, or to fix the port for use through
a firewall, add the port to the end of the SERVER line in the license file. Valid port range is
1025-65534. For example, to use port 27005, make changes as follows:

serena.lic (original):

SERVER server_name 12345678
USE_SERVER
VENDOR merant

serena. lic (changed):

SERVER server_name 12345678 27005
USE_SERVER
VENDOR merant

To make a static port for SLM clients to use to communicate with the vendor daemon, add
that port to the end of the VENDOR line, preceded by "PORT=". Valid port ranges are
1025-26999 and 27010-65534. For example, to use port 12345, make changes as
follows:

serena.lic (original):

SERVER server_name 12345678
USE_SERVER
VENDOR merant

serena.lic (changed):

SERVER server_name 12345678
USE_SERVER
VENDOR merant PORT=12345

To use SLM though a firewall, specify both ports. Here is an example where 1mgrd is made
to use port 27000, and the merant vendor daemon is made to use port 27010:

SERVER server_name 12345678 27000
USE_SERVER
VENDOR merant PORT=27010

After making changes, restart the License Manager process or service.

CAUTION! Do not use ports in the operating system's dynamic port range as fixed
ports. For Windows editions prior to Windows 2008, the dynamic port range was 1025-
5000. For Windows 2008 and later it has been changed to 49152, and the default end
port is 65535. Using a port between 27000 and 27009 for Imgrd and 27010-27019 for
the vendor daemon is generally safe.
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Introduction

Auto update is the process of managing the automatic update of Dimensions CM clients
and agents. Auto update has the following benefits for administrators:

Centralized control over your Dimensions CM software updates.

Semi-automated roll-out of client software upgrades (Windows only).

Fully automated roll-out of agent software upgrades (except Dimensions for z/0S).
Flexible upgrade process to suit the needs of your environment.

Audit trail of updates across your network.

Scheduling of updates.

Changes to Installation Files

The following changes have been made to the Dimensions CM installation files:

CM Server Installations

New Dimensions listener service process:
dmupgradesrv/.x/.exe
New configuration file:

dfs/upgrade _config.dat

CM Agent and UNIX Client Installations

New Dimensions listener service process:
dmupgradecln/.x/.exe
New configuration file:

dfs/upgrade_config.dat

CM Client Installations (Windows)

New service:

Serena Dimensions Update Service
Processes:

dmpool, dmlsnr, dmupgradecln.exe
New “startup” entry:

Serena Dimensions CM Auto Update
New process: dmupgradecln_ui.exe
New configuration file:

dfs/upgrade_config.dat
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Silent Install Options

During the silent installation of clients and agents you can add values that point to a
server hosting the installation packages for auto update. Add the following parameters to
the installation command line:

DM_SERVER_HOST NAME=
DM_SERVER_PORT=

The following example runs the install silently with default features, logs the installation,
and installs it into a custom location:

<Dimensions client installer executable> /s /V"/gn /norestart /L*vx

"%TEMP%\install_client_14.3.1og" INSTALLDIR=C:\PROGRA~2\Serena\DIMENS~1.1\CM
DM_SERVER_HOST_NAME=CustomServer DM_SERVER_PORT=671"

Configuring Auto Update on a CM Server

1 Check that the configuration file dfs/upgrade_config.dat on your server is
configured as follows:

database=<connection Specifies a CM database connection string.
string>

host=<host name> Specifies a server host name.

dmuser=<user> Specifies a user that has access to CM.
schedule @=* * * * * Specifies how often the server polls the database for

installation packages. The five digits specify:
m  MINUTES: Minutes within the hour (0-59)

= HOUR: The hour of the day (0-23).
Tip: to poll at regular intervals divide by the
number of hours. For example, to poll every 6
hours: */6

= DOM: The day of the month (1-31)
s MONTH: The month (1-12)

s DOW: The day of the week (0-7) where 0 and
7 are Sunday.

See the examples on page 112.

2 To specify the baseline type used to create the installation package add the following
variable to the dm.cfg configuration on your server.

DM_CIP_TYPE_NAME <type>

NOTE The baseline type used to create the installation package must exist and have a
valid life cycle associated with it.

System Administration Guide 109



Chapter 6 Configuring and Using Auto Update

3 Create the attribute types used to designate the type of installation package and the

platform where it can be used. Attributes are single value string fields with a
maximum length of 240 characters. The mandatory attributes are:

e AU_VERSION="<value>"

Specifies the version of Dimensions CM in the installation package, for example:
"14.3"

e AU_PRODUCT="<description>"

Describes the installation package, for example:
"Serena Dimensions CM Client for Windows 64-bit"

e AU TYPE=DmCmClient | DmCmAgent
Specifies the CM installation type (client or agent).
e AU PLATFORM=<platform>

where <platform> specifies the target platform of the installation package:

win32 Windows 32-bit
win64 Windows 64-bit
redhat-amd64 Linux 64-bit
hpuxia64 HPUX Itanium
aix64 AIX

solaris64 Solaris
linux-ia64 Linux Itanium
1inux-s390x Linux zSeries

Prepare a location on disk where you will create the installation package, for example:
/cm_w32_client/

Download the installation binaries from the Serena support site to the installation
package directory that you created in the previous step.

Specific scripts are required to:

¢ Run the Dimensions CM installer in specific modes.
e Supply custom installation options.

Windows:

e setup_client_win.cmd: this script runs the installer in silent mode. Used by
client auto update to display a notification in the Windows taskbar.

e gui_setup.cmd: this script runs the installer in a reduced interactive mode. Used
when client auto update is run from the desktop client (Help | About Dimensions).

e setup_agent_win.cmd: this script runs the installer in silent mode. Used by
agent auto update.
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7

UNIX:
m setup.sh: this script runs the installer in silent mode. Used by agent auto update.
m options_agent: this script is used by setup.sh to supply the installation options.

Add the scripts that you require to the installation package directory that you created
previously. Examples of the scripts are located in:

<DM ROOT>/AutoUpdate Examples

NOTE: To enable Windows clients to be updated from the taskbar and the desktop
client add both setup.cmd and gui_setup.cmd.

The scripts contain references to the machines hosting the upgrade servers. Edit the
following scripts to match your configuration.

Windows (setup.cmd for client and agent auto update):

AU_SERVER_HOST_NAME="localhost"
AU_SERVER_PORT="671"
DM_SERVER_HOST_NAME="1localhost"
DM_SERVER_PORT="671"

UNIX (options_agent):

auServer="hostname"
auPort="671"

NOTE: gui_setup.cmruns the installer in interactive mode and the silent options are
not applicable.

After updating these scripts you are ready to create the installation package.
Run the CIP (Create Installation Package) command, for example:

CIP /PRODUCT=QLARIUS

/DIRECTORY="/cm_updates/cm w32 _client"

/ATTR=(AU_PLATFORM=WIN32, AU_VERSION=14.3.00, AU_TYPE=DmCmClient,
AU_PRODUCT="Serena Dimensions CM Client for Windows 32-bit")

When the command has completed successfully information is displayed about the
baseline that was created.

See the Command-Line Reference for full details of this command.

NOTE Depending on your update schedule (see page 109) the new installation package
may not be available immediately from the upgrade server. To make it available run the
following command:

getupgradestats -refresh _updates

The installation package is now registered on the upgrade server and can be picked up by
clients and agents.
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Example Schedules

You can specify how often a server polls a database for installation packages. Example
schedules:

m (Default) Every 3 hours on the hour:
schedule 0=0 */3 * * *

= Twice a day on the hour:
schedule 0=0 */12 * * *

= Midnight every Sunday:
schedule 0=0 00 * * 7

m 1st day of each month at 22:30:
schedule 0=30 22 1 * *

m  10th of January at 23:00:
schedule 0=00 23 10 1 *

Configuring Auto Update on Clients and Agents

Check that the configuration file dfs/upgrade_config.dat on your clients and agents is
configured correctly:

mode=client|agent Specifies if the local machine is an agent or client.

server=<server:port> Specifies the server name and port hosting the
installation packages.
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Running Client Auto Update

NOTE Only supported on the following platforms:

m  Windows

m  Red Hat Linux
. AIX

m Solaris

s HP-UX
Windows:

1 If an update is available the Serena icon in the taskbar displays a notification. Click
the icon.

2 In the Update Available dialog box click Download.

3 After the update has downloaded the Update Available dialog box appears again. Click
Install now. The update runs silently in the background. When the installation is
complete a message is displayed.

All other platforms:

If an update is available the download and install process starts automatically.

Running Agent Auto Update

NOTE Only supported on the following platforms:

m  Windows

s Red Hat Linux
m AIX

m Solaris

s HP-UX

Auto update on agents is initiated by executing the following command on a server:

AUPG
/NETWORK_NODE=<node name>

This command connects to each node being updated and starts the remote update
process. Examples:

m To start the upgrade process on the node ST6123:
AUPG /NETWORK NODE=ST6123

m To start the upgrade process on all registered Dimensions CM agent nodes whose host
name matches the pattern ST-WIN-0*;

AUPG /NETWORK_NODE=ST-WIN-0O*
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Listing Upgrade History

On agents you can list the upgrade history across your environment using the LUPG
command:

LUPG
[/HISTORY_TYPE=ALL | LATEST]
[/NETWORK_NODE=<node name>]

where:
m /HISTORY_TYPE=ALL | LATEST

Specify LATEST to only include the most recent upgrade history for each network
node.

m  /NETWORK_NODE=<node name>

Only list history for the specified node.
For example, to list the latest upgrade history for the network node ST6123:
LUPG /HISTORY_TYPE=LATEST /NETWORK NODE=ST6123

Getting Update Statistics

Use the getupgradestats utility to get information about:

m Installation packages that are available.

m Clients and agents that have connected.

Command syntax:

getupgradestats
-refresh_updates: reloads the update map from the database.
-dump_update_map: displays a list of available updates.

-dump_client_map: displays a list of connected clients.
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Scheduling Auto Update on a Client or Agent

To schedule how often a client or agent checks for updates, customize the following
setting in the configuration file dfs/update_config.dat on each node:

schedule 0=0 * * * * Specifies how often the client or agent polls the server for
updates. The five digits specify:

o MINUTES: Minutes within the hour (0-59)

¢ HOUR: The hour of the day (0-23)
Tip: to poll at regular intervals divide by the
number of hours. For example, to poll every 6
hours: */6

¢ DOM: The day of the month (1-31)
¢ MONTH: The month (1-12)

e DOW: The day of the week (0-7) where 0 and 7
are Sunday.

See the examples on page 112.
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Solutions to Common Issues

Enable tracing

Use DM_SDP_TRACE to enable tracing information to be produced by all auto update
processes.

A client has not notified a user that an update is available

The AUPG command fails with the message “no update available”.

1 To check if the expected update are listed run this command:
getupgradestats -dump_update_map

2 If updates are not listed run this command:
getupgradestats -refresh_updates

3 To list the clients connected to the server run this command:
getupgradestats -dump_client_map

4 If the client is not connected:
a Check the value for host in upgrade_config.dat on the client.
b Restart these processes:
¢ Serena Dimensions Update Service
¢ Notification area task bar

¢ If the problems persists check the SDP logs on the client.
A client does not complete the download of an update

1 Restart the notification area task bar process. This should re-initialize the
communication with the server.

2 Enable and examine the SDP trace logs on the client.
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Chapter 7 Configuring the Default Merge Tools

Introduction

The default merge tools are:

= Windows (desktop and web clients, Synchronize Wizard, and the Visual Studio and
Windows Explorer integrations): Araxis Merge

s UNIX (web client): mgdiff
To configure the default manual merge tool:

1 To use a specific set of manual merge tools add values to the native.properties
configuration file, for details see page 119.

2 To use Araxis Merge add the variable DM_MERGE_TOOL to dm.cfg on a client and
specify the value ARAXIS. If Araxis Merge is not installed the Serena Merge tool,
pvcsmerge, is used.

3 To use the Serena Merge tool add the variable DM_MERGE_TOOL to dm.cfg on a client
and specify one of these values:

* SERENA
* SCRIPT

To configure the default automatic merge tool add the variable DM_MERGE_TOOL to dm.cfg
on a client, or an agent on remote work area, and specify one of these values:

1 To use Araxis Merge specify DM_MERGE_TOOL ARAXIS. If Araxis Merge is not installed
the Serena Merge tool, pvcsmerge, is used.

2 To use the Serena Merge tool specify DM_MERGE_TOOL SERENA.

3 To use a script specify DM_MERGE_TOOL SCRIPT. Edit this file to invoke your preferred
automatic merge tool:

%DM_ROOT%\Prog\dmdiff.cmd (or the corresponding SH file on Linux)
NOTE The priority in which merge tools are used is the same. For example:

m If you configure native.properties and specify DM_MERGE_TOOL ARAXIS, manual
merge is performed by the tools specified in native.properties and automatic
merge is performed by Araxis Merge (if installed).

m If you specify DM_MERGE_TOOL SCRIPT, manual merge is performed by the Serena
Merge tool and automatic merge by the tool that you specify in dmdiff.cmd.
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Merge Configuration File

You can use a configuration file to specify:
m A different default tool, such as the Serena Merge Tool or any third party application.
m Separate tools for comparing and merging files.

m (Desktop client, Synchronize Wizard, and the Windows Explorer integration) Separate
tools for different file extensions.

The configuration file path is:

m  Windows:
%USERPROFILE%\.dmwebtools\native.properties
where %USERPROFILE% is, for example,
C:\Documents and Settings\Administrator

s UNIX:

Your HOME directory, for example: ~/.dmwebtools/native.properties

This configuration file is created on your machine if you run the native components option
when accessing the web client. See the User's Guide for details. If this directory and file
do not exist, you will need to create them.

NOTE You can enclose native.properties values in single or double quotes to allow
the use of special symbols. For example, following variable value is in quotes to avoid the
truncation on the second equals sign (=):

MERGE_PARAMS="/ancestor=%a /left=%dl /right=%d2 /target=%t"

Example Configuration File

In the configuration file example below:

m The Serena Merge Tool is used for merging.
m A different tool is used for comparing files.

m Different tools are used for files with . c extensions and .doc extensions.
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# Use default diff/merge tool

USE_DEFAULTS=0

# Diff/merge tools for all file extensions

MERGE_TOOL=C:\Program Files\Serena\Dimensions 14.3\CM\prog\
pvcsmerge.exe

MERGE_PARAMS = -NoSplash %c

DIFF_TOOL =C:\Program Files\Microsoft Visual Studio 8\Common7\Tools\
Bin\windiff.exe

DIFF_PARAMS= %a %d1l

# Diff/merge tools for DOC file extensions

MERGE_TOOL_DOC=C:\temp\MyMergeTool.exe

MERGE_PARAMS DOC = -i %a -fl %dl -f2 %d2 -f3 %d3 -o %t -k

DIFF_TOOL DOC = C:\temp\MyDiffTool.exe

DIFF_PARAMS DOC = %a %d*

# Diff/merge tools for C file extensions

MERGE_TOOL_C = C:\Program Files\Winmerge\winmerge.exe

MERGE_PARAMS C = /e %a %dl %t

# Java specific

JNI_PATH = C:\Documents and Settings\john\.dmwebtools

Rules for the File Parser

The first symbol in a configuration file (USE_DEFAULTS) defines whether the default tool
must be unconditionally invoked or not. If this symbol is equal to 1, the default merge tool
will be invoked even if other symbols specify a different tool.

There are two types of tools that can be defined: a merge and a diff tool. For each tool
you must specify a set of parameters. In the example above the symbols MERGE_TOOL
and DIFF_TOOL specify pvcsmerge.exe and windiff.exe respectively as the merge and
diff tools for any type of file. They have their corresponding parameters specified by the
symbols MERGE_PARAMS and DIFF_PARAMS.

The parameters are expanded before the tool is invoked. The expansion replaces all
occurrences of:

= %a with the ancestor file path and name;
m  %d* with the all derivative paths and names;

m  %d1, %d2, %d3 ... with the corresponding derivative path and name. Unused %d
tokens will be removed during expansion;

= %c with the configuration file written for the default tool (pvcsmerge.exe);

m %t with target path and name;

You can also define specific tools for any file extension. In the example above, different
tools are defined for files with “.doc” and *.c” extensions. The rule is to add additional
symbols, ending with *_" + file extension in capitals. For example, for a diff tool for files
with a “.doc” extension, define the symbol DIFF_TOOL_DOC.

NOTE This option is not used by the web client.

You can only specify one of the tools for a file extension. In the example above, only the
merge tool is specified for files with the “.c” extension and windiff.exe isinvoked when
a diff operation is requested.
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The string delimiter is the "\" character. Unless a right-hand side value has a "\" char as
part of the string, there is no need to use string delimiters.

The JNI_PATH symbol can be left blank, in which case it defaults to $USERNAME%/
.dmwebtools for Windows, and ~/ .dmwebtools for UNIX.

Syntax rules are:

The order in which symbol definitions appear is not important.
Symbols cannot be defined by using other symbols.

All definitions are case-sensitive.

The assignment operator is the ‘=" character.

Spaces are trimmed to the left and right but retained inside strings.

Line comments are marked with a ‘#' character. To be considered a comment, the first
non-space character of the line must be a ‘#’ char. If a *#’ is found anywhere else, it
will not be considered a line comment mark.

Blank lines are ignored.

Lines with syntax errors will be ignored by the parser.

It is not necessary to shut down the client in order for changes made in the
native.properties file to take effect.

NOTES

If you specify a generic tool the only way to identify each file is by its name. Because
temporary files are generated with an arbitrary name, the association is difficult to
make. Therefore, when not using the default tool, the temporary file generated by
Dimensions CM will have, in its name, the file specification in a "filename-safe"
format.

Defining specific tools for specific file extensions is not available for the web client.

Only the extension of the ancestor will be considered when trying to identify a
suitable tool.

If any of the following situations occur, the default merge tool will be invoked:
e The USE_DEFAULTS symbol is equal to 1.

e There is no pair (MERGE_TOOL and MERGE_PARAMS) or (DIFF_TOOL and
DIFF_PARAMS) defined for the given file extension.

e The native.properties file is not present or cannot be read.
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Overview of Dimensions CM Use of an RDBMS

More on base
databases

A product may easily contain many thousands of hardware, software, and documentation
items that require management. As the requirements for a product change, and
improvements are identified in the production process, the product items will change.
Serena® Dimensions® CM provides the means to identify, track, and control these
changes.

Dimensions CM uses a Relational Database Management System (RDBMS) database to

control all information relevant to the various aspects of product development. Product

items and their various revisions, however, are not stored within the database; they are
stored as files resident in operating-system directories.

Dimensions CM makes use of the resources provided by the RDBMS to store information
about the products it controls. This information is stored in a RDBMS database, referred to
by Dimensions CM as a base database—see the side heading below for greater detail.
Optionally, during installation you can create an initial base database within the RDBMS
database. This base database will contain all the necessary information to get a
Dimensions CM product up and running.

Each base database contains a number of schema objects such as tables, constraints,
views, and indexes. These objects are used to:

m  Store information on various Dimensions CM products.
m Maintain the integrity of this information.
m  Allow users selective access to this information.

m  Enhance query response times for the various tools accessing this information.

When a Dimensions CM user is registered using the Dimensions CM Register Users (UREG)
function they have access to the Dimensions CM base database within the RDBMS.

A single Dimensions CM server can connect to multiple RDBMS instances and these
database instances can also be hosted on machines distinct from the Dimensions CM
server, if needed.

Within a single database instance, you can choose to divide up your applications being
managed into what Dimensions CM calls base databases. In implementation terms, a
base database is a schema, for example, in the Serena-Supplied Runtime RDBMS or
Oracle Enterprise each base database is an Oracle user with their own copy of the
Dimensions CM schema.

You may decide to create different base databases to separate out different applications
due to security concerns or simply because the applications are following very different
processes.

Within a single base database, Dimensions CM has the concept of products. A product is a
high-level container for related development projects, for example, in your in-house

environment you could create a single application called "DIMENSIONS". Some aspects of
the development process/workflow can then be customized on a per-application basis (for
example, Dimensions CM types, rules, attributes, and functional component breakdown).

Within a single product, many development efforts may be in progress (sometimes in
parallel) and Dimensions CM call these containers either projects or streams, where
projects utilize the "lock, modify, unlock" methodology whereas streams utilize the "copy,
modify, merge" methodology. So, perhaps in-house, you would have a Dimensions CM

126

Serena® Dimensions® cM



RDBMS DBA

project called "ACME 10" and another project called "ACME 11". With respect to these
projects, you can then perform Dimensions CM operations such as:

RDBMS DBA

Checking files in or out.
Raising defects.
Delivering requirements.

Building and deploying projects.

The RDBMS Database Administrator (DBA) is responsible for maintaining the overall
RDBMS database. They have responsibility for such activities as:

Starting up and shutting down the RDBMS database.
Taking regular image backups of the RDBMS database files.

Exporting the entire RDBMS database and/or base databases. These steps are
essential to ensure minimal damage in the event of database corruption caused by
media failure. For the Serena-Supplied Runtime RDBMS, Serena supplies the
dm_backup and dm_restore utilities to perform these task. If you are using your own
Oracle or SQL, Oracle and Microsoft provide similar utilities.

When necessary, increasing the size of the RDBMS database to provide more space
for resident databases.

Ensuring that the RDBMS has sufficient space to allow new base databases to be
created.

Monitoring the performance of the RDBMS to identify areas for improvement.

Reorganizing the RDBMS database periodically to reclaim the space unavailable due to
fragmentation.

Creating a database with an RDBMS instance for use by Dimensions CM. The
Dimensions CM schema is then loaded into that database by the Dimensions CM
System Administrator (DSA). The DSA must be assigned a dedicated (new or existing)
operating-system user account (Serena recommend dmsys), with which to log in, and
their responsibilities are described in the next section.

IMPORTANT! If you are using your own Oracle Enterprise or Microsoft SQL Server
Enterprise rather than the Serena-Supplied Runtime RDBMS, in the remainder of this
guide, only the responsibilities of the DSA are discussed, as it will be assumed that all
other RDBMS database responsibilities will be handled by your own knowledgeable
RDBMS DBA.

To support the Serena-Supplied Runtime RDBMS, however, certain maintenance
utilities, for example, dm_backup and dm_restore will be documented.

In small companies it may be the case that the RDBMS DBA and the DSA are one and
the same person.
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System Administrator and Their Responsibilities

The Dimensions CM System Administrator (DSA) is responsible for maintaining the
Dimensions CM base databases (schemas) and associated system objects. The DSA is
given a dedicated operating-system account name (by default dmsys), and has
responsibility for tasks such as:

Starting, stopping, and restarting Dimensions CM (see "Starting, Stopping, and
Restarting Dimensions CM" on page 156).

Loading the Dimensions CM schema into the RDBMS database instance allocated by
the RDBMS DBA specifically for use by Dimensions CM. This loading process can be
performed as a stage of the Dimensions CM installation procedure, and is described in
the related Dimensions CM installation guides. In this guide it is assumed that this has
already been done.

Taking regular image backups of Dimensions CM item libraries. This is essential to
ensure minimal damage in the event of database corruption caused by media failure.

Ensuring that the disks hosting the item libraries have an adequate allocation of free
space.

Creating Dimensions CM base databases (see "CRDB - Create Dimensions CM Base
Database" on page 160) and assigning users with Dimensions CM General
Administrative Privilege to manage them (see "Assigning General Administrative
Privileges" on page 189).

Deleting any unwanted Dimensions CM base databases (see, "DLDB - Delete
Dimensions CM Base Database" on page 162).

Listing all Dimensions CM base databases (see "LSDB - List Dimensions CM Base
Databases" on page 163).

Exporting Dimensions CM base database process model data to a file (see "EXPM -
Exporting a Process Model to a File" on page 164)

Resetting the sequence value of a Dimensions CM base database (see "SSEQ -
Resetting the Sequence Value for a Current Base Database" on page 165).

Changing passwords for databases (see "CPAS - Changing Passwords for Databases"
on page 166).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS database or an Oracle Enterprise database.

Reporting the space usage of Dimensions CM tablespaces (see "SPAC- Reporting on
Tablespace Usage" on page 166).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS database or an Oracle Enterprise database.

Increasing database space available to a tablespace (see "INCR - Increasing
Database Space Available to a Tablespace" on page 166).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS database or an Oracle Enterprise database.
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m Managing statistics for the database (see "STATISTICS - Manage Statistics for the
Database" on page 167).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
L RDBMS database or an Oracle Enterprise database.

m Installing Dimensions CM Published Views into a base database for use by third-party
reporting tools (see "INSV - Installing Report Views" on page 167)

m  Deleting Dimensions CM Published Views from a base database (see "DELV - Deleting
Report Views" on page 168)

m  Granting Dimensions CM users access to the Dimensions CM Published Views in a
base database (see "GRTV - Granting Report Views to a Dimensions CM User" on
page 168).

m  Revoking Dimensions CM users any access to the Dimensions CM Published Views in a
base database (see "REKV - Revoking Report Views from a Dimensions CM User" on
page 168).

m Listing the Dimensions CM users granted access to the Dimensions CM Published
Views in a base database (see "LSGV - Listing Dimensions CM Users Granted Report
Views Access" on page 169).

m Starting and configuring Dimensions CM server pooling (see "Starting and Configuring
Dimensions CM Server Pooling" on page 170).

NOTE The Dimensions CM Published Views mechanism and the individual views
L available are described in the related document called the Reports Guide.

To assist the DSA to perform the above tasks, Dimensions CM provides the following
tools:

m A command-line utility called dmdba

m The standalone tools dmlsnr and refreshpoolconfig

m The standalone tools getpoolstats

Invoking these tools is described in "Running the Dimensions CM DBA Tools" on page 139,
and the individual commands that can run are described in Chapter 10, "Dimensions CM
System Administration".

Users with Administrative Privileges and Their
Responsibilities

When the Dimensions CM System Administrator (DSA) creates a Dimensions CM base
database, an operating-system account is assigned to act as the initial manager for that
base database. This user is essentially a normal Dimensions CM user to whom special
administrative privileges have been extended so as to enable them to perform base
database specific tasks with respect to other Dimensions CM users. Such privileged users
have the responsibility for:

m  Registering Dimensions CM users (see "UREG - Register Users" on page 181).
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m Deleting (unregistering) Dimensions CM users (see "XREG - Unregister Users" on
page 183).

m  Reassigning a Dimensions CM user’s registration to a new operating-system account
(see "RREG - Reassign User Registration" on page 186).

m Creating a credential set to be assigned uniquely to a Dimensions CMuser (see "CCS -
Create Credential Set" on page 186).

m Deleting an existing credential set (see "DCS - Delete Credential Set" on page 187).
m Updating an existing credential set (see "UCS - Update Credential Set" on page 188).

m Listing credential sets for a current user (see "LCS - List Credential Sets for Current
User" on page 188).

m Reassigning a Dimensions CM user’s registration to a new operating-system account
(see "RREG - Reassign User Registration" on page 186).

m  Promoting a normal Dimensions CM user to be an additional manager for a
Dimensions CM base database, or demoting such an existing user back to a normal
Dimensions CM user (see "Assigning General Administrative Privileges" on page 189).

NOTE Each Dimensions CM base database can have several managers in addition to that
initially assigned by the DSA when the base database is created.

m Performing various process model modeling tasks such as creating and deleting
lifecycles and products. These process-model-specific tasks are described in the
related document Process Configuration Guide.

To assist these users to perform the above tasks, Dimensions CM provides the following
tools:

m The standard client command-line interface called dmc1i.

m  The Web Client Administration Console.

Invoking these tools is described in "Running the Dimensions CM DBA Tools" on page 139,
and the individual commands that can run are described in Chapter 10, "Dimensions CM
System Administration”.

Types of Dimensions CM Schema

There are two types of Dimensions CM schema:
m Base database.

m  PCMS_SYS schema.

Base Database Schema

There may be several base database schemas in the Dimensions CM RDBMS instance. A
base database is where project-related data is stored by Dimensions CM, see "More on
base databases" on page 126 for a more detailed discussion.
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PCMS_SYS Schema

There is only one schema of type PCMS_SYS in the Dimensions CM RDBMS instance. It
owns tables containing data applicable to the entire Dimensions CM installation. This
includes details on the network configuration used by Dimensions CM Network and the
installation identification information.

The PCMS_SYS schema is created during installation and provides global data to all the
base databases in a single Dimensions CM installation.

Types of Dimensions CM User

There are two types of Dimensions CM user registered for a given base database:
m Registered users.

= Proxy users.

Registered Users

Using the Dimensions CM UREG command (see "UREG - Register Users" on page 181), the
base database manager registers an individual user to access a Dimensions CM base
database.

Proxy Users

Using the Dimensions CM UREG command (see "UREG - Register Users" on page 181), the
base database manager can register a pseudo-user '*' to access a Dimensions CM base
database. This, in fact, enables 'proxy' log in for the base database—this means that any
user will be able to access the base database (but subject to the restrictions discussed
below) without requiring to be registered.

The proxy user facility is provided in order to allow large numbers of occasional users to
access the base database and enter requests without the overhead of registering them
individually through the UREG function. These users are prevented from accessing
functions outside of the change management area.

An individual proxy user’s login identity is recorded by Dimensions CM on the first access.
This enables Dimensions to track requests to and from that user.

The limited range of Dimensions change management functions available to proxy users
comprises:

m Creating requests (for any product).
m  Actioning requests in $ORIGINATOR role.
m  Browsing requests, if authorized by the applicable Dimensions Product Manager.

m  Generating standard change management reports if authorized by the applicable
Product Manager.

m  Performing query and report functions provided in other areas of Dimensions CM.
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Summary of Administrative Personas v Specific Roles or
Privileges

The specific Dimensions CM roles or privileges for particular administrative and
management tasks are identified in the following table:

Dimensions
Dimensions BaseDB Dimensions
Persona User Reach Privileges Comments
RDBMS DBA Normally not Across all Normally none [In smaller companies
base could be the same person
databases as the Dimensions CM

System administrator.]

Responsibilities include, for
example:

m Starting up and
shutting down RDBMS.

= RDBMS maintenance
and performance
tuning.

m  Creating the
Dimensions CM
database instance
within the RDBMS. The
Dimensions CM schema
is loaded into this
instance by the
Dimensions CM
installation process.
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Dimensions
Dimensions BaseDB Dimensions
Persona User Reach Privileges Comments
Dimensions dmsys (by Across one Dimensions CM Responsibilities include, for
System default) or more administrative example:
Administrator base privileges. .
database m Starting up and

See the Process
Configuration

Guide for details.

shutting down
Dimensions CM.

Loading the
Dimensions CM schema
into the allocated
RDBMS database
instance.

Creating

Dimensions CM base
databases and
assigning an initial user
with administrative
privileges to manage
each base database.

Assigning a particular
process model to a
base database.

Deleting and listing
base databases.

Installing and deleting
report views to/from a
particular base
database.

Granting or revoking
user's the right to
access the report views
in a particular base
database.

Starting and
configuring
Dimensions CM server
pooling.

Installing and deleting
Distributed
development (ART,
Replicator, and Network
Admin).

Backing up and
maintaining
Dimensions CM item
libraries.
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Dimensions
Dimensions BaseDB Dimensions
Persona User Reach Privileges Comments

Dimensions dmsys (by Across one m  Automating the

System default) or more retrieval and

Administrator base deployment of files and

(continued) database directories across an
entire network using
Serena Mover.

Base database Initially specified One specific Dimensions CM Responsibilities include, for

manager by Dimensions base administrative example:

System database privileges.

Administrator

Each manager
can then assign
as many
additional
mangers as they
wish.

See the Process
Configuration

Guide for details.

Registering and
managing

Dimensions CM users
for the base database.

Promoting or demoting
normal users to or from
base database
managers.

Promoting auto-
registered (proxy)
users to normal users.

Defining one or more
products. When
defining a product, a
Dimensions CM user
must be nominated as a
Product Manager.
Optionally, the role of
Part Controller and
Change Manager can
also be assigned at this
point.

Defining lifecycles.

Defining file formats &
MIME types.

Defining roles (but not
assigning them).

Defining upload rules.

Defining valid version
branch names.
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Dimensions
Dimensions BaseDB Dimensions
Persona User Reach Privileges Comments
Product Initially specified One specific PRODUCT- Responsibilities include, for
Manager by a base product in MANAGER (initial example:
database one specific nomination at L .
manager. base product definition = Administering design
database. and subsequent part types.
Each Product assignments) = Administering design
Manager_ can There can part structures.
then assign as be one or
many additional more m  Administering valid
Product products in sets.
Managers as each base C
they wish. database— = Administering reports.
although = Assigning roles.
often there
is only one. = Defining Object types.

These tasks can be
delegated to individual
users and/or groups by
granting them the
appropriate privileges.
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NOTES
m The Dimensions CM database contains one or more Dimensions CM base databases.

m Each Dimensions CM base database can contain one or more Dimensions CM
products. It is quite common, though, just to have one product per base database.

m Although a process model is assigned to a particular base database, some of its
properties are base database specific and some are Dimensions CM product specific
(as it is also quite common to have just one product in a base database, this
distinction is often not a consideration).

Examples of base-database-wide (and thus potentially cross-product) properties are:
o Lifecycles.

o File formats & MIME types.

¢ Role definitions (but not assignment).

e Upload rules.

¢ Valid version branch names.

e User registration.

e Product definitions.

Examples of product-specific properties are:

e Object (request, items, baselines and design parts) type definitions.
e Administering design part structures.

¢ Administering valid sets.

e Administering reports.

e Administering role assignments and/or privileges.
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General Prerequisites

There are two broad categories of Serena® Dimensions® CM utilities discussed in this
guide:

m  Dimensions CM System Administrator (DSA) utilities (principally dmdba). These are
for managing one or more Dimensions CM base databases and for managing report
views (Dimensions CM Published Views) for a specific base database. They can only
be used by the DSA (normally user dmsys) and are described in Chapter 10.

m  Dimensions CM base database manager utilities. These are specific to a particular
base database, and are restricted to base database managers connecting to that base
database (this will, by default, also include dmsys). They are also described in
Chapter 10.

Access to both the above utilities requires these users to be a registered Dimensions CM
user. This is automatically the case for dmsys (for all base databases) and for the base
database managers connecting to a particular base database.

IMPORTANT!

m To use dmdba against a Serena-Supplied Runtime RDBMS database or an Oracle
Enterprise database, you must ensure you are connected to the dmdba tool through
an Oracle account name that has DBA privileges. This is because Dimensions CM for
these particular types of database relies on database level authentication (unlike
Microsoft SQL Server Enterprise, which uses operating-system level authentication).
Although you can connect to dmdba with account names without DBA privilege,
execution of any dmdba operation will return with an error message.

Examples of existing accounts with DBA privilege are SYSTEM and SYS (which, by
default, for the Serena-Supplied Runtime RDBMS have the password MANAGER and
CHANGE_ON_INSTALL respectively).

The Oracle DBA can, of course, set up further Oracle accounts so that they have DBA
privilege, see "Oracle Privileges Required for DMDBA Commands" on page 139.

m To use dmdba against a Microsoft SQL Server Enterprise database, you must ensure
you are running the dmdba tool as the operating system user that is the owner of that
database.

Once registered, the dmsys and the base database managers must then ensure that their
operating-system environment is set up with the correct Dimensions CM access paths to
enable them to work on a Dimensions CM server. This is done by invoking the following
operating-specific installation/configuration files located in the Dimensions CM installation
directory:

m dmlogin (C Shell) or dmprofile (Bourne Shell) on UNIX. These have to be invoked
manually or be invoked from within the .1ogin (C Shell) or .profile (Bourne Shell)
log in scripts.

m dm.cfg on Windows. This is invoked automatically.

These files are described in more detail in the Installation Guide for Windows or
Installation Guide for UNIX.

On UNIX, the DSA user account must be a member of the dmtool user group.
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Oracle Privileges Required for DMDBA Commands

If you are using a "locked down" Oracle Enterprise where you cannot use the Oracle
account SYSTEM for DMDBA commands, you can set up another Oracle account and grant
it the requisite privileges as listed in the table below (refer to your Oracle DBA or vendor
documentation for details on how to grant such privileges to an Oracle account):

Oracle Privilege

Oracle Privilege

ALTER ANY SEQUENCE

DROP ANY INDEX

ALTER ANY TABLE

DROP ANY SEQUENCE

ALTER DATABASE

DROP ANY SYNONYM

ALTER SESSION DROP ANY TABLE
ALTER TABLESPACE DROP ANY VIEW
ALTER USER DROP USER

ANALYZE ANY

EXECUTE ANY PROCEDURE

CONNECT WITH ADMIN OPTION

GRANT ANY OBJECT PRIVILEGE

CREATE ANY INDEX

GRANT ANY PRIVILEGE

CREATE ANY SEQUENCE

INSERT ANY TABLE

CREATE ANY SYNONYM

RESOURCE WITH ADMIN OPTION

CREATE ANY TABLE

SELECT ANY DICTIONARY

CREATE ANY VIEW

SELECT ANY SEQUENCE

CREATE SESSION

SELECT ANY TABLE

CREATE USER

UPDATE ANY TABLE

DELETE ANY TABLE

Running the Dimensions CM DBA Tools

The following Dimensions CM interfaces are available for running the Dimensions CM DBA
and Dimensions CM base database manager utilities described in this guide:

= dm_control - Dimensions CM Startup Tool (UNIX only)
This tool enables the UNIX account holder root to:

e Start, stop, or restart a Serena-Supplied Runtime RDBMS located on the same
server as Dimensions CM (dm_control rdbms_start, dm_control rdbms_stop,
or dm_control rdbms_restart).

¢ Assuming that:

e the local Serena-Supplied Runtime RDBMS or Oracle Enterprise is up and
running, and

o the Serena License Server, if local, is also up and running,
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start, stop, or restart Dimensions CM (dm_control cm_start, dm_control
cm_stop, or dm_control cm_restart).

See "Invoking the dm_control Tool" on page 142 for details of invoking this tool.

NOTE You must be logged in to the Dimensions CM server to invoke this tool.

dmdba - Dimensions CM Interactive DBA Tool

This tool has access to the whole Dimensions CM database, and enables dmsys to:

Create a new Dimensions CM base database (CRDB).
Delete an existing Dimensions CM base database (DLDB).
Export Process Model Data (EXPM).

List all Dimensions CM base databases (LSDB).

Reset Sequence Value for Current Base Database (SSEQ).

Change passwords for databases (CPAS). This command is only present when
connected to an Oracle database.

Report on tablespace usage (SPAC). This command is only present when connected
to an Oracle database.

Increase database space available to a tablespace (INCR). This command is only
present when connected to an Oracle database.

Manage statistics for the database (STATISTICS). This command is only present
when connected to an Oracle database.

Install Report Views (INSV).

Delete Report Views (DELV).

Grant Views to User (GRTV).

Revoke Views from User (REKV).

List Users Granted View Access (LSVG).

Migrate a Serena-Supplied Runtime RDBMS or Oracle Enterprise MBCS encoded
database to UTF-8 (MIGRATE).

Upgrade pre-Dimensions CM 12.1 databases into the new system (normally done
automatically by the upgrade installers).

Migrate pre-Dimensions CM 12.1 deployment areas into the new system

These utilities are described in Chapter 10, "Dimensions CM System Administration"”,
Appendix I, "Migrating MBCS Data to UTF-8 Data", and the installation guides
(Migrate pre-Dimensions CM 12.1 deployment areas).

See "Invoking the dmdba Tool" on page 142 for details of invoking this tool.

NOTE You must be logged in to the Dimensions CM server to invoke this tool.
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Dimensions CM Server Pooling

Dimensions CM server pooling enables a number of Dimensions CM application
servers to be pre-started prior to clients connecting to the Dimensions CM server. See
"Invoking Dimensions CM Server Pooling" on page 145 for details.

Manually starting and configuring server pooling using the dmlsnr tool is described in
"Starting and Configuring Dimensions CM Server Pooling" on page 170.

You can also display server pooling status information by either running the
getpoolstats command or its Administration Console equivalent.

NOTE You must be logged in to the Dimensions CMserver to invoke dmlsnr or
getpoolstats.

dmcli - Dimensions CM Command-Line Interface

The standard Dimensions CM dmc1i tool is used, on a per Dimensions CM base
database basis, to access the following administration utilities:

e Register a new Dimensions CM user (UREG).
o Delete (unregister) an existing Dimensions CM user (XREG).

¢ Reassign an existing Dimensions CM user to a new operating system user account
(RREG).

¢ Create a credential set (CCS).
¢ Delete a credential set (DCS).
e Update a credential set (UCD).
o List credential sets (LCS).

These functions are described in Chapter 10, "Dimensions CM System
Administration".

See "Invoking dmcli" on page 147 for details of invoking this tool.

NOTE You can be logged on to either the Dimensions CM server or a
Dimensions CM client to invoke this tool.

Dimensions CM Administration Console

The Dimensions CM Administration Console may be used, on a per Dimensions CM
base database basis, to access the following administration utilities:

e Register a new Dimensions CM user.

e Enable proxy log in for any user.

o Delete (unregister) an existing Dimensions CM user.

e Disable proxy log in for any user.

e Promote an existing Dimensions CM user to a base database manager.

¢ Demote an existing base database manager back to a normal Dimensions CM user.
¢ Display Connection Pooling Statistics.

These functions are described in Chapter 10, "Dimensions CM System
Administration".
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See "Invoking the Administration Console" on page 148 for details of invoking this
tool.

NOTE You can be logged onto either the server or a client to invoke this tool.

Invoking the dm_control Tool

To invoke the UNIX-only dm_control tool, log in to the Dimensions CM server as root,
set up your access to Dimensions CM as explained in "General Prerequisites" on page 138
(but as user root in this instance), and type the following command at the operating-
system prompt:

dm_control
This will display the command usage and a summary of the parameters supported.

Running the dm_control tools is described in detail in "Starting, Stopping, and Restarting
Dimensions CM" on page 156.

Invoking the dmdba Tool

Various Methods of Invoking dmdba

To invoke dmdba, log in to the Dimensions CM server as dmsys, set up your access to
Dimensions CM as explained in "General Prerequisites" on page 138 (especially take note
of the additional privilege requirements if you are using the Serena-Supplied Runtime
RDBMS or Oracle Enterprise), and type the following command at the operating-system
prompt:

dmdba
This will display the prompt
Enter user-name:

What is being requested here is the Serena-Supplied Runtime RDBMS, Oracle Enterprise,
or Microsoft SQL Server base database name.

Type
<basedb>/<password>@<connect_string>
for the Serena-Supplied Runtime RDBMS or Oracle Enterprise, or
<basedb>@<connect_string>
for Microsoft SQL Server Enterprise
(these parameters are described on page 144)
This will display a banner confirming establishment of connection and the prompt
BASEDB>
for example,

CM_TYPICAL>
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As alternatives to the above, you can also connect from the operating-system prompt as
in the following examples:

m  Serena-Supplied Runtime RDBMS or Oracle Enterprise Windows: interactive

set TWO TASK=<connect string>
dmdba

Enter user-name: <basedb>
Password: <password>

m  Serena-Supplied Runtime RDBMS or Oracle Enterprise: non-interactive
dmdba <basedb>/<password>@<connect_string>
m  SQL Server Enterprise: non-interactive

dmdba <basedb>@<connect_string>

Serena-Supplied Runtime RDBMS or Oracle Enterprise Specific

If you are using the Serena-Supplied Runtime RDBMS or Oracle Enterprise, in addition to
needing to be connected with Oracle accounts with DBA privilege as explained in
"General Prerequisites" on page 138, two of the Serena-Supplied Runtime RDBMS or
Oracle Enterprise dmdba operations—Export Process Model Data (EXPM) and Reset
Sequence Value for Current Base Database (SSEQ)—also require additional parameters
to be passed to dmdba to identify the database that is to be the subject of these
operations. These additional parameters are:

dmdba -db <DBA Priv_Account Name>/
<password>@<connect_string> <basedb>

So an example of exporting a process model to a file acmel.sql could be:

dmdba -db system/manager@diml® acmel expm acmel.sql

Once connected, you can type
BASEDB> help
to list the commonly used dmdba utilities available, namely:

LSDB - List Dimensions CM Base Databases

Expm - Export Process Model Data

Crdb - Create New Dimensions CM Base Database

D1DB - Delete Dimensions CM Base Database

SSEQ - Reset Sequence value for Current Base Database
CPAS - Changing passwords for databases

SPAC - Report on tablespace usage

INCR - Increase database space available to a tablespace
STATISTICS - Manage statistics for the database
MIGRATE - Migrating MBCS Data to UTF-8 Data

INSV - Install report Views

DELV - Delete report views

GRTV - Grant views to user

REKV - Revoke views from a user

LSGV - List users granted view access

System Administration Guide 143



Chapter 9 General Operating Guide

<option>

<logon>

<start>

NOTE CPAS, SPAC, and INCR are only present when connected to Serena-Supplied
Runtime RDBMS or an Oracle database. STATISTICS is only present when connected to
an Oracle database.

The specialized dmdba operation UPGRADEDEPLOQY (for manually upgrading databases
and pre-Dimensions CM 12.1 deployment areas) are not included in the dmdba help
system. See the installation guides for details.

Individual help on each utility can be obtained by typing
BASEDB> help <utility>

for example
BASEDB> help crdb

The parameters for each of the above utilities, and their use, is explained in detail in
Chapter 10, "Dimensions CM System Administration" and "Migrating MBCS Data to UTF-8
Data" on page 593.

To exit the dmdba utilities, repeatedly type
exit
until you return to the operating-system prompt.

Full Syntax for dmdba

dmdba [[<option>] [<logon>] [<start>]]

Specify one the following options:

Option Result

- Displays the usage syntax.

-? Displays the dmdba version banner.
-S Uses silent mode.

Specify one or more of the following logon parameters:

Parameter Description
<basedb> Name of base database.
/<password> If the RDBMS you are attempting to connect to is Oracle, then

you must also supply the <basedb> password. An example
<basedb>/<password> would be acme/acme.

@<connect_string> | The data source name (DSN) identifying the database instance.

Can be for running a sequence of dmdba commands in a batch file, for example:

dmdba system/manager@diml@® 1sdb
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Invoking Dimensions CM Server Pooling

The Dimensions CM server offers an advanced pooling feature for Dimensions CM
application servers when servicing connection requests from Dimensions CM clients.
Dimensions CM server pooling (and the Dimensions CM license manager) is automatically
invoked upon Dimensions CM startup. These processes are also automatically stopped
upon Dimensions CM shutdown. The server pooling is invoked with various default
parameters, which for many users will be perfectly adequate.

NOTE In Dimensions CM for z/OS, a certificate mechanism is used to connect back to
Dimensions CM from the mainframe. These certificates are also managed in memory by
the pooling feature on the server machine. For further information on this aspect of the
server pooling feature and timeouts that can be set, please see "Configuring
Dimensions CM Server Pooling" on page 170.

You can, however, configure the pool manager to meet your own specific needs by
specifying parameters such as:

1 The service name (or the TCP/IP port number) to be used for listening to client
requests.

2 The number of application servers to be created when the pool manager is first
started up.

3 The minimum and maximum number of application servers allowed in the pool.
4 The timeout period for an idle application server to be returned back to the pool.

Please refer to "Starting and Configuring Dimensions CM Server Pooling" on page 170 for
details.

The server utility refreshpoolconfig is also available to re-read any new changes to
the configuration parameters. The utility getpoolstats is available to obtain pool status
information.

On a Dimensions CM UNIX server, automatic server pooling is started and stopped as part
of standard running of the following Dimensions CM server startup and shutdown scripts:

$DM_ROOT/prog/dmstartup
$DM_ROOT/prog/dmshutdown

or
$DM_ROOT/prog/dm_control cm_start
$DM_ROOT/prog/dm_control cm_stop
$DM_ROOT/prog/dm_control cm_restart

On a Dimensions CM Windows server, the automatic server pooling is started and stopped
by starting and stopping the following Dimensions CM Windows service:

Serena Dimensions Listener Service

If you want to manually start/stop server pooling, dynamically reconfigure the parameters
with which it is run, or display server pooling statistics, then you need to invoke the
dmlsnr, refreshpoolconfig, or getpoolstats tool.
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On a Dimensions CM UNIX server:

1

Log in to the Dimensions CM server as user root if you want to run dmlsnr (you can
log in as any Dimensions CM user to run getpoolstats).

Set up your access to Dimensions CM as explained in "General Prerequisites" on page
138.

Type the following command at the operating-system prompt

dmlsnr -param $DM_ROOT/dfs/listener.dat

where listener.dat is a configuration file.

NOTE Once started, every application process created in the pool will be owned by
the operating-system account specified by the -user parameter in the
$DM_ROOT/dfs/1listener.dat file. By default this account is dmsys.

If you want to update the pool configuration while Dimensions CM is running, edit
listener.dat entries appropriately and type either of the following commands at
the operating-system prompt (this can be done as either user root or dmsys)

refreshpoolconfig -host machine:port

if you are not using the default TCP port of 671 for the Dimensions Listener Service, in
which case you must specify the appropriate port; or simply

refreshpoolconfig -host machine

if you are using the default TCP port of 671.

If you want to display server pooling statistics, type the following command at the
operating-system prompt (this can be done as either user root or dmsys)

getpoolstats

The statistics output are similar to those described in "Displaying Connection Pooling
Statistics" on page 175.

The format of the configuration file 1istener.dat is detailed in "Dimensions CM System
Administration" on page 153.

On a Dimensions CM Windows server:

1
2

Log in to the Dimensions CM server as a Windows administrator.

Set up your access to Dimensions CM as explained in "General Prerequisites" on page
138.

Start the Serena Dimensions Listener Service Windows service.

If you want to update the pool configuration while Dimensions CM is running, edit
listener.dat entries appropriately and type either of the following commands at
the operating-system prompt (this can be done as either user root or dmsys)

refreshpoolconfig -host machine:port

if you are not using the default TCP port of 671 for the Dimensions Listener Service, in
which case you must specify the appropriate port; or simply

refreshpoolconfig -host machine
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if you are using the default TCP port of 671.

5 If you want to display server pooling statistics, type the following command at the
operating-system prompt

getpoolstats
The format of the configuration file 1istener.dat is detailed in "Dimensions CM System
Administration" on page 153.
NOTE On Windows hosts, make sure that registry.dat contains the credentials of the
pool owner user. For example, run the following command:

dmpasswd <pool_owner> -add -pwd <password

Invoking dmcli

To invoke dmc1i for the User Administration Utilities:

1 Log into a Dimensions CM UNIX or Windows client as a registered Dimensions CM
base database manager (dmsys if no others have yet been created) .

2 Set up your access to Dimensions CM as explained in "General Prerequisites" on page
138.

3 Type the following command at the operating-system prompt
dmcli
NOTE If your Dimensions CM system utilizes a smart Common Access Card (CAC) for

log in, you will need to specify dmcli -card. Please see "Configuring Centralized
Network Authentication" on page 459 for details of CAC logging in with dmcli.

4 Fill in the login dialog box operating-system and Dimensions CM connection details.

NOTE Please see the Command-Line Reference and the User's Guide for general details
of filling in the dialog box.

Upon successful connection, Dimensions CM will display a banner and the prompt
Dimensions>

How to run Dimensions CM dmc1li commands is described in detail in the Command-Line
Reference.

NOTE If you have installed the server on a Widows 64-bit machine and subsequently
installed the client on that machine, you may need to set the path in order to access the
correct 64-bit version of dmcli, as the client install will be referencing the 32-bit version.
To do this, for example, perform the following command:

C:\>set PATH=C:\Program Files\Serena\Dimensions 14.3\CM\prog;%PATH%
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NOTE For the purposes of running dmc1i, a Dimensions CM UNIX server can be thought
of as a superset of a Dimensions CM UNIX client, that is, you can run dmcli on it.

Invoking the Administration Console

IMPORTANT! Only users with requisite administrative privileges (for example, dmsys)
can make changes using the Administration Console. All other users can only use it in a
"view-only" mode.

The Administration Console is a web-browser application (which requires a Java runtime
to be pre-installed).

To invoke it on a Dimensions CM for Windows server:

Start | Programs | Serena | Dimensions 14.3 | Administration Tools |
Administration Console

To invoke it on:
m a Dimensions CM for Windows agent or client, or

m a Dimensions CM for UNIX agent or client with X11 Window
1 Launch your web browser.

2 Specify the URL required to invoke the Administration Console. By default, this will
be:

http://<DimensionsServer_hostname>:8080/adminconsole/

Please see the User's Guide for details.

Accessing the Serena-Supplied Runtime RDBMS DBA

Utilities

Dimensions CM provides the following tools to backup or restore one or all of the schemas
in a local Dimensions CMSerena-Supplied Runtime RDBMS:

m dm_backup

m dm_restore

To invoke the dm_backup or dm_restore, log in to the Dimensions CM server where the
local Serena-Runtime RDBMS is located and type the following command at the operating-
system prompt:

dm_backup

or
dm_restore

This will display the command usage and a summary of the parameters supported.
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Running the dm_backup or dm_restore tools is described in detail in "Serena-Supplied
Runtime RDBMS Database Administration" on page 193.

Accessing Oracle Enterprise or SQL Server Enterprise
DBA Utilities

Maintenance and general database operations for Oracle Enterprise or SQL Server
Enterprise that may be required in addition to those supported by Dimensions CM (for
example, to perform a full system export), necessitate the use of tools provided by Oracle
or Microsoft. Please consult your RDBMS DBA or vendor documentation.

Database Connectivity Mechanisms

©

IMPORTANT! The Open Database Connectivity (ODBC) connectivity mechanism is not
supported by Dimensions CM 12.1 with respect to interacting with Serena-Supplied
Runtime RDBMS or Oracle Enterprise databases. For such databases, only the Oracle
Open Call Interface (OCI) is supported—this is the official API that Oracle uses to interact
with Oracle databases.

The above does not apply to using ODBC drivers when using a third-party reporting tool
against Dimensions CM Published Views.

Connecting to a Serena-Supplied Runtime RDBMS or
Oracle Enterprise

Dimensions CM uses OCI for accessing the Serena-Supplied Runtime RDBMS or the Oracle
Enterprise database as it affords the highest performance. If you are using your own
Oracle Enterprise, you must use a version of OCI that is supported by Dimensions CM, see
the platform matrix.

Connecting to SQL Server Enterprise on a Remote
Host

NOTE The following instructions assume that the remote SQL Server Enterprise
database has been populated by the Dimensions CM server.

To connect a Dimensions CM server to a SQL Server database running on a remote host,
you must perform the following steps:

1 Create a system DSN on the Dimensions CM server host for the remote
Dimensions CM database.

2 Ensure that the remote Dimensions CM database is owned by a Windows domain
account and not a local user account. The Dimensions CM server host must be a
member of such a Windows domain.
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3 Edit %DM_ROOT%\dfs\listener.dat to ensure that:
a The -dsn parameter refers to the system DSN created at step 1.
b The -user parameter refers to either:

¢ The full domain name of the remote database owner. If using the full domain
name, you also need to ensure that the DM_LOGON_DOMAIN symbol is unset in
the %DM _ROOT%\dm.cfg configuration file.

e The (short) username of the remote database owner. If using the short
username, you need to set the DM_LOGON_DOMAIN symbol to the corresponding
Windows domain name in the %DM_ROOT%\dm. cfg configuration file.

4 Execute the following command:
dmpasswd <user> -add -pwd <pwd>

where:

<user> is the value of the -user parameter in %DM_ROOT%\dfs\1listener.dat

<pwd> is the corresponding user password

5 Restart the Dimensions CM listener.
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Database-Dependent Schema Limits

Serena-Supplied Runtime
RDBMS, Oracle and SQL

Schema Limit Server

Maximum number of user-defined attributes. 996

Maximum length of an attribute value. 4000 ASCII characters, or
2000 DBCS characters, or

The DBCS and UTF-8 limits depend on the exact type of 1000 MBCS UTF-8 characters

data stored, see the note below.

Maximum length of a valid set value. 1978

0 IMPORTANT! The maximum DBCS and UTF-8 attribute lengths quoted above are the
"safe minimum" maximum lengths, assuming the "worst" case. You will always be able to
get at /east that many characters of each of the types in the field; however, for most
types of data you will get a lot more. For example, for Oracle UTF-8 data:

m If it is comprised entirely of low-ASCII, the UTF-8 limit is 4000.

m If it is comprised entirely of high-ASCII, Cyrillic, Greek, etc, then the limit will be
2000 characters.

m If it is comprised entirely of common CIK ideographs, then the limit is 1333
characters.

m  Only if the data is comprised entirely of rare ideographs, mathematical symbols,
characters from dead or extinct languages, etc will the limit fall to the "safe
minimum" of 1000 characters.
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Introduction

The Serena® Dimensions® CM System Administration schema utilities are operative
across one or more Dimensions CM base databases and their use is restricted to the
Dimensions CM System Administrator (normally user dmsys). They are all accessed
through the dmdba tool (unless indicated otherwise), and they allow dmsys to:

Start, stop, and restart Dimensions CM through the dm_control standalone tool, see
"Starting, Stopping, and Restarting Dimensions CM" on page 156.

Create a new base database, see "CRDB - Create Dimensions CM Base Database" on
page 160.

Delete an existing Dimensions CM base databases, "DLDB - Delete Dimensions CM
Base Database" on page 162.

List all Dimensions CM base databases, "LSDB - List Dimensions CM Base Databases"
on page 163.

Export the Dimensions CM process model for a database to a file (this fie can then be
used when creating a new database to base the new database on the same process
model), see "EXPM - Exporting a Process Model to a File" on page 164.

Reset the sequence value for a currently connected base database, see "SSEQ -
Resetting the Sequence Value for a Current Base Database" on page 165.

Change the passwords for databases (see "CPAS - Changing Passwords for
Databases" on page 166).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle Enterprise database.

Report the space usage of Dimensions CM tablespaces (see "SPAC- Reporting on
Tablespace Usage" on page 166).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle database.

Increase database space available to a tablespace (see "INCR - Increasing Database
Space Available to a Tablespace" on page 166).

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle database.

Manage statistics for the database, see "STATISTICS - Manage Statistics for the
Database" on page 167.

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle database.

Install report views into a base database, see "INSV - Installing Report Views" on
page 167.

Delete report views from a base database, see "DELV - Deleting Report Views" on
page 168.
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Grant to a user the right to access the report views in a base database, see "GRTV -
Granting Report Views to a Dimensions CM User" on page 168.

Revoke from a user the right to access the report views in a base database, see "REKV
- Revoking Report Views from a Dimensions CM User" on page 168.

List all users who have been granted the right to access the report views in a base
database, see "LSGV - Listing Dimensions CM Users Granted Report Views Access" on
page 169.

Migrate a Serena-Supplied Runtime RDBMS or Oracle Enterprise MBCS encoded
database to UTF-8, see "Migrating MBCS Data to UTF-8 Data" on page 593.

Configure connection pooling, see "Configuring Dimensions CM Server Pooling" on
page 170. These actions are executed using Dimensions CM standalone tools.

Displaying connection pooling statistics, see "Displaying Connection Pooling Statistics"
on page 175.These actions are executed using Dimensions CM standalone tools and
the Administration Console.

Managing remote jobs, see "Managing Remote Jobs" on page 176.These actions are
executed using the Administration Console.

Administering Dimensions CM users, see "Administering Dimensions CM Users" on
page 179. These actions are executed using Dimensions CM dmc1i and the
Administration Console.

Backing up item libraries, see "Backing Up Item Libraries" on page 189.

Launching the dmdba tool and connecting to a particular Dimensions CM base database
are described in "Invoking the dmdba Tool" on page 142. In the remainder of this chapter,
when discussing dmdba commands, it will be assumed that the dmdba tool has been
launched and connection has been made to the relevant base database.

NOTES

For the system administration schema utilities described in this chapter, when dmdba
is used, the connection must be, by default, to the SYSTEM base database unless
stated otherwise. However, if you are using a "locked down" Oracle Enterprise where
you cannot use the Oracle account SYSTEM for DMDBA commands, you can set up
another Oracle account and grant it the requisite privileges, see "General
Prerequisites" on page 138 and "Oracle Privileges Required for DMDBA Commands"
on page 139.

Do not attempt to use RDBMS-specific commands to perform functions similar to
CRDB, DLDB, LSDB, or EXPM.

The individual dmdba tool commands accept hyphen (-) as a continuation character if
you want to type parameters on more than one line. Each continuation line will begin
with a right angle-bracket (>).

The dmdba tool also supports the limited processing of SQL statements for querying
and update purposes. The use of dmdba in this mode is not generally discussed in this
guide (the ability to process SQL statements is primarily intended to enable
experienced RDBMS DBAs to troubleshoot database problems).
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L NOTES (continued)

m If you specify a UNIX path in a Dimensions CM command in the dmdba tool you must
enclose it in double quotes otherwise the command will not recognize the path. For
example:

SYSTEM> expm "/tmp/payroll_01.exp" payroll /basedb=intermediate

Starting, Stopping, and Restarting Dimensions CM

Starting Dimensions CM for Windows

For Dimensions CM for Windows to be successfully started, the following need to be
running:

m The appropriate Serena-Supplied Runtime RDBMS, Oracle Enterprise, or SQL Server
Enterprise Windows service for the instance used by Dimensions CM.

m  The Window service for the Serena License Manager (unless you are running
Dimensions CM with an evaluation license).

m The Windows service for the Serena Common Tomcat, if you want to run
Dimensions CM Web tools.

If the Dimensions server, database server (Serena-Supplied Runtime RDBMS, Oracle
Enterprise, or SQL Server Enterprise), Serena License Manager, and Serena Common
Tomcat are all on the same PC, then all the appropriate Windows services should start up
automatically when the PC is started. However, if some of the above mentioned
components fail to automatically start or are elsewhere on the network, proceed as
follows:

m To start the Serena-Supplied Runtime RDBMS, see "Starting the Serena-Supplied
Runtime RDBMS" on page 194.

m To start the other types of database server, consult your DBA or vendor
documentation.

m To start the Serena License Manager service, see "Starting the License Server" on
page 100.

m To start the Dimensions CM server (assuming the other components are already
started):

a Login as a user with local Windows administrative rights.
b Access Windows services by:
Start | Control Panel | Services
or
Start | Control Panel | Administrative Tools | Services
Right click Serena Dimensions Listener Service.

d Select Start.

156  Serena® Dimensions® cMm



Starting, Stopping, and Restarting Dimensions CM

e If Windows service still fails to start, consult the Troubleshooting appendix in the
Installation Guide for Windows.

To start the Serena Common Tomcat service, see "Starting Tomcat" on page 28.

Starting Dimensions CM for UNIX

For Dimensions CM for UNIX to be successfully started, the following need to be running:

The appropriate Serena-Supplied Runtime RDBMs or Oracle Enterprise UNIX
processes for the instance used by Dimensions CM.

The UNIX processes for the Serena License Manager (unless you are running
Dimensions CM with an evaluation license).

The UNIX processes for the Serena Common Tomcat, if you want to run
Dimensions CM Web tools.

Proceed as follows to start the above mentioned components:

To start the Serena-Supplied Runtime RDBMS, see "Starting the Serena-Supplied
Runtime RDBMS" on page 194.

To start the Oracle Enterprise database server, consult your DBA or vendor
documentation.

To start the Serena License Manager service, see "Starting the License Server" on
page 100.

To start the Dimensions CM server (assuming the other components are already
started):

a Login as user root.

b Give yourself the Dimensions CM environment, as explained in "General
Prerequisites" on page 138.

¢ Run the following command:
$ dm_control cm_start

d Run the following command:
$ ps -eaf | grep dm[pal]

e If the dmappsrv.x UNIX processes are not running, consult the Troubleshooting
appendix in the Installation Guide for UNIX.

To start the Serena Common Tomcat service, see "Starting Tomcat" on page 28.

Stopping Dimensions CM for Windows

If the Dimensions server, database server (Serena-Supplied Runtime RDBMs, Oracle
Enterprise, or SQL Server Enterprise), Serena License Manager, and Serena Common
Tomcat are all on the same PC, then all the appropriate Windows services stop
automatically when the PC is shut down. However, if you want to stop some of the above
mentioned components without shutting down Windows, proceed as follows:

To stop the Dimensions CM server:

a Log in as a user with local Windows administrative rights.
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b Access Windows services by:
Start | Control Panel | Services
or
Start | Control Panel | Administrative Tools | Services
¢ Right click Serena Dimensions Listener Service.
d Select Stop.
m To stop the Serena Common Tomcat service, see "Stopping Tomcat" on page 29.

m To stop the Serena License Manager service, see "Starting the License Server" on
page 100.

m To stop the Serena-Supplied Runtime RDBMS, see "Stopping the Serena-Supplied
Runtime RDBMS" on page 195.

m To stop the other types of database server, consult your DBA or vendor
documentation.

Stopping Dimensions CM for UNIX

Proceed as follows to stop the Dimensions CM server, database server (Serena-Supplied
Runtime RDBMs or Oracle Enterprise), Serena License Manager, and Serena Common
Tomcat:

m To stop the Dimensions CM server:
a Login as user root.

b Give yourself the Dimensions CM environment, as explained in "General
Prerequisites" on page 138.

¢ Run the following command:
$ dm_control cm_stop
m To stop the Serena Common Tomcat service, see "Stopping Tomcat" on page 29.

m To stop the Serena License Manager service, see "Starting the License Server" on
page 100.

m To stop the Serena-Supplied Runtime RDBMS, see "Stopping the Serena-Supplied
Runtime RDBMS" on page 195.

m To stop the Oracle Enterprise database server, consult your DBA or vendor
documentation.

Restarting Dimensions CM for Windows

If the Dimensions server, database server (Serena-Supplied Runtime RDBMs, Oracle
Enterprise, or SQL Server Enterprise), Serena License Manager, and Serena Common
Tomcat are all on the same PC, then all the appropriate Windows services should restart
automatically when the PC is restarted. However, if you want to restart some of the above
mentioned components without restarting Windows, proceed as follows:

m  To restart the Serena-Supplied Runtime RDBMS, see "Restarting the Serena-Supplied
Runtime RDBMS" on page 196.
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To restart the other types of database server, consult your DBA or vendor
documentation.

To restart the Serena License Manager service, see "Starting the License Server" on
page 100.

To restart the Dimensions CM server (assuming the other components are already
started):

a Login as a user with local Windows administrative rights.
b Access Windows services by:
Start | Control Panel | Services
or
Start | Control Panel | Administrative Tools | Services
Right click Serena Dimensions Listener Service.
d Select Restart.

e If Windows service still fails to restart, consult the Troubleshooting appendix in the
Installation Guide for Windows.

To restart the Serena Common Tomcat service, see "Starting Tomcat" on page 28.

Restarting Dimensions CM for UNIX

Proceed as follows to restart the Dimensions CM server, database server (Serena-Supplied
Runtime RDBMS or Oracle Enterprise), Serena License Manager, and Serena Common
Tomcat:

To restart the Dimensions CM server:
a Login as user root.

b Give yourself the Dimensions CM environment, as explained in "General
Prerequisites" on page 138.

¢ Run the following command:
$ dm_control cm_restart
To restart the Serena Common Tomcat service, see "Starting Tomcat" on page 28.

To restart the Serena License Manager service, see "Starting the License Server" on
page 100.

To restart the Serena-Supplied Runtime RDBMS, see "Restarting the Serena-Supplied
Runtime RDBMS" on page 196.

To restart the Oracle Enterprise database server, consult your DBA or vendor
documentation.
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Administering Dimensions CM Schemas

CRDB - Create Dimensions CM Base Database

dmdba This command enables you to create a Dimensions CM base database.
Command (in
connect mode to
SYSTEM base
database)

. NOTE When you create a new base database, the default grant rules for the Update

L Files from Project/Stream and Deliver Files into Project/Stream privileges include the
"User holds any role on the product owning the object" rule. As a result, there is a
security issue where certain users are able to download and upload files from any project
in the product including those to which they should not have access. To correct this, you
must remove the "User holds any role on the product owning the object" rule from the
grant rules for "Update Files from Project/Stream" and "Deliver Files into Project/Stream"
privileges.

The syntax is as follows:

crdb <newbasedb> /toolman=<username> /pass[word]=<pcms_sys passwd>
[[/basedon=<basedb> /product=<product-id>] |
/import=<exportfile>]
[/def_tab=<default_tablespace>
/temptab=<temporaray_tablespace>]
[/indextab=<index_tablespace>] [/installviews]

NOTE Either /basedon or /import needs to be specified. Their use is mutually

= exclusive.

where

<newbasedb> The database name for the new base database
(schema) that is to be created, e.g. PROJ_A. Note that
the name of the new base database should be
alphanumeric and that the first character must be
alphabetic. For example, PROJ1 is valid but not 1PROJ.

NOTE For Oracle systems the database name will be
<NEWBASEDDB> (upper case) and a password of
<NEWBASEDB> (upper case) will be also be assigned to
the new base database. See "CPAS - Changing
Passwords for Databases" on page 166 for
instructions on how to change the password.

<username> The login-id of the user who will act as base database
manager for this Dimensions CM base database.

<pcms_sys_passwd> The password for the PCMS_SYS schema. For the
Serena-supplied runtime this is PCMS_SYS by default (if
this default password has not been changed then the /
PASS[WORD] parameter need not be specified).
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<basedb>

<product_id>

<exportfile>

<default_tablespace>

<temporary_tablespace>

<index_tablespace>

/installviews

The name of an existing base database from which to

copy a process model during creation of the new base
database. Note that the process model data is imported
into the product $GENERIC of the new base database.

If /basedon is used, the name of a product defined in

the existing base database given by <generic_db>

whose process model is to be used to set up the
Generic Process Model in the new Dimensions CM base
database. If this is not specified, then the process
model for the $GENERIC product is used by default.

Specifies the process model export file that is to be
imported when creating the new base database.

Serena-Supplied Runtime RDBMS or Oracle Enterprise
only: Specifies the optional default tablespace for this
user.

Serena-Supplied Runtime RDBMS or Oracle Enterprise
only: Specifies the optional temporary tablespace for

this user.

Serena-Supplied Runtime RDBMS or Oracle Enterprise
only: Specifies the optional index tablespace for this
user.

Install Published Views (Report Views) for the Report
User that gets created.

An example invocation using SQL Server:

PCMS_SYS> crdb fred /basedon=qlarius_cm /
toolman=dmsys /installviews

Creating the new base database FRED. Please
wait...

Base Database has been successfully created

Installing report views in FRED@diml0,
please wait....

Report views have been successfully
installed.

Experienced Oracle Enterprise users may note that Dimensions CM DBA commands will by
default support the use of RDBMS tablespaces other than the SYSTEM tablespace when an
Oracle user is created. By default the PCMS_DATA tablespace is used.

IMPORTANT!

m In order to connect to the newly created database, the Dimensions service may
require stopping and restarting.

m The length of each item of information regarding the new base database is limited,
and any excess will be truncated. In particular, the base database names, passwords,
and login-id are limited to 25 characters.
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dmdba
Command (in
connect mode to
SYSTEM base
database)

a

DLDB - Delete Dimensions CM Base Database

This command enables you to delete a base database.

IMPORTANT! To be able to use this command, you must issue it while connected to
another base database; that is, it is not possible to delete a base database while any
Dimensions CM users are connected to it.

CAUTION! You (dmsys) must first check that the contents of the base database are no
longer needed as the deletion operation cannot be 'undone' later on (except by resorting
to a backup copy of the database files or a full export of the RDBMS database taken
before deletion). The DLDB operation must only be run when no other users are accessing
the base database to be deleted.

All information contained in the base database will be deleted and all the Dimensions CM
users who were registered to use it will also be dropped. Note, however, that the product
item libraries (which are operating-system directories) associated with the base database
are not deleted).

The syntax is as follows:

dldb <basedb>
[/confirm=yes]

[/droplogin]
where

<basedb> Is the name of the base database to be deleted.

/confirm=yes By default DLDB will prompt you to confirm that you want to
proceed with the deletion of <basedb>. Specifying
/confirm=yes will disable this prompt and DLDB will begin
immediately.

/droplogin (SQL Server only). If there is an SQL Server login account with

the same name as the Dimensions database that is being
deleted, the login ID is also deleted.
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Command (in
connect mode to
SYSTEM base
database)

NOTES

m DLDB deletes the base database and any database objects owned by that base
database.

m DLDB can take several minutes to complete.

m If DLDB fails because users are still connected to the schema, you can—in an
emergency—disconnect such users by shutting down the Serena Dimensions Listener
Service and then resubmit the command. To shut down Serena Dimensions Listener
Service:

e Confirm, first, that the "-dsn <base_ db>@dsn" entry in the listener.dat file is
pointing to the base database that you want to delete. The listener.dat file is
located in the dfs sub-directory of the Dimensions CM root directory.

¢ To shut down the Serena Dimensions Listener service on Dimensions CM for
Windows:

m Start | Control Panel | Administrative Tools Services
m (Right click) Serena Dimensions Listener | Stop

e To shut down the Serena Dimensions Listener service on Dimensions CM for
UNIX:

m Log in as user root.
m Change directory to $DM_ROOT/prog

¢ Run the command ./dmshutdown

LSDB - List Dimensions CM Base Databases

This command enables you to obtain a listing of all the Dimensions CM base databases
registered in the RDBMS database.

The syntax is as follows:
1sdb /log=<reportName>

where

<reportName> Is the name of the output file. If not specified, a temporary
filename will be used.

An example output generated by this command is shown below:

Dimensions Base Database Registered Users Status
QLARIUS CM TED (Ted Lewis) [active]
QLARIUS_CM PHIL (Phil Cheng) [active]
QLARIUS_CM DON (Don Evens) [active]
QLARIUS CM PD (DP Yung) [disabled]
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QLARIUS_CM DP (DP Yung) [active]
QLARIUS_CM PETA (Peta Miata) [active]
QLARIUS_CM DMSYS (DMSYS) [active]
QLARIUS_CM DAN (Dan Price) [active]
QLARIUS_CM DANIEL (Daniel Vincent) [active]
QLARIUS_CM DIETER (Dieter Milliar) [active]
QLARIUS_CM DAWN (Dawn Vincent) [active]
QLARIUS_CM BOB (Bob Marlow) [active]
QLARIUS_CM JORDIE (Jordie Davis) [active]
QLARIUS_CM PENNY (Penny Simpson) [activel]
QLARIUS_CM TIM (Tim Thomas) [active]

Dimensions

Base Database

Registered Products

QLARIUS_CM
QLARIUS_CM

$GENERIC
QLARIUS

EXPM - Exporting a Process Model to a File

dmdba Command
(in connect mode
to SYSTEM base
database)

This command enables a process model, defined for a particular product, to be exported
into an (operating-system) export file.

The export file thus generated can then be specified as an input when creating a
Dimensions CM base database, the process data in the export file being imported into the
product $GENERIC of the newly created base database. See "CRDB - Create

Dimensions CM Base Database" on page 160.

Refer to the description of the CRDB command (see "CRDB - Create Dimensions CM Base
Database" on page 160) for more detailed information.

To execute the expm command, you must either:

m  First switch connection to the relevant base database once you have initially
connected as SYSTEM, for example, to switch to the base database mydatabase:

SYSTEM> connect mydatabase

and then execute expm without the /basedb parameter at the MYDATABASE > prompt;
or

m  Remain connected as SYSTEM and execute expm with the /basedb parameter (which
is no longer optional in that case).

The full syntax is as follows:

expm "<exportfilename>" [<productid>] [/basedb=<basedb>]
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dmdba Command
(in connect mode
to SYSTEM base
database)

where:

<exportfilename> Is the name of the file to contain the exported process model
data defined for a particular product.

On UNIX, if you want to specify a full pathname, for example,
/tmp/test.exp, the <exportfilename> will need to be
enclosed in double-quotes (") if run from the database prompt,
for example:

MYDATABASE> expm "/tmp/test.exp" qlarius

If you want to run a similar UNIX command directly from the
operating-system prompt, to ensure that the dmdba command
gets parsed correctly, the <exportfilename> will need to be
enclosed first in single-quotes (') and then further enclosed in
double-quotes ("), for example:

$ dmdba -s system/manager@diml® expm
"'"/tmp/test.exp'" qglarius /basedb=qlarius_cm

<productid> Specifies the particular product from which the process model
is to be exported.

<basedb> Specifies the optional base database to export, else the current
base database is used.

NOTE The new database will only have a $GENERIC product containing the process
model inherited from the particular product you based the export on; it will not have any
other products until you subsequently create them using the Dimensions DNP command.

If you actually want to clone the entire database content, you will need to use RDBMS
export/import utilities such as dm_backup/dm_restore for use with the Serena-Supplied
RDBMS or Oracle EXP/IMP for use with Oracle Enterprise 10g or 11g.

SSEQ - Resetting the Sequence Value for a Current
Base Database

NOTE You only need to run this command if requested by a representative of Serena
Support.

This command enables you to reset the RDBMS sequence value for the currently
connected base database. See "EXPM - Exporting a Process Model to a File" on page 164
to see how to switch from the initial SYSTEM base database to your desired base
database.

The syntax is as follows:

sseq
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SYSTEM base
database)

dmdba
Command (in
connect mode to
SYSTEM base
database)

CPAS - Changing Passwords for Databases

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle Enterprise database.

This command enables you to change the password associated with a Dimensions CM
base database Oracle account.

The syntax is as follows:
cpas <basedb> /new _password=<new_password>

where

<basedb> Is the name of the base database for which the password is to be

changed.

<new_password Specifies the new password.

SPAC- Reporting on Tablespace Usage

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle Enterprise database.

This command enables you to report on the space usage for Dimensions CM tablespaces.
The syntax is as follows:
spac [/list=<filename>] [/print]

where

/list=<filename> Specifies an optional filename for the report. By default, the

report generated is called dm_space_usage.out.

/print Optionally specifies if the report is to be printed.

INCR - Increasing Database Space Available to a
Tablespace

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle Enterprise database.

This command enables you to increase the space available for Dimensions CM
tablespaces.

The syntax is as follows:

incr <tablespacename> /filename=filename
/filesize=<size_in_MB>
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dmdba Command
(in connect mode
to SYSTEM base
database)

where

<tablespacename>  Specifies the tablespace that is to be increased.

/filename Specifies the name of the data file that is to be created or
modified. If the file you specify does not exist, then it will be
created.

/filesize Specifies the size (in MB) to be added.

STATISTICS - Manage Statistics for the Database

NOTE Only available, and displayed, when connected to either a Serena-Supplied
Runtime RDBMS or an Oracle Enterprise database. The qualifiers available are database
type specific, as detailed below.

This command enables you to manage statistics for a Dimensions CM database. See
"EXPM - Exporting a Process Model to a File" on page 164 to see how to switch from the
initial SYSTEM base database to your desired base database.

The syntax for Serena-Supplied Runtime RDBMS or Oracle Enterprise is as follows:

statistics estimate | compute | delete | sample | instance

where
estimate Generates estimate statistics for this database.
compute Generates compute statistics for this database.
delete Drops statistics on this database
sample Generates sample statistics for this database.
instance Generates estimate statistics for this instance.

INSV - Installing Report Views

This command installs Dimensions CM Published Views into a nominated base database,
after first checking that they are not already installed.

NOTE The Dimensions CM Published Views mechanism and the individual views
available are described in the related document called the Reports Guide. In the
remainder of this chapter they will be referred to as 'report views' for short.

The syntax is as follows:
insv <basedb>

where

<basedb> Is the name of the base database into which the report
views are to be installed.
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dmdba Command
(in connect mode
to SYSTEM base
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dmdba Command
(in connect mode
to SYSTEM base
database)

dmdba Command
(in connect mode
to SYSTEM base
database)

DELV - Deleting Report Views

This command deletes report views from a nominated base database, after first checking
that they are currently installed.

The syntax is as follows:
delv <basedb>

where

<basedb> Is the name of the base database from which the report views
are to be deleted.

GRTV - Granting Report Views to a Dimensions CM
User

This command grants report views access to nominated users to a nominated base
database, after first checking that they are not currently granted such access.

The syntax is as follows:

grtv <basedb> <user>

where
<basedb> Is the name of the base database to which the user is to be
granted report views access.
<user> Is the name of the database user to whom report views access

is to be granted.

When you create a new base database in Dimensions you get,
by default, a <basedb>_rept report user. Subsequently, when
you install views using INSV, you can then use GRTV to grant
views to the database user <basedb>_rept, or any other
database user that you have created manually.

For Microsoft SQL Server Enterprise only, if you specify the
special user PUBLIC then access to the report views will be
granted to all Dimensions users.

REKV - Revoking Report Views from a Dimensions CM
User

This command revokes report views access from nominated users from a nominated base
database, after first checking that they currently are granted such access.

The syntax is as follows:

rekv <basedb> <user>
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where
<basedb> Is the name of the base database from which the user's access
to the report views will be revoked.
<user> Is the name of the database user from whom report views

access is to be revoked.

For Microsoft SQL Server Enterprise only, if you specify the
special user PUBLIC then access to the report views will be
removed from all Dimensions CM users.

LSGV - Listing Dimensions CM Users Granted Report
Views Access

This command list all Dimensions CM users in a nominated base database to whom report
views access has been granted, after first checking that report views are currently
installed in the base database.

The syntax is as follows:
lsgv <basedb> <user>

where

<basedb> Is the name of the base database from which to list users
currently granted report views access.

Recreating and Resizing Indexes in a Specified Base
Database

The recreatelndexes.sql script enables you to recreate and resize the indexes in a
specified base database. By default all the indexes in a base database are recreated, but
optional parameters allow you to recreate all the indexes on a specified table or just a
single specified index. By default the recreated indexes are placed in the PCMS_IDX
tablespace, but this can be overridden by an optional parameter.

The recreatelndexes.sql script is run under the dmdba utility, and is invoked by the
command:

recreatelndexes <basedb> [<tablespaceName>]
or

recreatelndexes <basedb> [<tablespaceName>] [/t[able]=<tableName>]
or

recreateIndexes <basedb> [<tablespaceName>] [/i[ndex]=<indexName>]

where <basedb> is the schema whose index(es) are to be recreated and
<tablespaceName> is the tablespace in which the indexes will be created.

The recreatelIndexes.sql script will rebuild and resize:

m all the indexes in the specified schema, or
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m if the /table qualifier is given, all the indexes on the table specified by
<tableName>, or

m if the /index qualifier is given, the single index <indexName>.

NOTE When the /table or /index qualifier is used, there must be no spaces before or
after the following '=" sign.

MIGRATE- Migrate an MBCS Encoded Database to
UTF-8

NOTE Only available, and displayed, when connected to a Serena-Supplied Runtime
RDBMS or an Oracle Enterprise database.

This command enables you to migrate a Serena-Supplied Runtime RDBMS or Oracle
Enterprise MBCS encoded database to UTF-8, see "Migrating MBCS Data to UTF-8 Data"
on page 593.

Configuring Dimensions CM Server Pooling

Standalone tools

Starting and Configuring Dimensions CM Server
Pooling

The dmlsnr and refreshpoolconfig tools must normally (unless mentioned otherwise)
be run by the following user accounts:

m dmlsnr: User root on UNIX and user dmsys on Windows.

m refreshpoolconfig: User root or dmsys on UNIX and user dmsys on Windows.

Dimensions CM server pooling (and the Serena License Manager) is automatically invoked
upon Dimensions CM startup. These processes are also automatically stopped upon
Dimensions CM shuts down. The server pooling is invoked with various default parameters
in the file 1istener.dat in the dfs sub-directory of the Dimensions CM installation
directory; in many circumstances, these default parameters will be perfectly adequate for
most users.

NOTE In Dimensions CM for z/0S, a certificate mechanism is used to connect back to
Dimensions CM from the mainframe. These certificates are also managed in memory by
the pooling feature on the server machine. Timeouts for these certificates
(-cert_timeout and -cert_purge_timeout) can be set up in the listener.dat file as
described later in this section).

On a Dimensions CM UNIX server, automatic server pooling is started and stopped as part
of the standard running of the Dimensions CM server startup and shutdown scripts
introduced at Dimensions CM release 2009 R1:

$DM_ROOT/prog/dm_control cm_start
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$DM_ROOT/prog/dm_control cm_stop
or by the legacy scripts

$DM_ROOT/prog/dmstartup
$DM_ROOT/prog/dmshutdown

On a Dimensions CM Windows server, the automatic server pooling is started and stopped
by starting and stopping the following Dimensions CM Windows service:

Serena Dimensions Listener Service

If you want to manually start/stop server pooling or dynamically reconfigure the
parameters with which it is run, then you need to invoke the dmlsnr or
refreshpoolconfig tools:

m dmlsnr enables a number of Dimensions CM application servers to be pre-started
prior to Dimensions CM clients connecting to a Dimensions CM server. This enables
faster connection time for clients as the application servers are already initialized and
connected to the Dimensions CM database. The pool manager server will also create
extra application servers, if necessary, up to a configured maximum after which client
requests will be refused. The pool will also be shrunk by destroying unallocated
application servers as clients disconnect, depending on the configuration of the pool
as determined by the 1istener.dat file.

An application server that is serving an idle client is de-allocated from that client after
a configurable length of time and is returned back to the pool ready for allocation to
other clients. Inactive clients are seamlessly reconnected when they try to access
Dimensions CM.

Once a client's application server is returned back to the pool, the client's state is still
maintained by the Dimensions CM pool manager server for a period of time. If they
remain inactive during this time, their state is discarded and when they are
reconnected they will start with a new session.

m refreshpooconfig enables the pool configuration to be updated while
Dimensions CM is still running, by dynamically updating the 1istener.dat file.

Manually invoking the dmlsnr or refreshpoolconfig commands is explained in
"Invoking Dimensions CM Server Pooling" on page 145. To recap, the specific commands
are

dmlsnr -param $DM _ROOT/dfs/listener.dat
and
refreshpoolconfig -host machine:port
If you are not using the default TCP port of 671 for the Dimensions Listener Service, you

must specify the appropriate port number.

NOTE If you want to display server pooling statistics, this can be done using either the
getpoolstats command or the Administration Console, see "Displaying Connection
Pooling Statistics" on page 175 for details.

The listener.dat file is a text file containing a series of lines of the following format:

-<param><white-space><param-value>
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The parameters supported are as follow:

-service

-user

-dsn

-min

-max

-initial

-free

-idle_timeout

-session_timeout

Default pcms_sdp

Specifies the port to listen to for client connections. You
may, therefore, run more than one pool manage using
different ports.

Specifies the operating system account name that will own
every application process in the pool. For the Serena-
Supplied Runtime RDBMS or Oracle Enterprise, this can be
any arbitrary valid operating system account; whereas, for
Microsoft SQL Server Enterprise, it must be the operating
system account of the database owner.

NOTE See the -restricted parameter concerning area/
remote node authentication credentials with respect to
running a server or agent in restricted mode.

Default intermediate@dmudb

Specifies the Dimensions CM base database name and the
ODBC data source name (DSN) to use when starting up the
initial applications servers at the time of pool manager
startup.

Default 5

Minimum number of application servers that the pool will
shrink to.

Default 120

Maximum number of application servers that the pool will
expand to.

Default 5

Initial number of application servers that will be created in
the pool at startup time. These will use the database
connection parameter -dsn for identifying the base
database to connect to.

Default 20

The maximum number of application servers that may be
left idle. Once this limit is reached, the pool will start
shrinking as necessary by destroying idle application
servers.

Default 300 at installation
Minimum: none, but 60 is recommended

The amount of time, in seconds, that a client can be idle
before it is disconnected.

Default 86400 (24 hours) at installation

Minimum 3600 (1 hour)

The amount of time, in seconds, that a client's session state
is maintained by the pool manager before being discarded.
The application server and the Dimensions CM license token
are then returned to the pool.

NOTE This value overrides the session-timeout parameter
used in web-1inf\web.xml files.
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-cert_timeout

-cert purge timeout

-max_auth_attempts

-dont_use_proxy

Default 3600 seconds at installation.
Maximum: none.

In Dimensions CM for z/0S, a certificate mechanism is used
to connect back to Dimensions CM from the mainframe.
This parameter specifies the interval that must pass
before the certificate expires.

Default 3600 seconds at installation.
Maximum: 3600 (i hour)

In Dimensions CM for z/0S, a certificate mechanism is used
to connect back to Dimensions CM from the mainframe.
This parameter specifies how often the pool
removes expired certificates.

Default 3

Minimum 0. Specifying zero disables the functioning of this
parameter, allowing an unlimited number of attempts to be
made to pass an authentication point.

To assist customers working in an environment where
verification of a user's identity is required as part of the
process, Dimensions CM offers authentication facilities for
"sensitive" changes to an object's lifecycle state and
attributes, improved audit trail generation, and new
reporting facilities.

The -max_auth_attempts parameter specifies the
maximum number of attempts that can be made to pass an
authentication point. Once the limit is reached, the user's
session will be terminated and they will have to log in to the
client again.

External executables called from event triggers run as the
Dimensions CM proxy user unless you specify
-dont_use_proxy in the dmlsnr configuration file or the
dmisnr command line. Specifying -dont_use_proxy causes
dmappsrv processes to run as the authenticated user
instead of the Dimensions CM proxy user. External
executables then run as the authenticated user. However,
the dmappsrv is locked to the user session, which disables
dmappsrv pooling.
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-restricted_mode Used if you want to start a Dimensions CM server or agent
in restricted mode, that is, as a user other than the default
UNIX user root or a Windows local administrator (for
example dmsys). If you want to do this, you will also have
to set the -user parameter to the appropriate user.

NOTE When running a server or agent in restricted mode,
area/remote node authentication credentials are not
used— that is, in restricted mode files in a remote area are
owned by the user running the dmpoo1 process (by default
dmsys), regardless of which user-id is set for the area or
userid specified in Remote Node Authentication.

NOTE LDAP authentication is required for UNIX servers.

NOTE You must additionally ensure that the service that
is specified by -service (which is pcms_sdp by default)
utilizes a port number of 1025 or higher rather than the
default of 671. You do this as follows:

= On Windows systems:

Edit the symbol DM_SERVICE_PCMS_SDP_TCP (see
"DM_SERVICE_PCMS_SDP_TCP" on page 52) to
specify the port number to be used. Note, that this
port number must also be used on the server node.

= On UNIX systems:

a Edit the /etc/services file to specify the port
number to be used (for example,
'pcms_sdp<tab>1025/tcp').

b Delete the "local connect pipe" (typically '/tmp/
dimensions_local_connect')—it will be
automatically recreated when the listener is
restarted.

¢ Change the ownership and/or permissions on
$DM_ROOT/prog/dmstartup and $DM_ROOT/prog/
dmshutdown so that they are executable by the
user specified by the -user flag.

-ssl Used for Secure Sockets Layer (SSL) connections, see

-ss1_password "Configuring Dimensions CM to Run SSL Encrypted Network
Connections" on page 519.

-trace Commented out by default.

-tracedir There may be occasions when it is necessary to diagnose

possible issues with the Serena Dimensions Listener.
Dimensions CM provides two special initialization
parameters that you can use to start the listener in a mode
that will trace internal progress and status information to a
log file for debugging purposes.

To enable tracing, uncomment and edit appropriately the
following lines in the listener.dat file:

-trace

-tracedir <directory_name>

where <directory_name> is the name of a directory where
the trace files are to be created.
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Displaying Connection Pooling Statistics

Standalone Utility

Administration
Console

getpoolstats [-host machine:port]

Database Management | Connection pooling statistics

This function displays connection pooling statistics.

If you are not using the default TCP port of 671 for the Dimensions Listener Service, you
must specify the appropriate port number.

The statistics output by getpoolstats and the Administration Console are similar and
include:

m  General Information

Number of sessions
Number of active sessions

Number of application server processes

m Detailed Information

User ID

Client Node

DB Name

DB Connection
Application Name

Time Connected (in sec)
Time Allocated (in sec)
Session ID

Process ID

Connection Pooling Statistics Main Window

The Connection Pooling Statistics main window of the Administration Console enables you
to view information about the current sessions in use with the Dimensions server.

Field or Button Description
Home Returns to the Administration Console main window.
Help Displays this help.

Refresh Manually refreshes the display of pooling statistics. The

display will automatically refresh every five minutes.

Number of sessions Total number of login sessions (active plus inactive).

Inactive sessions entries are colored blue; active
sessions are colored black.

Number of active The number of login sessions that are presently active
sessions (colored black).
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Purpose

Field or Button

Description

Number of server

The number of server processes that have been started

processes and are currently in use by a session.

User ID The user ID for the login session.

Client Node The machine the user logged in from. For the web client
or Administration Console, this is the machine that is
running the web application server (Tomcat).

DB Name The base database name for the login session.

DB Connection

The database connection for the login session.

Application Name

The client program that is being accessed by the user.
For example, PCCLIENT represents the desktop client.

Time Connected (in sec)

The amount of time the user has been logged in using
this session.

Time Allocated (in sec)

The total amount of time a server process has been
allocated to this session.

Session ID

The unique ID for the session.

Process ID

The unique process ID of the server process allocated
to this session. If this value is 0, then there is no server
process allocated and the session is idle.

How to View Connection Pooling Statistics

Follow this procedure to display information about which users are connected to the
Dimensions CM server and what resources they are using. You can use this information to
monitor the server pool and make adjustments as necessary in the configuration file,
listener.dat. For example, you might adjust the minimum and maximum parameters in
order to control the number of server processes in the pool.

To view pooling statistics:

Under Database Management, click the Connection pooling statistics link. The
Connection Pooling Statistics Main Window appears.

Managing Remote Jobs

Administration

Console

Distributed Development | Remote jobs

Remote job execution enables a client to initiate a remote operation to be run on a
tertiary node on which a Dimensions listener is running. For details on how to set up
remote jobs, see "Remote Job Execution Templates" in the Developer's Reference and

"Executing Operations on Remote Nodes" on page 577.

The Administration Console Remote Jobs function enables you to list the jobs in the job
queue and to view their logs, and to edit and delete jobs in the queue.
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About Remote Jobs

Remote job execution enables you to invoke processing on a remote node on which a
Dimensions Listener is running, and to integrate Dimensions with your own systems and
tools. For further details, see "Remote Job Execution" in the Developer's Reference.

The Remote Jobs option in the Administration Console enables you to:
m List and view remote jobs.
m  Change the status or description of remote jobs.

m  Delete remote jobs.

Remote Jobs Main Window

The Remote Jobs main window consists of the following:

= Menu area: Displays the toolbar buttons to help you carry out various tasks. See
Remote Jobs Menu Area on page 177.

= Navigation area: Enables you to view and select from a list of remote jobs. See
Remote Jobs Navigation Area on page 178.

= Content area: Displays a list of remote jobs, or the details on a selected remote job.
See Remote Jobs Content Area on page 178.

m Status area: Displays login details.For details on the Administration Console status
area, see the Process Configuration Guide.

Remote Jobs Menu Area

The Remote Jobs tab enables you to view the details on remote jobs. You can also change
the status of a job and change its description. You can also delete one or more remote
jobs. See the table below for a description of the toolbar buttons that appear on the
Remote Jobs tab:

Button Function
Changes the status of selected remote jobs, if
% at status 'SUBMITTED', using the Change

Status of Remote Job dialog box.

Changes the description of selected remote

Ey jobs, if at status 'SUBMITTED', using the
- Change Description of Remote Job dialog
box.
% Deletes one or more selected jobs.
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Purpose

Remote Jobs Navigation Area

When you select the Remote Jobs tab, the navigation area lists all the remote jobs for the
base database. Selecting the top-level icon displays all the jobs in the content area.
Selecting a job in the navigation area displays its details in the content area.

Remote Jobs Content Area

What appears in the content area depends on what you have selected in the navigation
area.

If you select... | Then the content area displays...

The top-level m A list of remote jobs.
base database )
object m [7: Select one or more objects.

m %: Select all objects.
m  Filter: Accesses the Remote Job Filter dialog box.

. A Display a summary of the objects in an HTML
page (suitable for printing).

s H: Display a summary of the objects as comma-
separated values in a text file.
A remote job A General section: displays general details about the

object remote job. Click the View/Show Logs button adjacent to
General to display the logs for the job.

How to List and View Remote Jobs

Follow this procedure when you want to see the status and result of remote jobs or build
commands that have been initiated on Dimensions tertiary network nodes, or to view
their logs.

For a build command, the log contains a brief build summary and details on which targets
were built and successfully preserved in Dimensions. It also shows any messages/
warnings/errors generated during build outputs collection.

To list remote jobs:

1 In the Remote Jobs main window, click the Remote Jobs tab.
To filter the list of remote jobs:

1 Click the Filter link at the top of the content area.

2 Complete the fields in the Remote Job Filter dialog box. To clear the filter criteria, click
the Reset Filter button.

To view the log for a remote job:
1 Select the job in the navigation area.

2 In the content area, click the View Logs button: ;g
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How to Edit and Delete Remote Jobs

Purpose  Follow this procedure when you want to change the status, result code, or description of
remote jobs or build commands in the job queue, or to delete them from the job queue.

To change the status of a remote job:

1 Select the job(s) whose status you want to change in the content area.
NOTE You can only change the status if the current status is SUBMITTED.

2 Click the Change Status button: @

3 In the Change Status of Remote Job dialog box, select SUCCEEDED or FAILED.
4 Enter a Result Code.

5 Click OK to confirm the change.

To change the description of a remote job:

1 Select the job(s) whose description you want to change in the content area.

NOTE You can only change the description if the current status of the job is
SUBMITTED.

2 Click the Change Description button: Es.i-'
3 Enter a new Description.
4 Click OK to confirm the change.
To delete remote jobs:
1 Select the job(s) you want to delete in the content area.
2 Click the Delete button: I@ to delete the selected job(s).
3 Click Yes to confirm that you want to delete the job(s).
NOTE You can only delete a job if the status is SUCCEEDED or FAILED.

Administering Dimensions CM Users

Introduction

The Dimensions CM user administration utilities (apart from "Displaying Connection
Pooling Statistics" on page 175) are operative with respect to a particular Dimensions CM
base database, and their use is restricted to the Dimensions CM base database managers
for the base database concerned or—for credential set administration—the user who
created a particular credential set. They are accessed through one or more of:

m  The Dimensions CM dmc1i command-line interface.

m The Dimensions CM Administration Console.

For brevity, the command names (if existent) are used when referring generically to the
associated utilities. The following utilities are provided.
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= UREG - Register Users

dmcli Command

Administration Console

= XREG - Un-Register User

dmcli Command

Administration Console

UREG <qualifiers>

Users and Roles |
User & group registration | Users | Users
and Groups tab | New button

XREG <qualifiers>

Users and Roles |
User & group registration | Users | Users
and Groups tab | Delete button

= UUA - Update User Attributes

dmcli Command

Administration Console

UUA <qualifiers>

Users and Roles |
User & group registration | Users | Users
and Groups tab | Manage Attributes button

= RREG - Reassign User Registration

dmcli Command

Administration Console

m CCS - Create Credential Set

dmcli Command
Administration Console

m  DCS - Delete Credential Set
dmcli Command
Administration Console

= UCS- Update Credential Set

dmcli Command

Administration Console

RREG <qualifiers>

No equivalent function available.

CCS <qualifiers>

No equivalent function available.

DCS <qualifiers>

No equivalent function available.

UCS <qualifiers>

No equivalent function available.

m LCS - List Credential Sets for Current User

dmcli Command

Administration Console

LCS

No equivalent function available.
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dmcli
Command

= Assign base database manager

dmcli Command

No equivalent function available.

Administration Console Users and Roles |

Privileged Assignments |
Administration Privileges (from drop down
box; shows Product Level Privileges by default).

= Displaying Connection Pooling Statistics

Standalone Utility

getpoolstats -host machine:port

Administration Console Database Management Tool |

Connection Pooling Statistics

Invoking the various tools is described in:

m dmcli commands: "Invoking dmcli" on page 147.

m  Administration Console: "Invoking the Administration Console" on page 148.

m getpoolstats standalone utility: "Invoking Dimensions CM Server Pooling" on page

145.

UREG - Register Users

This command will register a Dimensions CM user. A base database manager may only
register users in base databases for which they have such privileges (see also "Assigning
General Administrative Privileges" on page 189).

The syntax is as follows:

UREG <UserId> -

[/WORKSET=<project_spec>] [/[NO]JPASSWORD SAVE] -
[ /LOCALE=<1locale>] -
[/ATTRIBUTES=(site=<site>,group_id=<group_id>, -
Dept=<dept>, full_name=<full_name>,phone=<Phone>, -
<attribute_id>=<value>,email_addr=<email_addr>)]

where

<UserId>

<project spec>

<locale>

Is an existing operating-system login id for the new
Dimensions CM user, for example, usera.

To register a user as a "proxy" user, specify * as the user-
id. See "Types of Dimensions CM User" on page 131 for a
discussion of "proxy" users.

Note: Once proxy log in is enabled, any user will be able
to access the database without requiring to be registered.

Is the specification (in the form
<product_id>:<project_name>) of the user's initial
default project/stream. If this is not specified, no initial
default project/stream is defined for the user.

Is the UNIX-style local string, for example, en_US.
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<site> Is the location or site of the new Dimensions CM user, for
example, St. Albans.
Note: You can specify as many or as few of the
attributes—this and below—as you want.

<group_id> Is the group_id of the new Dimensions CM user, for
example, Testing.

<dept> Is the department of the new Dimensions CM user, for
example, Finance.

<full_name> Is the full User name of the new Dimensions CM user, for
example, A. N. User

<Phone> Is the new Dimensions CM User's telephone number, for
example, 01727 812812

<attribute_id> Is a pre-defined user-specified attribute and associated
value, for example, country_orig=UK

NOTE If you subsequently want to update a user’s
attributes, you can either do that through the
Administration Console (see Process Configuration
Guide) or through the dmc1i "Update User Attributes"
command UUA (see Command-Line Reference).

<email_addr> Is a free text value for your email address. As the
character '@’ is the default dmc1i escape character, you
will need to specify your email address in a form such as
'myemail@@mycomapny.com'. All your Dimensions CM
mail will be sent to this address.

/PASSWORD_SAVE or Certain Dimensions CM client tools have a "remote

/NOPASSWORD_Save automatic login" facility (see, for example, the User's
Guide). To be able to utilize this facility, the user's
operating system login password on the remote
Dimensions CM server must be saved locally on the
client. When you create a Dimensions CM user:

m This facility is permitted by specifying the
/PASSWORD_SAVE qualifier. Subsequently, the first
time a client tool is invoked the user will have the
option in the Login dialog of storing their remote
login password in an encrypted format on the client
(under the existing connection specific key with an
Access Control List (ACL) applied to it for added
security). Further remote logins will than be
automatic unless the CTRL or Shift key is kept
depressed during client invocation.

m This facility is deactivated by specifying the
/NOPASSWORD_SAVE qualifier. If neither the
/PASSWORD_SAVE nor the /NOPASSWORD_SAVE is
specified, then the latter is the assumed default.
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Administration
Console

dmcli
Command

m If the user subsequently changes their remote login
password:

m  The next time they try an automatic remote login
from one of the specified client tools, they will
receive a message informing them that their stored
remote login password is incorrect.

m The Login dialog will be displayed prompting them for
their (new) remote login password.

= Once connection has been established, the new
remote login password will get stored as described
above.

m  From then on, subsequent remote logins will again
be automatic.

IMPORTANT! The length of each item of information about the new user is limited, and
any excess will be truncated. In particular, the database names, passwords and login-id
are limited to 25 characters, and the department field is limited to 10 characters.

An advisory mail message is sent to the user giving details on changes to the appropriate
environment for running Dimensions CM. The Dimensions CM Batch Log is mailed to the
DBA.

The function is accessed as follows:

Users and Roles | User & group registration | Users |
Users and Groups tab | New button

Refer to the description of the UREG command (see page 181), the related document
Process Configuration Guide, and the Administration Console's online help for more
detailed information.

XREG - Unregister Users

Users should be deleted (unregistered) whenever they no longer need to use
Dimensions CM. The XREG command enables the base database managers for a base
database to delete users from it.

The syntax is as follows:
XREG <UserId> [/[NO]KEEP]

where:

<UserId> Is the login id of the of the Dimensions CM user to be deleted, for
example, USER_A.

To disable "proxy" user log in, specify * as the user-id. See "Types of
Dimensions CM User" on page 131 for a discussion of "proxy" users.

Note: Once proxy log in is disabled, no user will be able to access the
database without requiring to be registered.
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Administration
Console

dmcli
Command

/ [NO]KEEP Determines whether associated delegations and user role
assignments are to be kept or deleted.

CAUTION! For this function to run successfully, it is important to ensure that no other
Dimensions CM or RDBMS activity, which affects this user, should occur while it is
running. The operation must also not be interrupted or terminated prematurely.

Prior to the XREG operation being started, the command will check to see if any users are
currently connected to the database. The operation will not be attempted if the user is
active. However, the XREG operation does not prevent users attempting to connect while
the operation is in progress.

Once the XREG operation has completed, an advisory mail message is sent to the user.

Although XREG retains the corresponding user profile information, unless /KEEP is
specified associated delegations and user role assignments (specified by the

Dimensions CM Define User Roles (DUR) command or the Administration Console) are also
deleted.

Upon completion of the delete operation, the deleted user's account profile information is
retained within the base database, and such a user becomes Dormant.

The function is accessed as follows:

Users and Roles | User & group registration | Users |
Users and Groups tab | Delete button

Refer to the description of the XREG command (see page 183), the related document
Process Configuration Guide, and the Administration Console's online help for more
detailed information.

Credential Sets Considerations

XREG checks the credential set table for any matches. If a match is found:
m A warning stating credential set records exist is issued to the user.
m All corresponding credential set records are deleted.

= Any area definitions referencing the above credential sets have the credential set uid
field (AREA_CATALOGUE.AREA_CS_UID) reset as well as the user name field
(AREA_CATALOGUE.AREA_USERNAME).

UUA- Update User Attributes

This command is used to update the attributes for a Dimensions CM user.
The syntax is as follows:

UUA <UserId> [/ATTRIBUTES=(<attribute-id>=<value>,
<attribute-id>=<value>,..)] [/[NOJPASSWORD SAVE]

where

<UserId> is the login id of the Dimensions CM user.
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<attribute-id> Specifies an attribute ID.
<value> is the attribute value.

/[NO]PASSWORD_SAVE  Certain Dimensions client tools have a "remote automatic
login" facility (see, for example, the PC Client User's Guide).
To be able to utilize this facility, the user's operating system
login password on the remote Dimensions server must be
saved locally on the client. When you update a Dimensions
user's attributes:

= This facility is permitted by specifying the /
PASSWORD_SAVE qualifier. Subsequently, the first time
a client tool is invoked the user will have the option in
the Login dialog of storing their remote login password
in an encrypted format on the client (under the existing
connection specific key with an Access Control List (ACL)
applied to it for added security). Further remote logins
will than be automatic unless the CTRL or Shift key is
kept depressed during client invocation.

= This facility is deactivated by specifying the
/NOPASSWORD_SAVE qualifier. If neither the
/PASSWORD_SAVE nor the /NOPASSWORD_SAVE is
specified, then the latter is the assumed default.

If the user subsequently changes their remote login
password:

m  The next time they try an automatic remote login from
one of the specified client tools, they will receive a
message informing them that their stored remote login
password is incorrect.

m  The Login dialog will be displayed prompting them for
their (new) remote login password.

= Once connection has been established, the new remote
login password will get stored as described above.

m  From then on, subsequent remote logins will again be
automatic.

The length of each item of information about the new user is
limited, and any excess will be truncated. In particular, the
database names, passwords and login-id are limited to 25
characters, and the department field is limited to 10
characters.
An advisory mail message is sent to the user giving details on
changes to the appropriate environment for running
Dimensions. The Dimensions Batch Log is mailed to the DBA.

For example, if user peter was registered as a Dimensions CM user and his site and
passport number had been changed, then the command would be:

UUA peter /ATTRIBUTES=(site=Michigan, passport_id=1243)

Administration  The function is accessed as follows:

Console , i
Users and Roles | User & group registration | Users |

Users and Groups tab | Manage Attributes button
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dmcli
Command

Administration
Console

dmcli
Command

Administration
Console

RREG - Reassign User Registration

This command is used to change the operating-system user account that is associated
with a Dimensions CM user.

The syntax is as follows:

RREG <ExistingUserId> /USER=<NewUserId>

where
<ExistingUserId> is the old operating-system login id currently associated to a
Dimensions CM user.
<NewUserId> is the new operating-system login to be associated to a

Dimensions CM user.

For example, if user peter was registered as a Dimensions CM user and his operating-
system account name has been changed to peter_rd, then the command would be:

RREG peter /USER=peter rd

NOTES

m If you change the operating system user account for a database to which you are
currently connected it is recommended that you quit your client immediately after
running the RREG command.

m  RREG completely renames the user account and so will effect the change history. For
example, audit trail records that refer to the old operating system account will be
updated to the newly specified account.

No equivalent function available.

CCS - Create Credential Set

This command will create a credential set of the specified name, user-id, and password.
Each users creates their own credential set.

The syntax is as follows:

CCS <credential-spec> -
/USER =<userid> -
/PASSWORD=<password>

where
<credential-spec> Is the name of the credential set.
<user-id> Is the operating-system user-id.
<password> Is the operating-system password for the specified user-

id.

No equivalent function available.
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dmcli
Command

Overview

Prior to Dimensions CM 10.1.2, each Dimensions CM work or deployment area required a
set of credentials (operating-system user-id and password) stored against it, which are
then used for any operations performed against that area. When a password expires or
changes with respect to a given user-id, the user had to search out the areas that use that
set of credentials and update the credentials appropriately.

To facilitate managing credential sets, from Dimensions CM 10.1.2 onwards, user-id and
password information is externalized into a user-owned table; this table can then be
referenced by the various parts of Dimensions CM that require this type of information,
for example, work or deployment areas. By externalizing this data into a user-owned
table, the user will be able to update a given set of credentials in one location and have
the effects seen across the system.

Features

The following are the salient features of credential sets:
m  The credential set name is unique to each user—there are no global credential sets.
m A user may only view, update, delete, or use credential sets that belongs to them.

m A user invokes a credential set by specifying the name wrapped in <> in any field that
accepts a user-id. for example:

<my-credential-set>

m  Blowfish encryption is used on all credential set passwords.

Related Commands
DCS - Delete Credential Set. See "DCS - Delete Credential Set" on page 187.
UCS - Update Credential Set. See "UCS - Update Credential Set" on page 188

LCS - List Credential Sets for Current User. See "LCS - List Credential Sets for Current
User" on page 188.

XREG - Un-Register Users. See "XREG - Unregister Users" on page 183 and DUSR in
Command-Line Reference.

AUTH - Authorize Access to Node. See Command-Line Reference.
CA - Create Area. See Command-Line Reference.

DUSR - Un-register Users. See Command-Line Reference and "XREG - Unregister Users"
on page 183.

REXEC - Execute a Job on a Network Node. See Command-Line Reference and "Executing
Operations on Remote Nodes" on page 577.

UA - Update Area. See Command-Line Reference.

DCS - Delete Credential Set

This command will delete the specified credential set. Only the user who created a
credential set can delete it.
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The syntax is as follows:
DCS <credential-spec>

where
<credential-spec> Is the name of the credential set.

Administration  No equivalent function available.
Console

UCS - Update Credential Set

dmcli  This command will update an existing credential set with a new user-id or password. Only
Command the user who created a credential set can update it.

L NOTES
m If the credential set does not exist, it will be added.

m A credential set cannot be renamed. It must be deleted and then created anew with
a hew name.

The syntax is as follows:

UCS <credential-spec> -
/USER =<user-id> or
/PASSWORD=<password> or
/USER =<user-id> /PASSWORD=<password>

where
<credential-spec> Is the name of the credential set.
<user-id> Is the user ID.
<password> Is the password for the specified user ID.

Administration  No equivalent function available.
Console

LCS - List Credential Sets for Current User

dmcli  This command will list the current credential sets defined for the current user. Only the set
Command name and user-id will be displayed—no password.

The syntax is as follows:
LCS
The listing will be similar to the following example:

Name User ID
D3 joe-user
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N1 juser

S1 joeuser

Assigning General Administrative Privileges

dmcli  Not supported.

Command
Administration Users and Roles | Privileged assignments | Administration Privileges
Console (from drop down box; shows Product Level Privileges by default).

This function enables an existing base database manager to add a Dimensions CM user to
the list of base database managers for the base database (the base database concerned is
the one that was selected when the Administration Console was first invoked).

Base database managers are also deleted (to be precise, demoted back to normal
Dimensions CM users) by use of the Administration Console.

Refer to the related document Process Configuration Guide and the Administration
Console's online help for more detailed information.

Backing Up Item Libraries

To guard against the possibility of hardware failure that may result in the RDBMS
database or Dimensions CM libraries becoming unusable, it is vital that back ups take
place on a regular basis. The information stored under Dimensions CM that should
regularly be backed up comprises:

m Information stored within base databases.

m  Product items stored within the Dimensions CM item libraries. The item libraries are
operating-system directories.

To preserve consistency between the database and the item libraries after recovery, it is
necessary to take backups of both of these simultaneously: that is, export or back up all
database files and their associated product item libraries at the same time. This ensures
physical synchronization among all the components, representing a valid snapshot of the
Dimensions CM data at a specific point in time.

To determine the nodes and directory names for each of the item libraries:
1 List the base database names with Dimensions CM LSDB, see page 163.

2 Connect to the first base database <basedb> with the appropriate DSN connect string
<connect_string> by typing

dmdba <basedb>@<connect_string>

See "Running the Dimensions CM DBA Tools" on page 139 regarding the dmdba
command line interface.

3 Execute the following SQL commands with respect to the connected base database
<basedb>

BASEDB> spool "<listing.out>"

System Administration Guide 189



Chapter 10 Dimensions CM System Administration

BASEDB> select distinct node_name, library from obj types where
type _flag = 'I"';
BASEDB> exit

Replace listing.out with your own filename in which to store the
information displayed to the screen.

4 Repeat steps 2 and 3 for all the remaining base databases.

Configuring the dmicasrv Server

The dmlicasrv server monitors all projects and streams for new change sets and sends
them to their respective library caches using the DLCA command with a list of changes.

dmlcasrv_config.dat is the configuration file for dmicasrv and is located in:

%DM_ROOT%\CM\dfs\

The file contains descriptions of all the server options.

Encrypting Usernames and Passwords

To connect to a database, or start a process as a specific operating system user, the
Dimensions CM server requires the credentials of an operating system or database user
account, typically a user ID and password. Credentials are stored in the file
registry.dat in encrypted format.

By default CM uses the cipher type aes-128-cbc. To specify a different cipher type add
the flag DM_CIPHER_TYPE to the Dimensions CM dm.cfg configuration file on the server
and specify one of the following (listed in descending order of security):

m  aes-256-cbc

m  ssha256

m  bf-ecb (BlowFish, was the default prior to CM 14.2)
m  md5

If registry.dat was encrypted with a cipher that is different to the current one, CM
automatically:

m  Re-encrypts registry.dat with the current cipher.
m Saves a copy of the previous version as registry.dat.prev.n.
Re-encryption occurs when:

m A Dimensions CM server initially accesses registry.dat, for example, after a restart
or an upgrade.

m The default cipher is changed using the dmpasswd utility and the server is not
restarted.
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After every re-encryption n is incremented by 1, for example:

registry.dat.prev.1
registry.dat.prev.2

NOTE If you use aes-256-cbc, the Java Runtime Environment used to run Serena CM

Common Tools (Tomcat) should be patched with JCE Unlimited Strength Jurisdiction Policy
Files that you can download from the official Java site.
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Chapter Overview

Disclaimer

a

IMPORTANT!

m The utilities described in this chapter should only be run by a database administrator or a user
with detailed technical knowledge.

m If you are using an Oracle Enterprise or Microsoft SQL Server Enterprise RDBMS,
please refer to your DBA or vendor documentation concerning similar utilities to
those described in this chapter for the Serena-Supplied Runtime RDBMS.

The starting, stopping, and restarting of Windows services and the use of various Serena-
Supplied Runtime RDBMS database maintenance utilities enable:

m The starting of the Serena-Supplied Runtime RDBMS (see "Starting the Serena-
Supplied Runtime RDBMS" on page 194).

m The stopping of the Serena-Supplied Runtime RDBMS (see "Stopping the Serena-
Supplied Runtime RDBMS" on page 195).

m The restarting of the Serena-Supplied Runtime RDBMS (see "Restarting the Serena-
Supplied Runtime RDBMS" on page 196).

m The backing up of Dimensions databases in the Serena-Supplied Runtime RDBMS to a
backup file (see "Backing Up Serena-Supplied Runtime RDBMS Dimensions
Databases" on page 197).

m The restoring of Dimensions databases into a Serena-Supplied Runtime RDBMS from
a backup file created earlier (see "Restoring Serena-Supplied Runtime RDBMS
Dimensions Databases" on page 198).

Serena makes no warranty of any kind in regard to the contents of this chapter, including
but not limited to implied warranties of merchantable quality or fitness for any particular
purpose. Serena shall not be liable for errors contained in it or for incidental or
consequential damages in connection with the furnishing, performance, or use of this
chapter or associated software. The information in this chapter is subject to change
without notice.

Starting the Serena-Supplied Runtime RDBMS

Starting the Serena-Supplied Runtime RDBMS for
Windows

The appropriate Windows services for the Serena-Supplied Runtime RDBMS should start
up automatically when the PC is started. However, if they fail to automatically start,
proceed as follows:

1 Login as a user with local Windows administrative rights.
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Access Windows services by:
Start | Control Panel | Services
or
Start | Control Panel | Administrative Tools | Services

Right click Oracle<oracle_service _name>TNSListener (by default this will be
OracleDimensionsTNSListener).

Select Start.

Right click OracleService<oracle_service> (by default this will be
OracleServiceDIM10).

Select Start.

Starting the Serena-Supplied Runtime RDBMS for
UNIX

Proceed as follows to start the Serena-Supplied Runtime RDBMS:

1
2

Log in as user root.

Give yourself the Dimensions CM environment, as explained in "General Prerequisites
on page 138.

Run the following command:

$ dm_control rdbms_start
Run the following command:

$ ps -eaf | grep ora

If various oracle UNIX processes are not running, consult the Troubleshooting
appendix in the Installation Guide for UNIX.

Stopping the Serena-Supplied Runtime RDBMS

Stopping the Serena-Supplied Runtime RDBMS for
Windows

The appropriate Windows services for the Serena-Supplied Runtime RDBMS should stop
automatically when the PC is shut down. However, if you want to stop them without
shutting down Windows, proceed as follows:

1
2

Log in as a user with local Windows administrative rights.
Access Windows services by:

Start | Control Panel | Services

or
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Start | Control Panel | Administrative Tools | Services

3 Rightclick Oracle<oracle_service _name>TNSListener (by default this will be
OracleDimensionsTNSListener).

4 Select Stop.

5 Rightclick OracleService<oracle_service> (by default this will be
OracleServiceDIM10).

6 Select Stop.

Stopping the Serena-Supplied Runtime RDBMS for
UNIX

Proceed as follows to stop the Serena-Supplied Runtime RDBMS:

1 Loginas user root.

2 Give yourself the Dimensions CM environment, as explained in "General Prerequisites"
on page 138.

3 Run the following command:

$ dm_control rdbms_stop

Restarting the Serena-Supplied Runtime RDBMS

Restarting the Serena-Supplied Runtime RDBMS for
Windows

The appropriate Windows services for the Serena-Supplied Runtime RDBMS should restart
automatically when the PC is restarted. However, if you want to restart them for some
reason without restarting Windows, proceed as follows:

1 Login as a user with local Windows administrative rights.
2 Access Windows services by:
Start | Control Panel | Services
or
Start | Control Panel | Administrative Tools | Services

3 Rightclick Oracle<oracle_service name>TNSListener (by default this will be
OracleDimensionsTNSListener).

4 Select Restart.

5 Rightclick OracleService<oracle service> (by default this will be
OracleServiceDIM10).

6 Select Restart.
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Restarting the Serena-Supplied Runtime RDBMS for
UNIX

Proceed as follows to restart the Serena-Supplied Runtime RDBMS:

1 Loginas user root.

2 Give yourself the Dimensions CM environment, as explained in "General Prerequisites"
on page 138.

3 Run the following command:

$ dm _control rdbms_restart
4 Run the following command:

$ ps -eaf | grep ora

5 If various oracle UNIX processes are not running, consult the Troubleshooting
appendix in the Installation Guide for UNIX.

Backing Up Serena-Supplied Runtime RDBMS
Dimensions Databases

Overview

The Dimensions CM dm_backup script enables you to back up (for archiving or restoration
using the dm_restore script):

m  Specific Serena-Supplied Runtime RDBMS database schemas.

m The full database instance.

NOTE
m All CM servers accessing the database must be shutdown for the duration of the
backup.

m  The host Oracle must be running.

Before running the backup script check that no character set conversion occurs during
database export:

1 Check the current database character set:

$ sqlplus system/XXXXX@DIM14
SQL> select * from nls_database_parameters where parameter =
"NLS_CHARACTERSET';

PARAMETER VALUE

NLS CHARACTERSET AL32UTF8
2 Check the current (Oracle) client environment:

$ echo $NLS_LANG
ENGLISH UNITED KINGDOM.AL32UTF8
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If the NLS_LANG setting is wrong and does not match the database character set you
must set it to the correct value.

3 When the script runs the output or log file should contain a line, similar to the
following, that references the database character set:

Export done in AL32UTF8 character set and AL16UTF16 NCHAR character
set

The dm_backup Syntax

The dm_backup syntax is as follows:
dm_backup /u <schemaName> /f <expFile> [/a] [/1 <logFile>]
For example:

dm_backup /u system/<password>@diml@ /f export.exp /a

where

/u <schemaName> Specifies the full database connection details to access
the schema you want to backup:

m If you want to backup a specific schema, then you must
specify that schema.

m If you are backing up your entire Dimensions CM
instance, then you must specify the SYSTEM account
details.

/f <expFile> Specifies the name of the backup file to be created.

/a If specified, results in all schemas being backed up.
This is only meaningful when performing a SYSTEM
backup.

/1 <logFile> If specified, logs operating-system messages output by

dm_backup to the file <logFile>.

Restoring Serena-Supplied Runtime RDBMS Dimensions
Databases

Overview

The Dimensions CM dm_restore script enables the DBA to restore from a backup file
(created from the complementary dm_backup script) either:

m  Selected specific Serena-Supplied Runtime RDBMS database schemas.

m The full database instance itself.
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CAUTION!

m The dm_restore script reinitializes the database that is being restored. Check that
no one is accessing the databases prior to running the script, else the restoration
process may fail.

m The restoration process will delete the database schemas that you are trying to
restore. Consequently, it is essential that you have a trusted database instance
restore point that you can go back to if an issue occurs during the restoration
process. Failure to do so will result in loss of data.

The dm_restore Syntax

The dm_restore syntax is as follows:

dm_restore <systemDatabase@DSN> /u <schemaName> /f <expFile> [/a]
[/ <logFile>] [/z]

For example:
dm_restore system/<password>@diml® /f export.exp /a

where

<systemDatabase@DSN> Specifies the full connection details of the SYSTEM
account you are wanting to restore databases for.

/u <schemaName> Specifies the Dimensions CM database schema that you
want to restore:

m If you want to restore a specific schema, then you must
specify that schema.

m If you want to restore your entire Dimensions CM
instance, then you must specify SYSTEM.

NOTE See the additional notes below.

/f <expFile> Specifies the name of the specific backup file (created
by the dm_backup script) to be used for restoration.

/a If specified, results in all schemas being restored. This
is only meaningful when performing a SYSTEM
restoration.

/1 <logFile> If specified, logs operating-system messages output by
dm_restore to the file <logFile>.

/z If specified, forces restoration to occur. No confirmation
is required.
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NOTES

m If you are restoring a specific Dimensions CM database schema, that schema must
already exist in the database instance that you are restoring the schema into.

m If you are restoring your entire database instance, then the restoration process will
only restore the database schemas that exist both in your backup file and in your
recipient instance. If this condition is not satisfied, then you will either need to:

¢ restore specific database schemas one at a time, or;
e use the DMDBA crdb utility to create empty databases first.

Failure to do this may result in the restoration process failing to restore the database
you were expecting.

Preparing the Restored Database Schemas for Use

Restoring Database Schema Grants

If you restored database schemas by repeatedly restoring single database schemas
(rather than restoring the entire database instance by specifying SYSTEM), then for each
specific schema restored, you will need to restore the appropriate grants to use the
database schema.

To do this, run the following commands for each schema:

dmdba pcms_sys/<pcms_sys_password>@<dnsName> grant_pcms_sys
<DimensionsDatabaseName>

dmdba system/<system_password>@<dnsName> cpas
<DimensionsDatabaseName> /new=<DimensionsDatabaseName>

Once the grant commands have been run for all the restored schemas, you then need to
shut down and restart the Dimensions CM installation.
Reinstalling Published Views into the Restored Schemas

If you deleted published (report) views prior to creating a backup (which is a prerequisite
if such views existed), then you now need to re-install and re-grant these views to the
report users. For each database:

1 Loginto dmdba as the Dimensions CM RDBMS Administrator (for the Serena-Supplied
Runtime RDBMS this will be system), see "Running the Dimensions CM DBA Tools" on
page 139.

2 Enter the following command for database schema <basedb>:
insv <basedb>
(see "INSV - Installing Report Views" on page 167).

3 Enter the following command for report user <basedb_report_username> in
database schema <basedb>:

grtv <basedb> <basedb _report_username>

(see "GRTV - Granting Report Views to a Dimensions CM User" on page 168).
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The following message should return:
Report views have been successfully granted.

The initial invocation of grtv sometimes results in an error stream starting with:

SQL-1E36-40(0OGBOFE6O) ORA-00955: name is already used by an existing object

You can safely ignore these errors.
4 Repeat Step 3 on page 200 for each report user in database schema <basedb>.

5 Repeat Step 1 on page 200 to Step 4 on page 201 for each restored database
schema.

Reducing Database Fragmentation

The Serena-Supplied Runtime RDBMS database may over time become increasingly
fragmented as Dimensions CM users are created and dropped and Dimensions CM
operations are performed. This fragmentation may begin to have a harmful effect on the
performance of Dimensions CM if left unchecked. The DBA can check on the amount of
fragmentation that is present in the database by running the dmdba SPAC report (see
"SPAC- Reporting on Tablespace Usage" on page 166). This report details the number of
fragments that are present in a database. If the number under the column "Number of
Fragments" reads at or above 50 then the DBA should consider performing a full SYSTEM
dm_restore.

Additional Serena-Supplied Runtime RDBMS Control

Files

Every Serena-Supplied Runtime RDBMS instance uses a small binary file called a Contro/
File. This file contains the information required to startup the Serena-Supplied Runtime
RDBMS Instance. This file is resident:

= UNIX

In the directory $ORACLE_HOME/oradata/<ora_sid> - it is given the name
ctllpcms.ora.

= Windows

In the directory %0RACLE_HOME%\oradata\<ORA_SID> - it is given the name
CTL1PCMS.ORA.

It is recommended that multiple copies of this file are kept on separate disks to reduce
the risk of a media failure removing the control files. The UNIX and Windows installations
of the Serena-Supplied Runtime RDBMS, however, create only one. To create another
Control File (second one for UNIX or Windows) and/or to relocate the existing or created
additional copies of the Control File (UNIX or Windows) use the following procedure:

1 Shut the database down.
See "Stopping the Serena-Supplied Runtime RDBMS" on page 195.
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2 Copy the Control File to another disk.
e For UNIX

Modify the file init<ora_sid>.ora by adding or modifying the parameter
CONTROL_FILES to include the name of the new Control File. A symbolic link to the
file init<ora_sid>.orais located in the $ORACLE_HOME/dbs directory (the
physical file is located in the $ORACLE_HOME/admin/<ora_sid>/pfile directory).

For example, suppose that the Oracle SID is dim10, the existing Control File is:
/opt/oracle/10.2.0.2/oradata/diml0/ctllpcms.ora

and this file is copied into a new file called:
/disk2/oracle/data/cntrl2pcms.ora

residing on a different disk.

To take into account the new Control File, add the following line to the file
initdiml0.ora:

control_files =
(/opt/oracle/10.2.0.2/oradata/dimlO/ctllpcms.ora,
/disk2/oracle/data/cntrl2pcms.ora)

e For Windows:

Modify the file init.ora by adding or modifying the parameter control_files to
include the name of the new Control File. The file init.orais located in the
%0RACLE_HOME%\srvm\admin directory

The editing process in analogous to that described for UNIX.
3 Restart the database.
See "Restarting the Serena-Supplied Runtime RDBMS" on page 196.

Use of Serena-Supplied Runtime RDBMS Tablespaces

The Dimensions CM database administration functions and installation script allow the use
of database tablespaces other than the SYSTEM tablespace. This has many advantages,
for example:

m  Separation of database control information from the Dimensions CM data.
m  More effective backup strategies.
m Allocation of database files on different devices to improve performance.

= Minimization of database fragmentation.

When Dimensions CM is installed, tablespaces for the following are created:

SYSTEM PCMS_TEMP
PCMS_RBS PCMS_DATA
PCMS_IDX USERS

SYSAUXO01 UNDOTBSO01
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Unless non-default directories were specified during the installation, these tablespaces are
placed in the following directories:

Oracle Type Directory
UNIX $ORACLE_HOME/oradata/<ora_sid>
Windows %ORACLE_HOME%\oradata\<ORA_SID>

The SYSTEM tablespace is used to hold the data dictionary and the tables for the
PCMS_SYS database user. The PCMS_RBS tablespace is used for rollback information for all
database users.

Initially, all the Dimensions CM users are set up with their database tables in the
PCMS_DATA tablespace, and with PCMS_TEMP as their temporary tablespace. A major
advantage of using a separate temporary tablespace is that this prevents large queries
and similar operations from fragmenting the space used for allocation to tables.

We recommend that all the Dimensions CM users (except for the special PCMS_SYS user)
are set up to use non-SYSTEM tablespaces both as their default tablespace and as their
temporary tablespace. There are many advantages to be had from using separate
tablespaces for different base databases (particularly when these are large).

Recovery After Media Failure

w

IMPORTANT! The Dimensions CM administrator is strongly advised, in association with
the Serena-Supplied Runtime RDBMS DBA, to back up your CM database and item
libraries on a regular basis (preferably daily). You must ensure that the database and the
item libraries are backed up as a consistent set (see "Backing Up Item Libraries" on page
189), representing a valid snapshot of your data at a specific point in time. In the
unlikely event of a database failure, or disk failure, where a full recovery to a consistent
Dimensions CM state is not possible, Serena will assist you to resolve database problems
once you have restored all relevant data files from your latest backup. In accordance with
our standard maintenance terms, we will reserve the right to charge for such assistance
and will do so if a comprehensive backup is not available, is inconsistent, or is considered
out of date.

Disk hardware failure can cause the RDBMS database or Dimensions CM libraries to
become unusable. Recovery from this situation depends on the frequency and type of
backups, and the type of failure. The Serena-Supplied Runtime RDBMS DBA should
determine precisely what backups are being taken and with what frequency. There should
be a tried and tested recovery plan in place before the media failure occurs. The plan
should identify that there is always a possibility of loss of data, which will require users to
re-input their work. The maximum time length of the loss should be quantified as a risk. It
is important that your management and Dimensions CM Product Managers are made
aware and accept the risk before the media failure occurs.

The extent of media failure needs to be accurately determined so that recovery is planned
to achieve minimum data loss. As an extra precaution you can backup the disks
immediately before any restore operations are started. A minor media failure can develop
into a major loss of data if the wrong restore is carried out or if there is a second media
failure.
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It is important to recover to a consistent set of the RDBMS database and the
Dimensions CM item libraries:

m If the database and libraries are co-located on the same disk, restoring a complete
disk image will result in a consistent roll back. However, all work since the last backup
will have to be re-input.

m If more than one disk is used the situation is more complex. Individual files may
require restoring to achieve consistency and re-input of work may be required.

' CAUTION! If database or media recovery is required, contact Serena Support Center
**  before proceeding.
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Migrating Operating System or Existing Configuration
Management Data

Serena® Dimensions® CM addresses the issues of uploading or downloading operating-
system file data to or from the Dimensions CM repository or of migrating existing
Dimensions CM configuration management data to the Dimensions CM repository, as
described below.

Web Client Data Migration Facility

The Dimensions CM web client provide a one-time or incremental migration (deliver) of a
list of specified files in a specified operating-system directory structure into revisioned
files (items) under Dimensions CM control (see the User's Guide and the associated online
help for details). This facility is available to all users who have the privilege to create new
items or revise existing item revisions in Dimensions CM.

NOTE Downloading/updating of data from Dimensions CM to an operating-system
directory structure of files is not available from the Dimensions CM web client.

Desktop Client Data Migration Facility

The Dimensions CM desktop client provides (Windows only) a one-time or incremental:

m  Migration (deliver) of a list of specified files in a specified operating-system directory
structure into revisioned files (items) under Dimensions CM control.

m Migration (update) of revisioned files (items) under Dimensions CM control into a
specified operating-system directory structure.

IMPORTANT! Synchronization (described below) is only available if you are working
with Dimensions CM projects; it is not available for Dimensions CM streams.

m  Synchronization of updated specified files in a specified operating-system directory
structure with respect to revisioned files (items) under Dimensions CM control or vice
versa.

The Dimensions CM wizard provides these facilities. It can be invoked either:
m  Directly from the Dimensions CM desktop client:

¢ Right-click on a Dimensions CM project folder | Update

¢ Right-click on a Dimensions CM project folder | Deliver

¢ Right-click on a Dimensions CM project folder | Synchronize

m  From a Windows explorer window (provided the Dimensions CM explorer plug-in has
been installed):

¢ Right-click on a Dimensions Synchronize Wizard configured Windows folder |
Dimensions | Synchronize

¢ Right-click on a Dimensions Synchronize Wizard configured Windows folder |
Dimensions | Update
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¢ Right-click on a Dimensions Synchronize Wizard configured Windows folder |
Dimensions | Deliver

Before the wizard can be used, various configuration set up steps have to be performed.
These configuration steps and a detailed description of the operation of the Dimensions
Synchronize Wizard are documented in the User's Guide.

This facility is available to all users who have the privilege to create new items or revise
existing item revisions in Dimensions CM.

Exporting a User's Settings to Another Desktop Client

To migrate settings from one desktop client to another, the user must edit the registry
using regedit.

To export the keys, run the following command:

regedit /e Dimensions.reg
"HKEY_CURRENT_USER\Software\Serena\Dimensions\14.3\PC Client"

To import the keys, run this command:

regedit /s Dimensions.reg

Dimensions CM dmcli Commands

Dimensions CM provides the dmc1i commands:
m upload

s download

These commands provide a superset of all the facilities formerly provided by the legacy
standalone utilities described in the next section, without the need to install the
executables provided by Dimensions CM Make. You are, therefore, strongly recommended
to use the upload and download dmcli commands in preference to the legacy
standalone utilities of the same name—the legacy standalone utilities will continue to be
supported for backward compatibility until further notice, but they will eventually be
"sunsetted".

Standalone Utilities

The standalone utilities (see Chapter 13, "Dimensions CM Migration Standalone Utilities")
comprise:
m  Download (see "Dimensions CM Download" on page 216)

A one-time or incremental download of revisioned items from Dimensions CM control
to a target operating-system directory. This is equivalent to a Dimensions CM get
operation with no item header substitution. This facility is available to all users who
have the privilege to get items from Dimensions CM.

m  Upload (see "Dimensions CM Upload" on page 218)

A one-time or incremental upload of a list of specified files in a specified operating-
system directory structure into revisioned files (items) under Dimensions CM control.

m  PRCS (see "RCS-Like Front End to Dimensions CM: prcs" on page 221)
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A RCS-like front end to the version control commands of Dimensions CM.
m  PSCCS (see "SCCS-Like Front End to Dimensions CM: psccs" on page 221)

A SCCS-like front end to the version control commands of Dimensions CM.

NOTE The standalone functions are all available on the UNIX or Windows versions of
Dimensions CM, with the exception of prcs and psccs which are only supported under
UNIX.

Data Interchange File Format (PDIFF) Import/Export
Utility
The PDIFF format and pdiff Tool (see Chapter 14, "Data Interchange File Format

(PDIFF)" and Chapter 15, "Using the pdiff Tool to Import/Export Data") are used to
import/export the following Dimensions CM data to and from Dimensions CM:

m  Issues

m Design Parts

m Certain process model data, namely:
e Valid sets.
o Delegation candidates.
e User role assignments.

¢ Change Document browse templates.

Importing PVCS Version Manager Data into
Dimensions CM

In versions of Dimensions CM prior to 10.1, moving/importing PVCS Version Manager data
into Dimensions CM was addressed by providing a Serena Consulting-led service that
utilized an XML-based Dimensions CM Migration Console. This utility is used to move
Version Manager data into Dimensions CM products, allowing the customer—with Serena
Consulting assistance—to define how the data is mapped into Dimensions CM.

Dimensions CM now provides the option, at the time of installation, of installing a
Migration Console that you can use to migrate Version Manager objects to

Dimensions CM. The Migration Console is a graphical front end to a set of XML-based
utilities that move data from supported sources into Dimensions CM products, allowing
you to define how the data is mapped into Dimensions CM.

Using the Migration Console, you create, design, and execute one or more migrations. The
Migration Console facilitates migrations from all PVCS Version Manager platforms to all
Dimensions CM platforms. For example, a user running the Migration Console (on
Windows) can migrate data from a Version Manager File Server on Solaris to a
Dimensions CM server on AIX.

The Migration Console makes the following features available:
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= You can migrate all, part, or none of the Version Manager project structure into a
design part hierarchy and/or into a Dimensions CM project hierarchy.

m Migration preserves your Version Manager project structure.
= You can exclude any subset of Version Manager projects.

= You can target any subset of Version Manager files to specific Dimensions CM design
parts, projects, and item types.

= You can migrate Version Manager labels and promotion groups to Dimensions CM
multi-valued attributes, projects, and baselines.

Migration automatically creates process model data in Dimensions CM, including products,
users, groups, privileges, item types, design parts, projects, baselines, and relationships.

For details see Migrating to Dimensions CM.

Importing CVS Data into Dimensions CM

Starting with Dimensions CM 10.1.3, the functionality of the Migration Console discussed
above now includes the option of migrating Concurrent Versions/Versioning System (CVS)
data into Dimensions CM. For details see Migrating to Dimensions CM.

Importing Subversion Data into Dimensions CM

Starting with Dimensions CM 2009 R1, the functionality of the Migration Console
discussed above now includes the option of migrating Subversion directories and objects
into Dimensions CM. For details see Migrating to Dimensions CM.

Importing ClearCase Data into Dimensions CM

Starting with Dimensions CM 12.1, the functionality of the Migration Console discussed
above now includes the option of migrating ClearCase data into Dimensions CM. For
details see Migrating to Dimensions CM.

Importing ChangeMan DS Data into Dimensions CM

Starting with Dimensions CM 10.1.3, you can use the Serena DS to Dimensions CM
Conversion Utility to migrate objects from ChangeMan DS to the equivalent objects in
Dimensions CM. For details see Migrating to Dimensions CM.
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Foreword

. CAUTION! If you have enabled Serena® Dimensions® CM Change Management Rules

% (CM Rules), then this option must be disabled while performing data migration utilizing
the standalone upload utility (as that utility is unable to specify a request to which to
relate the uploaded data), otherwise errors will occur. See the related manual Process
Configuration Guide for details of CM Rules and how to enable or disable them.

The dmcli upload command has a /CHANGE_DOC_IDS qualifier, so it is not affected by
this limitation. These dmc1i commands provide a superset of all the facilities formerly
provided by the legacy standalone utilities described here, without the need to install the
executables provided by Dimensions CM Make. You are, therefore, strongly
recommended to use the upload and download dmc1i commands in preference to the
standalone utilities of the same name—the standalone utilities will continue to be
supported for backward compatibility until further notice, but they will eventually be
"sunsetted".

This chapter describes the Dimensions CM standalone utilities listed below that are used
for the migration of data. Some of these utilities are intended for use by
change-managers, product-managers, or part-managers only—these will be identified as
such when discussed. Also, some of the utilities are only available for certain operating
systems—these too will be identified where appropriate.

m download This utility performs a download of a list of specified files under
Dimensions CM into a target directory. The new download dmcli command offers a
superset of all the features found in the standalone download utility and should be
used in preference—see the Command-Line Reference for details.

m upload This utility performs an upload of a list of specified files in a user directory
into Dimensions CM. The new upload dmcli command offers a superset of all the
features found in the standalone upload utility and should be used in preference—see
the Command-Line Reference for details.

m prcs [UNIX servers clients, and agents only] This utility provides a RCS-like front end
to the version control commands of Dimensions CM.

m psccs [UNIX servers clients, and agents only] This utility provides an SCCS-like front
end to the version control commands of Dimensions CM.

m pdiff This utility is discussed in Chapter 15, "Using the pdiff Tool to Import/Export
Data" following an introduction to its format in Chapter 14, "Data Interchange File
Format (PDIFF)".

Legal The download and upload standalone utilities require that various Dimensions CM Make
considerations and ADG executables and associated libraries files be installed. Some of these executables
with respect to  and associated libraries, namely:

standalone
download and UNIX and Windows
upload | File Windows UNIX Only Only

adg X

dm_make X

dm_nmake X
libmcx.so X

mcx.dll X
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Foreword

Obtaining the
Dimensions CM
Make executables

Installing
Dimensions CM
Make

are derived from source code covered by the GNU GENERAL PUBLIC LICENSE and the
GNU LIBRARY GENERAL PUBLIC LICENSE.

These files, the GNU Make User Guide, and the Dimensions CM Make User's Guide are
available from a download area on the Serena web site (see details below). To have a
working Dimensions CM Make and ADG system (which also enables you to use the legacy
download and upload standalone utilities), you will first need to download the
executables, libraries, "mini" installation scripts, and documentation from the Serena web
site as explained next.

NOTE For conciseness, in the remainder of this manual the files referred to above will
simply be referred to as Dimensions CM Make.

As a condition of the GNU GENERAL PUBLIC LICENSE and the GNU LIBRARY GENERAL
PUBLIC LICENSE, source code for the above discussed executable and library files is also
available:

m The source code of the make client executable is a derivative of the source code of
GNU Make, and is covered by the GNU GENERAL PUBLIC LICENSE (Version 2, June
1991).

m The source code of the MCX library, which is used for communication between
dm_make and the slave process, is covered by the GNU LIBRARY GENERAL PUBLIC
LICENSE (Version 2, June 1991).

These sources are available on request from Serena. Please contact Serena Support for
further information.

A public download area containing the compressed Dimensions CM Make files is freely
accessible from the following URL:

http://www.serena.com/products/dimensions/dimensions-make.html

Select for download the version of Dimensions CM Make appropriate to your operating
system.

Alternatively, the files are also available to registered Dimensions CM users from the
Serena Support download area for as follows:

1 Log in to Serena Support with your registered username and password at:

http://www.serena.com/support/

2 Select Support | Downloads.

3 Select Dimensions CM in the drop-down list of products (it may take a while to
progress to the next web page, please be patient).

4 Locate "Serena Dimensions CM 2009 R2" in the list of products.
5 Click the appropriate operating system link.

6 On the next web page, click the "... Dimensions Make ..." link in the right hand panel.
This will bring you to the same web page as for public access.

Dimensions CM Make requires a Dimensions CM client or server installation to be present.
Installation instructions for Dimensions CM Make are included in the Installation Guide for
Windows or Installation Guide for UNIX.
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General Information

All these utilities are run as independent programs from the operating system prompt (or
from a command script file). They require the user to have performed a standard
Dimensions CM user's login, which sets up the environment required for all

Dimensions CM processing. The utilities all reside in the directory specified by the
environment variable DM_PROG—which the standard log in will include in the directory
search path.

The syntax of each utility is explained under separate headings below, but the following
general points are best explained in detail now.

Case Translation

Lowercase letters can be included in the values of parameters, and will automatically be
interpreted as the equivalent in uppercase. This applies to all parameters, except those
that are specifically stated to be case-sensitive.

Wild Card Characters

In several parameters a range of possible values can be indicated by including a %
(percent) character, which is interpreted as matching any zero or more characters. This
applies only to parameters for which it is stated that wild card % may be used.

In other parameters a null string can be used to imply all possible values; a null string is
specified as "" (two consecutive double-quote characters). This applies only to parameters
for which it is stated that a null string may be used.

Execution Authority

If the parameters are specified so that a utility is required to process the issues of several
different products in the same execution, then the user must either have Dimensions CM
request privilege for every product concerned, or else have general administration
privileges for the database.

Dimensions CM Download

' CAUTION! The legacy standalone download utility does not support Dimensions CM
=% streams—it will fail ungracefully if you attempt to use it with streams.

This utility is available to all users who have the privileges to get items from

Dimensions CM. It performs a download of a list of specified files under Dimensions CM
into a user directory. A download of a Dimensions CM file is equivalent to a get operation
with no item header substitution, that is, FI /NOEXPAND.

Syntax download [ --help 1 [ --version ] [ -n [ -s script-file ] 1 [ -r ]
[ -C start-dir ] [ -W project-spec | -B baseline-spec ]
[ -D root-dir ] [ -f rule-file ] [ -p database-specifier]
[-1 log-file]l [-t] [ -N 1 [ -E 1 [ input-file 1 [-v] [-S]

216

Serena® Dimensions® cM



Dimensions CM Download

<input-file>, -, -r

w

Pcmsfile, -f

Example

_n,

download performs a download of the list of files held in Dimensions CM specified in
<input-file>. If no <input-file> is specified, download searches the project default
directory unless "-" is specified, in which case it reads a list of filenames from the
standard input. If the -r option is specified, download will perform a recursive search of
the project working location corresponding to the current working location for items to
download.

IMPORTANT! To ensure correct operation of download, files specified in
<input-file> must be separated with <1ine-feed><carriage-return>, this includes
the last file in the list. If this is not done, you may under certain circumstances get a
‘Path too long’ error message.

If no <rule-file> is specified, download will look for Pcmsfile in the current working
location and the project default location. download restricts searches to the specified
project. It does not preserve anything (as the whole point is to export items from
Dimensions CM). As a result, the only sensible rule directive to put in a download rule file
is nofetch. This directive instructs download to ignore the matching files. The syntax for
these directives is exactly the same as that used for Dimensions CM Make—please refer to
the Dimensions CM Make User's Guide for details.

If you want to download the entire contents of a project except the ' .doc"' file and the
contents of the project location 'test data', then you would use the command:

download -W "PROD:PROJECT" -D /your/root -r -f your-rules
The file 'your-rules' would contain:

test data/% %.doc:
nofetch

The -W option specifies the project from which to download the files, and the -D location
option maps the project (or baseline) root to the location specified.

If no -W option is specified, the current project is used, as determined from the current
working location. If no -D option is specified, the current working location is used as the
project default location.

If a -D option is specified it must be an ancestor of the starting location, see -C option.

NOTE If you do not use the -D option, download assumes the default project root for
your default project (if -B is specified) or the project specified with -W (default project if
-W is not specified). If you start a download from a location that is not a proper
descendant of that location and do not use the -C option as explained above, the paths
will not be mapped correctly.

Specifying -n causes a command file to be generated, rather than the file being directly
downloaded. The name of the script can be specified using the -s option. If no name is

specified, the name download.cmd will be used and the file will be placed in the current
working location.

CAUTION! In Windows, ".cmd" is reserved as the filename extension for an executable.
You must make sure that the specified filename does not end in ".cmd".

Enables you to specify the database from which the files are to be downloaded. If not
specified, the current database is used.
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--version

--help

Enables you to check the version of the download you are running. It merely displays the
version number and then exits.

Prints the syntax usage.
Enables you to specify a file where error messages from the download will be written.
Specifies that downloads should be made from a specified baseline rather than a project.

Causes dual-mode length and checksum matching to be disabled. The dual-mode feature
matches files using the length and checksum of both the binary and text interpretation of
a file where the native text file format is not the same as UNIX text file format.

Causes files to be expanded when they are downloaded. The default is to download files in
unexpanded form.

Enables you to specify the starting location for the download process by -C start-dir.
Any files created by the download will be created in this location. If not specified, the
current directory is used as the starting location. This is only useful if the location is the
one specified by the -D option, or a sub-location thereof.

Specifies that the system date/time shall be applied to the gotten file.
Specifies verbose mode.

Suppresses all non-fatal messages from stdout.

Dimensions CM Upload

Syntax

<input-file>, -r

F

-f, <rule-file>,

Pcmsfile

CAUTION! The legacy standalone upload utility does not support Dimensions CM
streams—it will fail ungracefully if you attempt to use it with streams.

This utility is available to all users who have the privileges to create new items or revise
existing item revisions in Dimensions CM. It performs an upload of a list of specified files
from a user directory into the Dimensions CM repository.

upload [ --help 1 [ --version 1 [ -n [ -s script-file ] ] [ -r 1]
[-C start-dir ] [ -W project-spec ] [ -D project-dir 1 [ -U 1]
[ -R]1 [ -f rule-file ] [ -p database-specifier ] [ -1 log-file ]
[ -NT[-F1T[-E1T1-k] -z1T1 input-file ]

upload performs an upload of the list of files specified in <input-file>. If no <input-
file> is specified, upload will attempt to upload every file in the current working
directory. If the -r option is specified, upload will attempt to upload every file found
recursively below the current working directory.

Specifies that an unrestricted upload should be performed. In this mode, upload will
revise items for changed files it finds in the target project and additionally create items for
any files it cannot find there. In the default restricted mode, upload revises items if the
corresponding file both exists and has changed.

Specifies that a forced upload should be performed. In this mode, upload will revise all
items, whether changed or not, that it finds in the target project.

If no <rule-file> is specified, upload will look for pcmsfile in the current working
directory and the project default directory. The Pcmsfile contains filename pattern
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Example

Example

Example

Example

matching rules that tell the upload program which files are to be to considered for
uploading and which should be excluded from consideration. The preserve and
nopreserve directives are respectively used in these rules to nominate files for, or exclude
files from, consideration when performing an upload; they are also used to name design
parts to own the Dimensions CM items, types for the items and various other properties.
The syntax for these directives is exactly the same as that used for Dimensions CM
Make—please refer to the Dimensions CM Make User's Guidefor details.

NOTE The nopreserve directive overrides the preserve directive if there is a filename
pattern match, and that the order is important — more general pattern matches should
be specified before more restrictive ones.

Because upload has to map files to Dimensions CM items, it needs more complicated
rules than download. The minimum requirement is a rule-file that specifies an item type
to use, for example:

%
preserve $TYPE = SRC

The upload facility can work out defaults for just about everything else, except for the
format to use for files without a suffix. You can use two approaches to resolve this. One is
to provide a default format and override it where appropriate, for example:

%

$FORMAT = TEXT
%.C %.h:
$FORMAT = C

%.cpp CC/include/%.h:
$FORMAT = C++

This example gives all files the format TEXT, except for ' .c' and '.h' files which use
format ¢, unlessitisa '.h' file in the directory 'CC/include’' (or a descendent), in
which case format C++ is used. Files with a ' .cpp' suffix use format C++ too.

The other approach is to explicitly specify the format for each file without a suffix, for
example:

scripts/%:
$FORMAT = SH
README :
$FORMAT = TEXT

In this example, all files in scripts get the format SH, while all files called README use the
format TEXT.

Configuration search paths can be used to allow the files on disk to be compared against
the contents of more than one project. This is most useful when using upload to merge
several products with some common code into a single Dimensions CM product.

For example, say you have PRODUCT1, PROdUCT2, and PRODUCT3. First, PRODUCT1 is
loaded into PROD:ROJECT1. Then, when you load PRODUCT?2, you could use the same rule-
file but with the following additional directive:

%
configuration PROD:PROJECT1

Files that exist in both PRODUCT1 and PRODUCT2 will not be loaded from PRODUCT2
(unless, of course, the version in PRODUCT? is different). This works best if you use item
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-n, -s

-p

--version

--help
-l
-N

Gotten Files

types with edit at initial lifecycle state disabled and make the projects for the second and
subsequent products branch projects. You can then use the project merge facilities to
resolve any conflicts between the products.

The -W option specifies the project to upload into and the -D option specifies the directory
to treat as the project working location.

If no -W option is specified, the current project is used, as determined from the current
working location. If no -D option is specified, the current working location is used as the
project default location.

If a -D option is specified it must be an ancestor of the starting directory, see -C option.

NOTE The current working directory must be the specified project default directory or a
descendent thereof.

Specifying -n causes a command file to be generated, rather than the file being directly
uploaded. The name of the script can be specified using the -s option. If no name is
specified, the name upload.cmd will be used and the file will be placed in the current
working directory.

CAUTION! In Windows, ".cmd" is reserved as the filename extension for an executable.
You must make sure that the specified filename does not end in ".cmd".

Enables you to specify the database into which the files are to be uploaded. If not
specified, the current database is used.

Enables you to check the version of the upload you are running. It merely displays the
version number and then exits.

Prints the syntax usage.
Enables you to specify a file where error messages from the upload will be written.

Causes dual-mode length and checksum matching to be disabled. The dual-mode feature
matches files using the length and checksum of both the binary and text interpretation of
a file where the native text file format is not the same as UNIX text file format.

By default (unless -z is specified as described below), files will be gotten back to disk
after they are uploaded. These gotten files will also by default be unexpanded unless the
addition -E option is specified to cause them to be expanded.

Causes upload to check in locally checked out files in addition to unchecked out files that
have been modified locally.

Causes user files to be retained when they are uploaded.

Stops files being gotten back to disk after they have been uploaded i.e. it will override the
normal default action which is to get these files.

Enables you to specify the starting directory for the upload process by -C start-dir.
Any files found in this directory or constituent sub-directories will be processed by
upload. If not specified, the current directory is used as the starting directory.

Expand gotten files (default is unexpanded).
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RCS-Like Front End to Dimensions CM: prcs

©

Syntax
filename

filename, PCMS,
PCMS/<wildcard>

IMPORTANT! prcs is only supported on Dimensions CM for UNIX servers, clients, or
agents.

This utility is available to all users who have the roles to do the associated Dimensions CM
operations. It provides an RCS-like front end to the version control commands of
Dimensions CM.

prcs subcommand [ option ... ] [ filename ... ]
[Dimensions CM option ...]

prcs applies an RCS-like subcommand to the Dimensions CM item associated with each
specified filename. Additionally, Dimensions CM-specific options may be specified.

The mapping between the filenames specified to the prcs command and the associated
Dimensions CM item is derived from the filename by searching for a matching project
filename in the current project. The prcs command expects these items to reside in a
project location that, when appended to the current project working location, equates to
the current working location. If the filename is given as PCMS or PCMS/<wildcard> then
the command is applied to all Dimensions CM items which are in the same relative sub-
location of the project and which match the wildcard. The wildcard is in standard
Dimensions CM format.

If prcs is unable to determine a project, then a diagnostic message is issued. Please refer
to the Command-Line Reference for full details on prcs.

SCCS-Like Front End to Dimensions CM: psccs

w

Syntax
filename

filename, PCMS,
PCMS/<wildcard>

IMPORTANT! psccs is only supported on Dimensions CM for UNIX servers, clients, and
agents.

This utility is available to all users who have the roles to do the associated Dimensions CM
operations. It provides an SCCS-like front end to the version control commands of
Dimensions CM.

psccs subcommand [ option ... ] [ filename ... ] [Dimensions CM option
.

psccs applies an SCCS-like subcommand to the Dimensions CM item associated with
each specified filename. Additionally, Dimensions CM-specific options may be specified.

The mapping between the filenames specified to the psccs command and the associated
Dimensions CM item is derived from the filename by searching for a matching project
filename in the current project. The psccs command expects these items to reside in a
project location that, when appended to the current project working location, equates to
the current working location. If the filename is given as PCMS or PCMS/<wildcard> then
the command is applied to all Dimensions CM items which are in the same relative sub-
location of the project and which match the wildcard. The wildcard is in standard
Dimensions CM format.
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If psccs is unable to determine a project, then a diagnostic message is issued. Please
refer to the Command-Line Reference for full details on psccs.
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Foreword

This chapter describes PDIFF, the Serena® Dimensions® CM Data Interchange File
Format, that is used to import or export data to or from Dimensions CM. Chapter 15,
"Using the pdiff Tool to Import/Export Data" describes the associated tool pdiff.

NOTE In this chapter of the manual, PDIFF will be used when referring to the
Dimensions CM Data Interchange File Format itself and pdiff will be used when
referring to the associated tool.

PDIFF supports the following Dimensions CM data:
m Requests
m Design Parts
m  Process Model (Control Plan)
e Valid Sets
¢ Delegation Candidates
e User Role Assignments

e Request Browse Templates.

PDIFF Specification

PDIFF is a text file format composed of lines no longer than 255 characters. PDIFF files
may only contain blank lines, comments, and Dimensions CM Object Instance Definitions
(POIDs):

Comments  These start with a # character and are terminated by an end-of-line
character.

POIDs Dimensions CM deals with a number of object types, for example, ITEM,
PART, CHDOC (request), and CONTROL PLAN (process model), but the
scope of this manual only covers CHDOC, PART, and some CONTROL PLAN
POIDs.

A PDIFF file begins with a 10-line header followed by one or more POIDs. The PDIFF
header contains the PDIFF version, the creation date and time, and the name of the
creator of the file. The rest of the lines in the header are reserved for possible future use.

PDIFF :==
<PDIFF Header>
<POIDS>

The following rules apply to the PDIFF contents:
1 The number of characters in each line of the file must not exceed 255.

2 KEYWORD may either be a keyword specially recognized by Dimensions CM (see below)
or refer to a non-system request field.
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3 <string>is normally a maximum 1978-character value either on the same line or
spanning several lines with each line terminated with the back-slash character ( \ ).
Note that when determining a value spanning several lines, the character \ at the
end of each line and the subsequent new line character will be ignored. For the
request descriptions, ($DETAILED_DESC, $ACTION_DESC, $AD_HISTORY), values may
be longer than 1978 characters.

4 Any "\n" found within <text-value> will be interpreted as a new line character and,
consequently, a new line will be inserted at that point within the text.

5 A "\F" found for the first two characters of values detailed in (Step 3) will indicate
that the following string is to be interpreted as a filename from which to get the
attribute or description value.

The PDIFF header has the following format:

<PDIFF Header> :==
#PDIFF<version number>
#DATE <DD-MMM-YYYY> <HH:MM:SS>
#CREATED BY <name>
#RESERVED

Change Document (Request) POID

A change document (request) definition begins with the OBJECT CHDOC statement on a
single line and ends with a END_OBJECT statement. The body of the CHDOC POID consists
of system attributes, user attributes, actions, updates and relations.

<CHDOC POID> :==
OBJECT CHDOC
<attributes>
<composite request attributes>
END_OBJECT
<attributes> :==
<system request attribute> | <user attribute> | <attributes>
<composite request attributes> :==
<action>
<update>
<relation>
<delegate>
<attribute history>
<attribute update history>
<composite request attributes>
<system request attributes> :==
$DOC_SEQ <number>|

$IDENTIFIER <string>

$ARCHIVED {Y|N} |
$TYPE <string> |
$CREATE_DATE <date> |
$TIMEZONE <timezone> |
$CURRENT_STATUS <string> |
$ORIGINATOR <string> |
$LIFECYLE_ID <string>

$LC_SEQ <number> |
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$DETAILED DESC <long string>
$ACTION_DESC
.CURRENT <long string>
.ALL_PREV <long string>

$AD_HISTORY
.ACTION_NO <number>

.FILE \F<filename>
$ATTACHMENT

.FILE <filename>

.USER_FILE <filename>

.USE <string>

.COMMENT <string>

.DATE <date> |
$UPDATE_DATE <date>
$OWNER _SITE <string>
$REFERENCE_ONLY <string> |
$LOCKED <string> |

$DELEGATED_OWNERSITE <string>

System Change Document (Request) Attributes

System attributes for a Dimensions CM change document (request) can be one of:

Request Sequence - (mandatory)
This is a unique sequence number given to each request within a product.
Request Identifier - (optional)

The request identifier is composed of the product identifier, the request type, and the
Request Sequence number:

<product id>_<type> <doc_seqg>
Archive flag - (optional)

A flag to indicate if the request is to be archived or not, the default is not to archive
the request.

Type of the Request - (mandatory)
Date the Request was Created - (mandatory)
Timezone - (optional)

This indicates the timezone in which the PDIFF file was generated. Currently, this field
is for information purposes only, and is ignored on load.

Current Status of the Request - (mandatory)
The Originator of the Request - (mandatory)
Lifecycle Id - (optional)

The lifecycle used by the request.

Lifecycle Sequence - (optional)

The lifecycle sequence is a number indicating the sequence of the current status
within the lifecycle. The lifecycle and the lifecycle sequence must be both specified
together or not at all for a given request.
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m The Detailed Description of the Request - (optional)
m Action Description (this has two parts) - (optional)

The current action description and concatenation of all previous action descriptions.
m  Action Description History (this has two parts) - (optional)

The action description in a file together with an action number. There may be many of
these statements, each for a different action number.

m  Request Attachment - (optional)

m The Update Date of the Request - (optional)
This will be in the format DD-MM-YYYY HH:MM:SS.

m  The replication site that currently owns a request - (optional)

m  Whether or not the request is reference only with respect to replication - (optional)
This will be in the format N or Y.

m  Whether or not the request is locked with respect to replication - (optional)
This will be in the format N or Y.

m  The replication site identity that has been delegated the ownership of a request at the
time of replication - (optional)

User Attribute - (Optional)

Dimensions CM user attributes are defined by the user with Dimensions CM product
privileges as part of the process model (control plan) definition for the Dimensions CM
product. Each user-defined attribute will have a variable name and this is used in the
PDIFF to refer to this attribute. In PDIFF, user attributes are specified as:

<user attribute> :==

<attribute variable name> <attribute value>
<attribute variable name> :==

<string>
<attribute value> :==

<string>

NOTE <attribute variable name> cannot contain white space characters. When
importing a request the loader will not validate the values of the request attributes
against their associated valid sets, if any.

Action - (Optional)

An action (that is, a state transition such as a sign-off or rejection) performed by a user.
There may be several of these for the different request action numbers.

NOTE Each state transition performed by a user on a request is represented in
Dimensions CM as a separate action number. The action number starts from 0 when the
request is created in the user's held list (that is, private area). When the request is
entered (saved) into the system it is given the action number 1. The action number is
then incremented each time the request is actioned to a new state.
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<action> :==
$ACTION
.ACTION_NO <number>
.DATE <date>
.USER <string>
.STATE <string>
.PHASE <string>
.TYPE A
.COMMENT <max 80 string>

NOTE The .COMMENT value must be one of the following: "Document created" or
"Actioned document from <STATE1> to <STATE2>".

Only the first 80 characters of the .COMMENT value are read; the rest are ignored. The
. TYPE specifier is optional.

Update - (Optional)

This is a record of the update history for the request at specific action numbers. There is
an optional . TYPE specifier to indicate Update (U) or Delegate (D) history—there may be
several such entries. The update statement consists of the action number at which the
update was performed, user who performed the update, the state in which the update
was made, date of update, and an update comment if any.

<update> :==
$UPDATE

.ACTION_NO <number>
.DATE <date>
.USER <string>
.STATE <string>
. PHASE <string>
.TYPE {U|D}
.COMMENT <max 80 string>

NOTE The .COMMENT value must be one of the following: "Change document
attribute(s) updated", "Added Delegation for...", "Related Design
Part...", or "Added action description".

Only the first 80 characters of the .COMMENT value are read; the rest are ignored. The
.TYPE specifier is optional.

Relate - (Mandatory: at Least One Design Part Relate
Required)

This statement defines a single relationship which the request has with the specified
affected object. The relation statement consists of the action number at which the
relationship was created, type of the relationship (for example, DEPENDENT, AFFECTED,
INFO, IN RESPONSE TO, or "user defined type"), the class of the related object (for
example, CHDOC, ITEM, or PART), the date the relationship was created and the user who
created the relationship.
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NOTE A user defined relationship type must be defined using the Process Modeling
Scripting Interface, see the Process Configuration Guide for details.

For requests, the destination object may be a child or a parent. In the .0BJECT part of the
$SRELATE statement a CHDOC: implies a child and a PARENT_CHDOC: implies a parent.

<relation> :==

$RELATE

.ACTION_NO <number>

.TYPE <string>

.OBJECT CHDOC:<request-id>
PARENT_CHDOC:<request-id> |
PART :<part spec> |
ITEM:<item spec> |
BASELINE:<baseline spec>

.DATE <date>

.USER <string>

Delegate - (Optional)

This statement enables the delegation of the request to a specified user having the
specified role. There are two optional specifiers: .CAPABILITY and .OPERATION. The
.CAPABILITY specifier may be one of Secondary (S), Primary (P), or Leader (L) with the
default being Primary (P) and .OPERATION may be one of ADD or REPLACE.

The delegate statement has the following syntax:

<delegate> :==
$DELEGATE
.USER <string>
.ROLE <string>
.CAPABILITY {S| P ]| L}
.OPERATION { ADD | REPLACE }

Attribute History - (Optional)

This statement enables attribute history to be added for each action number of a request.
The specifiers are .ACTION_NO for the action number of the history and .ATTRIBUTE
consisting of the attribute name, the sequence, and the attribute value. The sequence
starts at 1 and indicates if the attribute had multi values. All single valued attributes must
have a sequence number of 1. The attribute number is in the range 1 to 240. The
.ATTRIBUTE specifier is repeated for each attribute name and attribute sequence number.

<attribute history> :==
$ATTRIBUTE_HISTORY
.ACTION_NO  <number>
<attribute info list>
<attribute info list> :==
<attribute info> [<attribute info list>]
<attribute info> :==
.ATTRIBUTE <attr_name>:<attr seqg>:<string>
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Attribute Update History - (Optional)

This statement enables attribute update history to be added for each update to an
attribute. The specifiers .ACTION_NO, .DATE, .USER, .STATUS must correspond to a
SUPDATE statement in the request POID.

<attribute update history> :==
$ATTRIBUTE_UPDATE_HISTORY

.ACTION_NO <number>
.ATTR_NO <number>
.SEQ_NO <number>
.DATE <date>

.USER <string>
.STATUS <string>
.PREV_VALUE <string>
.NEW_VALUE <string>

Request Attachments - (Optional)

This statement supports the dumping and loading of request attachments from and to
base databases. The specifiers are .FILE for the internal database "filename" identity for
the attachment, .USER_FILE for the operating-system filename to load attachment from,
.USER for the user who created the attachment, . COMMENT for a textual comment
regarding the attachment, and . DATE for the date the attachment was created.

<attachment> :==
$ATTACHMENT
.FILE <filename>
.USER_FILE <filename>
.USE <string>
.COMMENT <string>
.DATE <date>

Design Part POID

A design part definition begins with the OBJECT PART statement on a single line and ends
with a END_OBJECT statement. The body of the PART POID consists of system attributes,
user attributes, relations, and relation histories.

<PART POID> :==
OBJECT PART
<attributes>
<relate_history>
END_OBJECT
<attributes> :==
<system part attribute> |
<user attribute> |
<attributes>
<composite part attributes> :
<part relate> |
<part relate history> |
<composite part attributes>
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<system part attributes> :==

$PRODUCT _ID <string> |
$PART_ID <string> |
$VARIANT <string> |
$CURRENT_PCS <string> |
$PCS <string> |
$STATUS <string> |
$DESCRIPTION <string> |
$CREATE_DATE <string> |
$CATEGORY <string> |
$USER <string>
$PREV_PART <part spec>

System Design Part Attributes

System Attributes for a Dimensions CM design parts can be one of:

Product Identifier - (mandatory)

This is the owning Dimensions CM Product of the PART POID.
Design Part Identifier - (mandatory)

This is the identity of the PART POID.

Design Part Variant - (mandatory)

This is the variant of the PART POID.

Part Control Status (PCS or CURRENT _PCS) - (mandatory)

This is the revision of the PART POID. $PCS or $CURRENT PCS may be used as the
specifier. $CURRENT _PCS is used for design parts that are the most current revisions
and that are OPEN. $PCS is used for DESIGN PARTS that are CLOSED or REJECTED.

Status - (mandatory)

This is the lifecycle status of the PART POID and has one of the following values:
OPEN, CLOSED, or SUSPENDED.

Description - (optional)

This is the description of the PART POID.

Create Date - (mandatory)

This is the creation date of the PART POID.

Category - (mandatory)

This is the design part type category of the PART POID.
User - (mandatory)

This is the owning user of the PART POID.

Previous Design Part - (optional)

This is a reference to a design part specification from which this PART POID was
derived when the design part revision (PCS) was changed.
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User Attribute - (Optional)

Dimensions CM user attributes are defined by the user with product management
privileges as part of the process model definition for the Dimensions CM product. Each
user-defined attribute will have a variable name and this is used in the PDIFF to refer to
this attribute. In PDIFF user attributes are specified as:

<user attribute> :==

<attribute variable name> <attribute value>
<attribute variable name> :==

<string>
<attribute value> :==

<string>

. NOTE <attribute variable name> cannot contain white space characters. When
L importing a request the loader will not validate the values of the request attributes
against their associated valid sets, if any.

Relate - (Optional)

This statement defines a single breakdown or usage relationship to another design part.
PARENT PART in the .0BJECT specifier indicates the relationship is to be reversed. All
design parts other than the root ones must have parent BREAKDOWN relationships.

<part relate> :==

$RELATE
.TYPE {BREAKDOWN | USAGE }
.OBJECT PARENT_PART:<part spec>
PART:<part spec>
.DATE <date>
[.USER <string>]

Relate History - (Optional)

This statement defines the history for the changes made to the design part BREAKDOWN
and USAGE relationships.

<part relate history> :==
$RELATE_HISTORY

.TYPE {BREAKDOWN | USAGE }
.OBJECT <part spec>

.DATE <date>

[.USER <string>]

Control Plan (Process Model) POIDs

There are three control plan (process model) POIDs currently supported by PDIFF:
1 VALID_SET, DELEGATEES
2 CHDOC_BROWSE_TEMPLATES
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3 ITEM_BROWSE_TEMPLATES

Process Model Attribute Valid Sets

The valid set POID defines multiple choice for attribute values for the given
Dimensions CM product process model (control plan). The valid set POID is defined as
follows:

<VALID SET POID> :==
OBJECT VALID_SET

$PRODUCT _ID <string>

$VALID SET _NAME <string>

$NO_COLUMNS <number>

$ERROR_MESSAGE  <string>

$DESCRIPTION <string>

<valid set values>
END_OBJECT

<valid set values> :==
<value set value> [<valid set values>]
<valid set value> :==

$VALUE
.DISP_ORDER  <number>
.CoL1 <string>
.CoL2 <string>
.COoL3 <string>
.CoL4 <string>
.COL5S <string>
.COL6 <string>
.COoL7 <string>
.COL8 <string>

Process Model Delegatees

The delegatee POID defines user role assignments and delegation candidates for a given
Dimensions CM product process model (control plan).

<VALID SET POID> :==
OBJECT DELEGATEE
$PRODUCT_ID <string>
<delegatees user_role_assignhments>
END_OBJECT
<delegatees user_role_assignhments> :==
<delegatee user_role assignment>
[<delegatees user_role_assignments>]
<delegatee user_role_assignment> :==
<delegatee> | <user_role_assignment>

<delegatee> :==
$DELEGATEE
.ROLE <string>
.USER <string>
.CAPABILITY [P|S]|L]
.PART_ID <string>

.PART_VARIANT <string>
.WORKSET_ID <string>
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<user_role_assignment> :==
$USER_ROLE_ASSIGNMENT

.ROLE <string>
.USER <string>
.CAPABILITY [P|S]|L]

.PART_ID <string>

.PART_VARIANT <string>
.WORKSET_ID <string>

The specifiers . PART_VARIANT and .WORKSET_ID are optional.

Process Model Change Request and Item Browse
Templates

The request and item browse templates POID define the browse template files in the
given Dimensions CM product for the browse template identifiers and revisions.

<CHDOC_BROWSE_TEMPLATES POID> :==
OBJECT CHDOC_BROWSE_TEMPLATES
$PRODUCT_ID  <string>
<browse template definitions>
END_OBJECT
<ITEM_BROWSE_TEMPLATES POID> :==
OBJECT ITEM BROWSE_ TEMPLATES
$PRODUCT_ID  <string>
<browse template definitions>
END_OBJECT
<browse template definitions> :==
<browse template definition>
[<browse template definitions>]
<browse template definition> :==
$TEMPLATE_DEF
.IDENTIFIER <string>
.REVISION <string>
.FILE \F<filename>

Replicator Changes to POID Definitions

The POID definition has been extended to allow the replication of both relate and unrelate
operations for items:

m RII, XII, RICD, and XICD ("affected" relationships only).
m  RIP and XIP ("usage" relationships only).
For example:

m POID data representing RII:

$RELATE
.TYPE SRC-SRC
.OBJECT ITEM:REPX:ESG_SRC_ITEM1_H.A-SRC;hostl\#1
.DATE 09-FEB-2009 15:30:36
.USER DMSYS
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m POID data representing RICD:

$RELATE
.TYPE
.OBJECT
.DATE
.USER

Affected
CHDOC:REPX_CR_105
09-FEB-2009 15:39:37
DMSYS

m  POID date representing RIP:

$RELATE
.TYPE
.OBJECT
.DATE
.USER

Usage

PART :REPX:SAILOR MARS.A;1
09-FEB-2009 15:42:24
DMSYS

m POID data representing XII:

$UNRELATE
.TYPE
.OBJECT
.DATE
.USER

SRC-SRC
ITEM:REPX:ESG_SRC_ITEM1_H.A-SRC;host1\#1
09-FEB-2009 15:30:36

DMSYS

m  POID data representing XICD:

$UNRELATE
.TYPE
.OBJECT
.DATE
.USER

Affected
CHDOC:REPX_CR 105
09-FEB-2009 15:39:37
DMSYS

m  POID date representing XIP:

$UNRELATE
.TYPE
.OBJECT
.DATE
.USER

Example PDIFF Files

Usage

PART :REPX:SAILOR MARS.A;1
09-FEB-2009 15:42:24
DMSYS

Change Document (Request) Example

#PDIFF3

#DATE 09-FEB-2006 12:37:0

#CREATED BY TJ
#RESERVED
#RESERVED
#RESERVED
OBJECT CHDOC
$DOC_SEQ
$IDENTIFIER
$ARCHIVED
$TYPE
$CREATE_DATE

1
VB1_NETSTAT 1

N

NETSTAT

04-JAN-2006 13:18:18
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$CURRENT_STATUS LOGGED
$ORIGINATOR TJ
$LIFECYCLE_ID NETSTAT_LC
$LC_SEQ 3
$DETAILED _DESC \F.//chdoc/transfer_netstat_1l.desc
$DESC_CHECKSUM 46082
$ACTION_DESC
.CURRENT
.ALL_PREV
$AD_HISTORY
.ACTION_NO 1
.FILE \F.//chdoc/transfer_netstat 1.actl

.AD_HIST_CHECKSUM 0
$AD_HISTORY

.ACTION_NO 2

.FILE \F.//chdoc/transfer_netstat 1.act2
TITLE Mail - Network
SEVERITY Default
NETWORK_NODE mail@internet.loc.com
NETWORK_NODE guest@darpa.us.com
NETWORK_TYPE DARPA*NET
NETWORK_TYPE Internet
$ACTION

.ACTION_NO 1

.DATE 04-JAN-2006 13:18:18

.USER TJ

.STATE PENDING

.PHASE AN+WORK

.TYPE A

.COMMENT Document created
$ACTION

.ACTION_NO 2

.DATE 05-JAN-2006 10:28:12

.USER TJ

.STATE LOGGED

.PHASE CLOSED

.TYPE A

.COMMENT Actioned document from PENDING to

LOGGED

$UPDATE

.ACTION_NO 0

.DATE 04-JAN-2006 13:18:18

.USER TJ

.STATE $TO_BE_DEFINED

.PHASE HELD

.TYPE u

.COMMENT Related Design Part VB1:NETWORK MANAGEMENT.GN;1
$UPDATE

.ACTION_NO 1

.DATE 04-JAN-2006 13:32:00

.USER TJ

.STATE PENDING

.PHASE AN+WORK

.TYPE u

.COMMENT Added action description
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$UPDATE
.ACTION_NO 1
.DATE 04-JAN-2006 13:32:00
.USER TJ
.STATE PENDING
.PHASE AN+WORK
.TYPE u
.COMMENT Added action description
$UPDATE
.ACTION_NO 1
.DATE 04-JAN-2006 13:37:06
.USER TJ
.STATE PENDING
.PHASE AN+WORK
.TYPE u
.COMMENT Change document attribute(s)updated
$RELATE
.ACTION_NO 0
.TYPE AFFECTED
.OBJECT PART :VB1:NETWORK MANAGEMENT.GN;1
.DATE 04-JAN-2006 13:18:03
.USER TJ
$DELEGATE
.USER VB
.ROLE SUPPORT ENGINEER
.CAPABILITY S
.OPERATION REPLACE
$ATTRIBUTE_HISTORY
.ACTION_NO 1
.ATTRIBUTE TITLE: 1:Mail - Network
.ATTRIBUTE OPTION: 1:Default
.ATTRIBUTE ADDRESS1: 1:mail @internet.loc.com
.ATTRIBUTE ADDRESS1: 2:guest@darpa.us.com
.ATTRIBUTE ALTIAS: 1:DARPA*NET
.ATTRIBUTE ALIAS: 2:Internet
$ATTRIBUTE_UPDATE_HISTORY
.ACTION_NO 1
.ATTR_NO ADDRESS1
.SEQ_NO 1
.DATE 04-JAN-2006 13:37:06
.USER TJ
.STATUS PENDING
.PREV_VALUE baggins@shire.middleearth.equ
.NEW_VALUE
END_OBJECT

Design Part Example

#PDIFF3
#DATE 09-FEB-2006 17:41:37
#CREATED BY

#RESERVED

OBJECT PART
$PRODUCT_ID VB1
$PART_ID VB1
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$VARIANT
$CURRENT_PCS
$STATUS
$DESCRIPTION
$CREATE_DATE
$CATEGORY
$USER

AAAA

1

OPEN

VB1

13-JAN-2006 18:19:46
PRODUCT

VB

# Start of User Defined Design Part Attributes

EXPORT_LINK
SECURITY

Not Defined
Level 1

# End of User Defined Design Part Attributes

$RELATE
.TYPE
.OBJECT
.DATE
.USER

$RELATE
.TYPE
.OBJECT
.DATE
.USER

$RELATE_HISTORY

.TYPE
.OBJECT
.DATE
.USER

END_OBJECT
OBJECT PART

$PRODUCT_ID
$PART_ID
$VARIANT
$PCS

$STATUS
$DESCRIPTION
$CREATE_DATE
$CATEGORY
$USER

BREAKDOWN

PART:VB1:TEST DATA.AAAA;?2
14-JAN-2006 17:33:15

VB

BREAKDOWN

PART:VB1:TEST DATA.UNIX;?2
14-JAN-2006 17:38:14

VB

BREAKDOWN

VB1:TEST DATA.AAAA;1
14-JAN-2006 17:34:04
VB

VB1

TEST DATA

AAAA

1

CLOSED

Design Part to Hold Test Data
14-JAN-2006 17:33:15

MODULE

VB

# Start of User Defined Design Part Attributes
# End of User Defined Design Part Attributes

END_OBJECT
OBJECT PART

$PRODUCT_ID
$PART_ID
$VARIANT
$CURRENT_PCS
$STATUS
$DESCRIPTION

$CREATE_DATE
$CATEGORY
$USER
$PREV_PART

VB1

TEST DATA

AAAA

2

OPEN

Design Part to Hold Test Data
with new PCS
14-JAN-2006 17:34:07
MODULE

VB

VB1:TEST DATA.AAAA;1

# Start of User Defined Design Part Attributes

EXPORT_LINK
SECURITY

Not Defined
Level 2

# End of User Defined Design Part Attributes
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$RELATE
.TYPE
.OBJECT
.DATE
.USER

$RELATE
.TYPE
.OBJECT
.DATE
.USER

END_OBJECT
OBJECT PART

$PRODUCT_ID
$PART_ID
$VARIANT
$CURRENT_PCS
$STATUS
$DESCRIPTION

$CREATE_DATE
$CATEGORY
$USER
$PREV_PART

BREAKDOWN
PART:VB1:DOCUMENTS.UNIX;?2
14-JAN-2006 17:39:57

VB

BREAKDOWN
PARENT_PART:VB1:VB1.AAAA;1
14-JAN-2006 17:33:15

VB

VB1

TEST DATA

UNIX

2

OPEN

Design Part to Hold Test Data
with new PCS
14-JAN-2006 17:38:13
MODULE

VB

VB1:TEST DATA.AAAA;?2

# Start of User Defined Design Part Attributes

EXPORT_LINK
SECURITY

Not Defined
Level 2

# End of User Defined Design Part Attributes

$RELATE
.TYPE
.OBJECT
.DATE
.USER

$RELATE
.TYPE
.OBJECT
.DATE
.USER

END_OBJECT
OBJECT PART

$PRODUCT_ID
$PART_ID
$VARIANT
$CURRENT_PCS
$STATUS
$DESCRIPTION
$CREATE_DATE
$CATEGORY
$USER

USAGE
PART:VB1:DOCUMENTS.UNIX;?2
14-JAN-2006 17:40:54

VB

BREAKDOWN
PARENT_PART:VB1:VB1.AAAA;1
14-JAN-2006 17:38:14

VB

VB1

DOCUMENTS

UNIX

2

OPEN

Part to hold TEST data Documents
14-JAN-2006 17:39:16

MODULE

VB

# Start of User Defined Design Part Attributes

EXPORT_LINK
SECURITY

Not Defined
Level 4

# End of User Defined Design Part Attributes

$RELATE
.TYPE
.OBJECT
.DATE

BREAKDOWN
PARENT_PART:VB1:TEST DATA.AAAA;2
14-JAN-2006 17:39:57
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.USER VB
END_OBJECT

Process Model Example
#PDIFF3

#DATE 09-FEB-2006 15:59:7
#CREATED BY

#RESERVED
#RESERVED
#RESERVED
#RESERVED
#RESERVED
#RESERVED
#RESERVED
OBJECT VALID SET
$PRODUCT_ID VB1
$VALID_SET_NAME ACT_REL_PLAT_OS
$NO_COLUMNS 3
$VALUE
.DISP_ORDER 0
.coL1 1.0.0
.COL2 Sun Sparc
.CoL3 Sun0S 4.1.3
$VALUE
.DISP_ORDER 0
.coL1 1.0.0
.coL2 VAX
.CoL3 VMS 5.5
$VALUE
.DISP_ORDER 0
.coL1 1.0.1
.COL2 Sun Sparc
.CoL3 Sun0S 4.1.3
$VALUE
.DISP_ORDER 0
.coL1 1.2.0
.coL2 IBM RS6000
.CoL3 AIX 3.2.5
$VALUE
.DISP_ORDER 0
.coL1 1.2.0
.COoL2 Sequent
.COL3 Dynix/Ptx 2.1
$VALUE
.DISP_ORDER 0
.coL1 2.0.0
.coL2 Alpha AXP
.CoL3 OSF1 V2.0
$VALUE
.DISP_ORDER 0
.coL1 2.0.0
.coL2 Alpha AXP
.COL3 OpenVMS 6.1
$VALUE
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.DISP_ORDER 0
.CcoL1 2.0.0
.CoL2 HP 9000 700/800
.CoL3 HP UX AG9.03/A09.04
$VALUE
.DISP_ORDER 0
.CcoL1 2.0.0
.COL2 Sun Sparc
.coL3 Solaris 2.3
$VALUE
.DISP_ORDER 0
.CcoL1 2.0.0
.COL2 Sun Sparc
.CoL3 Sun0S 5.3
END_OBJECT
OBJECT DELEGATEES
$PRODUCT_ID VB1
$USER_ROLE_ASSIGNMENT
.ROLE $CHANGE - MANAGER
.USER VB
.CAPABILITY S
.PART_ID VB1
$USER_ROLE_ASSIGNMENT
.ROLE $PRODUCT -MANAGER
.USER TIM
.CAPABILITY S
.PART_ID VB1
.PART_VARIANT AAAA
.WORKSET_ID WS V2.1
$DELEGATEE
.ROLE AUTHOR
.USER WILLIAM
.CAPABILITY P
.PART_ID DOCUMENTATION
.WORKSET_ID WS V2.1
END_OBJECT
OBJECT CHDOC_BROWSE_TEMPLATES
$PRODUCT_ID VB1
$TEMPLATE_DEF
.IDENTIFIER PR_TEMPLATE
.REVISION 1
.FILE \F.//vbl template_ 1.bt
END_OBJECT
OBJECT ITEM_BROWSE_TEMPLATES
$PRODUCT_ID VB1
$TEMPLATE_DEF
.IDENTIFIER SRC_TEMPLATE
.REVISION 1
.FILE \F.//vbl I template 1.bt
$TEMPLATE_DEF
.IDENTIFIER TXT_TEMPLATE
.REVISION 1
.FILE \F//usrl/tmp/vbl I template 2.bt
END_OBJECT
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General Description

_. NOTE In this chapter of the manual PDIFF will be used when referring to the Serena®
\_; Dimensions® CM Data Interchange File Format itself and pdiff will be used when
referring to the associated tool.

o IMPORTANT! When running Dimensions CM operations from the command line you will
normally be required to set the DMDB variable, unless you access the command line
through the Dimensions CM GUI login dialog in which case it will be set for you. The
DMDB variable has to be set to the value:

<base_database_id>@<db_connection>
For example, in Dimensions CM for Windows:

set DMDB=cm_typical@diml®

pdiff is a tool for importing or exporting data through a PDIFF file to or from a specified
Dimensions CM product. PDIFF files are ASCII text files, see Chapter 14, "Data
Interchange File Format (PDIFF)".

pdiff runs within the Dimensions CM environment and supports the importing or
exporting of requests, design parts, and a partial process model (control plan).

The pdiff tool in import mode reads Dimensions CM Object Instance Definitions (POIDs)
sequentially from the input PDIFF files and creates the equivalent object instance in the
Dimensions CM base database; in export mode the database is read and a PDIFF file
together with any POID related files are created.

pdiff Principal Function

Parameter

-dump_chdocs Dump requests from a product into a PDIFF file.

-load_chdocs Load requests from PDIFF files into a product.

-dump_parts Dump design parts from a product into a PDIFF file.

-load_parts Load design parts from PDIFF files into a Dimensions CM
product.

-dump_cpl Dump a partial process model (control plan) from a product
into a PDIFF file.

-load_cpl Load a partial process model (control plan) from PDIFF files

into a product

-params Submit the pdiff commands from a parameter file rather
than interactively.
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Process Model Export

Currently the PDIFF process model (control plan) export supports the following PDIFF
POIDs:

VALID SET

Attribute Validation Sets
DELEGATEES

Delegation Candidates and User Role Assignments
CHDOC_BROWSE_TEMPLATES

Request Browse Template Definitions
ITEM_BROWSE_TEMPLATES

Item Browse Template Definitions

Syntax pdiff <product_id> -dump_cpl
[-rename_prod_id <product_id>]
[-f <dump_file>]
[-working dir <dump directory>]

<product_id>  Specify the product from which to export the process model (control plan).
-dump_cpl Specify the pdiff command option.
-rename_prod_id -rename_prod_id <product_id>

Optionally specify that all references to the original Product Id are to be replaced by
<product_id> in the PDIFF file.

-f  -f <dump_file>

Optionally specify that the process model (control plan) is to be exported into the PDIFF
file <dump_file>. Defaults to <product_id>.dump_cntrl.

-working_dir  -working_dir <dump directory>

Optionally specify the directory used for storing any request browse template files.

Process Model Import

Currently the PDIFF process model (control plan) import supports the following PDIFF
POIDs:

VALID SET
Attribute Validation Sets
DELEGATEES
Delegation Candidates and User Role Assignments
CHDOC_BROWSE_TEMPLATES
Request Browse Template Definitions
ITEM BROWSE_TEMPLATES
Item Browse Template Definitions

Syntax pdiff <product_id> -load_cpl
[-d]
[-1 <log file>]
[-f <pdiff_file>]

System Administration Guide 245



Chapter 15 Using the pdiff Tool to Import/Export Data

<product_id>
-load_cpl

-d

Specify the product into which to import the process model (control plan).
Specify the pdiff command option.

Optionally specify that any existing process model (control plan) objects with identical
identifiers are to be deleted before importing the PDIFF POIDs. If this option is not
specified, any PDIFF POIDs that exist within the target product will not be imported.

-1 <log file>

Optionally specify that any verbose output from pdiff is to be placed in the log file <1og
file>.

-f <pdiff_file>

Optionally specify that the process model (control plan) is to be imported from the PDIFF
file <pdiff_file>. Defaults to reading from the operating-system standard input.

Design Part Export

Syntax

<product_id>
-dump_parts

-rename_prod_id

The design part export exports the entire design part structure from a given product. The
exported PDIFF file will contain all design part variants, PCSs, breakdown and usage
relationships as well as the user-defined attributes for each design part.

pdiff <product id> -dump_parts

[-rename_prod_id <product id>]

[-f <dump_file>]
Specify the product from which to export the design parts.
Specify the pdiff command option.

-rename_prod_id <product_id>

Optionally specify that all references to the original Product Id are to be replaced by
<product id> in the PDIFF file.

-f <dump_file>

Optionally specify that the design parts are to be exported into the PDIFF file
<dump_file>. Defaults to <product_id>.dump_parts.

Design Part Import

Syntax

<product_id>

-load_parts

pdiff <product id> -load parts
[-d]
[-1 <log file>]
[-f <pdiff file> <pdiff file> ...]

Specify the product into which to import the design parts.

Specify the pdiff command option.
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Optionally specify that any existing design part objects with identical identifiers are to be
deleted before importing the PDIFF POIDs. If this option is not specified any PDIFF POIDs
that exist within the target product will not be imported.

-1 <log file>

Optionally specify that any verbose output from pdiff is to be placed in the log file <1og
file>.

-f <pdiff_file> <pdiff_file> ...
Optionally specify that the design parts are to be imported from the PDIFF file(s)

<pdiff_file>. Defaults to reading from the operating-system standard input.

CAUTION! A design part can only be loaded into an empty product, that is, one that
does not contain any items.

Request Export

Syntax

<product_id>
-dump_chdocs

-chdoc

-remap_file

pdiff <product_id> -dump_chdocs
[-chdoc <request_id>]
[-remap_file <remap_attr_filename>]
[-user <user_id>]
[-type <request_ type>]
[-f <dump_file>]
[-status <request_state>]
[-working dir <dump directory>]
[-rename_prod_id <product_id>]
[-gmt]
[-dump_secondary]
[-dump_parent_chdoc_rels]
[-dont_dump_part_rels]
[-dont_dump_ws_rels]
[-dont_dump_item_rels]
[-dont_dump_chdoc_rels]
[-dont_dump_revised _baseline]
[-dont_dump_extracted items]
[-dont_dump_attr_names]

Specify the product from which to export the requests.
Specify the pdiff command option.
-chdoc <request_id>

Optionally specify a filter to be applied to the request(s) selected for export. This filter is
applied on the request identifier. Wildcard filters are to be applied as per ANSI-SQL.

-remap_file <remap_attr_filename>

File to allow attribute names to be remapped. The format of the entries in the file should
be:

<old_attribute name><TAB character><new_attribute name>
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-user

-type

-status

-working_dir

-rename_prod_id

-gmt

-dump_secondary

-dump_parent_
chdoc_rels

-dont_dump_part_
rels

-dont_dump_ws
_rels

-dont_dump_item
_rels

-dont_dump_
chdoc_rels

-dont_dump_
revised_baseline

f

-user <user_id>

Optionally specify a filter to be applied to the request(s) selected for export. This filter is
applied on the request originator. Wildcard filters are to be applied as per ANSI-SQL.

-type <request_doc_type>

Optionally specify a filter to be applied to the request(s) selected for export. This filter is
applied on the request type. Wildcard filters are to be applied as per ANSI-SQL.

-status <request_state>

Optionally specify a filter to be applied to the request(s) selected for export. This filter is
applied on the request status. Wildcard filters are to be applied as per ANSI-SQL.

-working dir <dump directory>

Optionally specify the directory used for storing any request description files. Defaults to
the current working directory.

-rename_prod_id <product_id>

Optionally specify that all references to the original Product Id are to be replaced by
<product id> in the PDIFF file.

Optionally specify that all request dates are to be converted to GMT format.

Optionally specify that the export applies to requests in the secondary catalog. Defaults to
requests from the primary catalog.

Dump the objects related as the parent to the request. This dumps the relationship not
the object itself.

Optionally specify that design part relationships to requests are not placed in the PDIFF
POIDs.

Dump the related projects. This dumps the relationship not the object itself.

CAUTION! This option is only supported with respect to projects—streams are not
supported.

Optionally specify that item relationships to requests are not placed in the PDIFF POIDs.

Optionally specify that request relationships to requests are not placed in the PDIFF
POIDs.

Optionally specify that revised baseline relationships to requests are not placed in the
PDIFF POIDs.

-f <dump_file>

Optionally specify that the requests are to be exported into the PDIFF file <dump_file>.
Defaults to <product_id>.dump_chdocs.
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-dont_dump_
extracted_items

-dont_dump_attr_
names

CAUTION! Currently, if you dump requests using some sort of filter, such as the request
identity, then there is no guarantee that related parent requests that do not match that
filter will also be dumped.

Optionally specify that extracted items that are related to requests are not to be dumped.

By default, attributes values are dumped in name format, for example:

.ACTION_NO 1

.ATTRIBUTE TITLE; 1:REPX-chan request
.ATTRIBUTE SEVERITY: 1:1 critical
.ATTRIBUTE RELEASE: 1:1.0.0

If the -dont_dump_attr_names parameter is set, then the attribute values are dumped in
number format, for example:

.ACTION_NO 1

.ATTRIBUTE 1; 1:REPX-chan request
.ATTRIBUTE 10: 1:1 critical
.ATTRIBUTE 16: 1:1.0.0

Request Import

Syntax

<product_id>
-load_chdocs

-d

-dont_delegate

-default_part

-dont_validate__
user

pdiff <product_id> -load_chdocs
[-d] [-dont_delegate]
[-default_part <part spec>]
[-dont_validate_user]
[-gmt]
[-dont_cm_pend]
[-1 <log file>]
[-g <proxy_user>]
[-f <pdiff_file> <pdiff_file> ...]

Specifies the product into which to import the requests.
Specify the pdiff command option.

Optionally specify that any existing request objects with identical identifiers are to be
deleted before Importing the PDIFF POIDs. If this option is not specified any PDIFF POIDs
that exist within the target product will not be imported.

Optionally specify that the request user role delegations are not to be imported.
-default_part <part spec>

Optionally specify the design part to relate to if a POID is encountered with no design part
relationships. Requests must Affect at least one design part. Defaults to failing the
request POID import if no design part relationships are specified.

Optionally specify that users encountered in the request POID are not to be validated.
Defaults to validating the users and failing the POID import if users do not exist. If the -g
option is given it will be used.

System Administration Guide 249



Chapter 15 Using the pdiff Tool to Import/Export Data

-gmt

-dont_cm_pend

Optionally specify that all requests are to be converted from GMT format.

Optionally specify that at the end of the import, request User Pending Lists are not to be
recalculated.

-1 <log file>

Optionally specify that any verbose output from pdiff is to be placed in the log file <1log
file>.

-g <proxy_user>

Creates a quest/proxy user account for the username specified. This is useful if the POID
being loaded references an unknown username.

-f <pdiff_file> <pdiff_file> ...
Optionally specify that the requests are to be imported from the PDIFF file(s)

<pdiff_file>. Defaults to reading from the operating-system standard input.

CAUTION! Currently, if a PDIFF file was created by dumping requests using some sort of
filter, such as the request identity, then there is no guarantee that related parent
requests that do not match that filter will also have been dumped into the PDIFF file.

Submitting pdiff Commands from a Parameter File

Syntax

pdiff -params <params-file>

Specifies a parameter file containing pdiff commands to be sequentially executed.

Limitations

m  Request related revised baselines are not supported.

m  Requests are exported with user role delegations relation to the current process
model (control plan).

m  When importing design parts, the target product must not contain any design parts
other than the root one. The product process model must contain design part
categories and held requests are not supported for import/export.

m  Import/export of items is not supported.
m  Cross-product relationships of any kind are not supported for import/export.

= When loading an import PDIFF file into Dimensions CM Change Management, you
must ensure that only those attributes that are defined in the process model as
multiline contain the carriage return character "\n" in their values. If this condition is
not met, fatal errors will be encountered when browsing an imported request. (An
attribute which is given an edit box height of greater than zero in the process model is
regarded as a multiline attribute.)
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PDIFF Syntax

Mandatory statements are in bold.

PDIFF :c==
<PDIFF Header>
<POIDS>

<PDIFF Header> :==
#PDIFF<version number>
#DATE <DD-MMM-YYYY> <HH:MM:SS>
#CREATED BY <name>
#RESERVED
#RESERVED
#RESERVED
#RESERVED
#RESERVED
#RESERVED
#RESERVED

<POIDS> :==
{<CHDOC POID>
<PART POID>
<VALID_SET POID>
<DELEGATEE POID>
<CHDOC_BROWSE_TEMPLATE POID>}
[<POIDS>]

<CHDOC POID> :==
OBJECT CHDOC
<attributes>
<composite chdoc attributes>
END_OBJECT

<attributes> :==
<system attribute> | <user attribute>
[<attributes>]

<system attribute> :==

$DOC_SEQ <number> |
$IDENTIFIER <string> [
$ARCHIVED {Y | N} [
$TYPE <string> |
$CREATE_DATE <date> [
$CURRENT_STATUS <string> |
$ORIGINATOR <string> |
$LIFECYCLE_ID <string> |
$LC_SEQ <number> |
$DETAILED DESC <long string> |
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$ACTION_DESC

.CURRENT <long string>
.ALL_PREV <long string>
$AD_HISTORY
.ACTION_NO <number>
.FILE \F<filename>
$ATTACHMENT
.FILE <filename>
.USER_FILE <filename>
.USE <string>
.COMMENT <string>
.DATE <date>
$UPDATE_DATE <date>
$OWNER_SITE <string>
$REFERENCE_ONLY <string>
$LOCKED <string>
$DELEGATED_OWNERSITE <string>

<user attribute> :==
<attribute variable name> <attribute value>

<attribute variable name> :==
<white space free string>

<attribute value> :==
<string>

<composite chdoc attributes> :==
<action> | <update> | <relation> | <delegate>
{<composite chdoc attributes>}

<action> :==
$ACTION
.ACTION_NO <number>
.DATE <date>
.USER <string>
.STATE <string>
.PHASE <string>
.TYPE A
.COMMENT <max 80 string>
<update> :==
$UPDATE
.ACTION_NO <number>
.DATE <date>
.USER <string>
.STATE <string>
.PHASE <string>
.TYPE {U|D}
.COMMENT <max 80 string>
<relation> :==
$RELATE
.ACTION_NO <number>
.TYPE <string>
.OBJECT CHDOC: <chdoc id>

PARENT_CHDOC: <chdoc id>
PART :<part spec>
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ITEM:<item spec> |
BASELINE:<baseline spec>

.DATE <date>
.USER <string>
<delegate> :==
$DELEGATE

.USER <string>
.ROLE <string>
.CAPABILITY {S|P|L}
.OPERATION {ADD | REPLACE}

<attribute history> :==
$ATTRIBUTE_HISTORY
.ACTION_NO <number>
<attribute info list>

<attribute info list> :==
<attribute info> | <attribute info list>

<attribute info> :==
.ATTRIBUTE <attr_no>:<attr seqg>:<string>

<attribute update history> :==
$ATTRIBUTE_UPDATE_HISTORY

.ACTION_NO <number>
.ATTR_NO <number>
.SEQ_NO <number>
.DATE <date>

.USER <string>
.STATUS <string>
.PREV_VALUE <string>
.NEW_VALUE <string>

<PART POID> :==
OBJECT PART
<attributes>
<relate_history>
END_OBJECT

<attributes> :==
<system part attribute> | <user attribute> | <attributes>

<composite part attributes> :==
<part relate> |
<part relate history> |
<composite part attributes>

<system part attributes> :==

$PRODUCT _ID <string> |
$PART_ID <string> |
$VARIANT <string> |
$CURRENT_PCS <string> |
$PCS <string> I
$STATUS <string> |
$DESCRIPTION <string> |
$CREATE_DATE <string> |
$CATEGORY <string> |
$USER <string> |
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$PREV_PART <part spec>
<part relate> :==
$RELATE
.TYPE {BREAKDOWN | USAGE}
.OBJECT PARENT_PART:<part spec>|
PART:<part spec>
.DATE <date>
[.USER <string>]

<part relate history> :==
$RELATE_HISTORY

.TYPE {BREAKDOWN | USAGE }
.OBJECT <part spec>
.DATE <date>

<VALID SET POID> :==
OBJECT VALID_SET

$PRODUCT _ID <string>
$VALID_SET_NAME <string>
$NO_COLUMNS <number>
$DESCRIPTION <string>
<valid set values>

END_OBJECT

<valid set values> :==
<value set value> [<valid set values>]

<valid set value> :==

$VALUE
.DISP_ORDER <number>
.COoL1 <string>
.COoL2 <string>
.COL3 <string>
.CoL4 <string>
.COL5 <string>
.COL6 <string>
.COL7 <string>
.COL8 <string>

<CHDOC_BROWSE_TEMPLATES POID> :==
OBJECT CHDOC_BROWSE_TEMPLATES
$PRODUCT _ID <string> <browse template definitions>
END_OBJECT

<ITEM_BROWSE_TEMPLATES POID> :==
OBJECT ITEM BROWSE_TEMPLATES
$PRODUCT _ID <string> <browse template definitions>
END_OBJECT

<browse template definitions> :==
<browse template definition> [<browse template definitions>]

<browse template definition> :==
$TEMPLATE_DEF
.IDENTIFIER <string>
.REVISION <string>

254  Serena® Dimensions® CM



.FILE \F<filename>

<VALID SET POID> :==
OBJECT DELEGATEE

$PRODUCT_ID <string>
<delegatees user_role_assignments>
END_OBJECT

<delegatees user_role_assighments> :==
<delegatee user_role assignhment>
[<delegatees user_role_assignments>]

<delegatee user_role_assignment> :==
<delegatee> | <user_role_assignment>

<delegatee> :==
$DELEGATEE
.ROLE <string>
.USER <string>
.CAPABILITY [P|S|L]
.PART_ID <string>
.PART_VARIANT <string>
.WORKSET_ID <string>

<user_role_assignment> :==
$USER_ROLE_ASSIGNMENT

.ROLE <string>
.USER <string>
.CAPABILITY [P|S|L]

.PART_ID <string>
.PART_VARIANT <string>
.WORKSET_ID <string>

<chdoc id> :==
<string>

<part spec> :==
[<product id>]:<part id>.<variant>;<pcs>

<date> :==
<dd-mon-yyyy hh24:mi:ss>

<string> :==
max 2000 character text, Dimensions limits

<long string> :==
greater than 2000 character text
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Part 4
Network Administration

Part 4: Network Administration contains the following chapters

Introducing Network Administration
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Overview

Serena® Dimensions® CM is a client/server tool that enables users on UNIX, Windows,
and z/0S(1 platforms to share working methods, status information, and files in a
consistent and controlled manner. Dimensions CM integrates file access and change
authority across all platforms where it is installed, without requiring a specialized file
system such as NFS. Dimensions CM operates across common network protocols such as
TCP/IP.

For example, the Dimensions CM central database server can be installed on a Sun SPARC
station (running Solaris) together with the RDBMS (Relational Database Management
Systems) database and the Dimensions CM item libraries.

Concurrent client Dimensions CM installations can be made on other machines in the
network, such as:

s A PC running Windows.

= An HP 9000 running HP-UX.

= An IBM RISC System/6000 running AIX.
m A Sun SPARC running Solaris.

= An IBM mainframe running z/OS MVS.

Each of these Dimensions CM clients can successfully query and update the central
database repository through the database server.

Each Dimensions CM repository contains information about the network nodes that are
able to access the Dimensions CM file systems (item libraries) as clients, servers, or both.
This information is specified using either the Administration Console or the Network
Administration command line interface, which enables you to:

m  Register operating systems, physical and logical network nodes, and resident
software.

m  Register the connection of network clients and servers.
m  Register client nodes so that they may access a Dimensions CM Server node.

m  Set up network nodes that may be used for item replication purposes. Set up is used
by the separately licensed Serena Dimensions Replicator component for replication of
items, baselines, and requests and their meta-data from one repository to another
remote repository.

1. The term z/0S in this manual covers both the z/OS and 0S/390 operating systems.
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Network Architecture

The diagram below illustrates the Dimensions CM network architecture:
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Notes about the network architecture diagram:

1 The behavior of the Listener is the same for all server nodes:

m  The pool manager allocates an application server process to a client only on
Dimensions CM server nodes.

m The pool manager allocates a library server process on Windows, UNIX, or
Mainframe library server nodes.

m The pool manager allocates a user file server process on work and deployment
and library cache area nodes.

m  Finally, user file server processes allocated on library cache area nodes also
communicate directly with the client.
See "Physical Node Types" on page 262 for a discussion of the types of
Dimensions CM nodes.
2 Dimensions CM for z/0OS is an optional product.
3 Any of the components can be installed on the same physical machine.

4  If a useris on part of a network bridged by a firewall, the firewall may need to be configured
to enable the Dimensions CM "sdp" proprietary TCP/IP network protocol to connect from
the client to the server.

Physical Node Types

A Dimensions CM physical network node can be one of the following types (in order of
increasing complexity).

Client Node

A client node is a machine having only client Dimensions CM components (for example,
dmc11i, dmpmcli, and Dimensions desktop client [Windows only]). This directly
corresponds to a Dimensions CM client-only installation.

Library Server Node

General

An item library, or area, node is a machine containing Dimensions CM library server
components. It is capable of hosting an item library or a work area (a user file area) and
a deployment area (what used to be called a build area). This directly corresponds to a
Dimensions CM listener/agent-only installation.

Library Cache Area

NOTE See also Appendix F, "Using and Configuring Library Cache Areas" and the Scaling
and Optimization Guide for further detailed information about library cache area nodes.
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An item library node also supports the optional "library cache areas" feature. The purpose
of a library cache area is to improve Dimensions CM file transfer performance. It does this
by caching a file’s contents onto the library cache area node that is "closer" (in networking
terms) to the "work" node (the node upon which you are working) than the "work" node is
to a more "distant" Dimensions CM item library node (the centralized node upon which the
Dimensions CM item libraries are stored). This avoids having to repeatedly transfer a file
between your work node and the item library node through a potentially slow connection.

Library cache areas are set up by the Dimensions CM administrator for the purpose of
improving performance for sites that regularly access files that would otherwise take a
long time to be retrieved. Although the first requester of a file sees no performance
improvement, Dimensions CM will cache that file in the library cache area, and every
subsequent request will access the library cache copy, rather than making another lengthy
request for the original. For example, if developers connect to a remote Dimensions CM
Server through a virtual private network (VPN) across a relatively slow wide area network
(WAN) connection—as compared to the local network on which developers’ PCs are
located—then a library cache area can be set up on the local network in order to reduce
network traffic across the WAN connection.

The creation and management of such areas is done using the following dmc1i
commands:

m  scws (to use library cache areas)

m clca (to create a library cache area definition)
m ulca (to update a library cache area definition)
m 1llca (list library cache area definitions)

m rlca (remove a library cache area definition)

See the Command-Line Reference for details.

NOTE The library cache area optimization currently will not be used if any of the
following conditions are true:

m A directory item is being gotten.
m Item header substitution is on.

m The library file is compressed.

CAUTION! A library cache area should only be set up in the situation detailed above, not
for every installation. In fact, if the Dimensions CM administrator set up a library cache
area in those situations where delayed file access was not the case, the library cache area
could actually decrease performance, since some file access operations would require two
write operations instead of one.

Application Server Node

An application server node is a machine having Dimensions CM "business logic" server
components (for example, dmlsnr 4+ dmpool + dmappsrv + dmlibsrv and all the
components supported by a client and item library node). It is capable of connecting to an
RDBMS, item library servers, and area nodes. This directly corresponds to a full
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Dimensions CM server installation. Note that such application server nodes can also host
item libraries and areas. In fact, this is the default set up.

Logical Nodes

a

IMPORTANT!
m Logical node names cannot be used for item library definitions.

= When you create a logical node name you must specify a network node connection to
a physical node name, and the two node names must not be the same. Failure to
specify a network node connection will cause Dimensions CM to flag errors during
attempted network operations.

One of the key features of Dimensions CM is the ability to define a logical (network) node.
Logical nodes are user defined aliases that help to provide a layer of abstraction on top of
your physical network. The node name can be used to prefix paths to files to control
where a file is written, thus allowing one or more remote nodes functionality.

Logical nodes do this by allowing an association between the node name and a physical
machine name by way of a specific connection. Connection information specifies details
such as:

m The code page to use for the connection (see "Code Page" on page 265).

m  The operating system and file system for the node (see "File System Registration for
Remote Nodes" on page 271).

The node name can be used to prefix paths to files to control where a file is written, thus
allowing remote node functionality. A remote mainframe file can be specified as follows:

MAINFRAME1: :MERVK.WORK.C(MOD12)

where MAINFRAME1 is the logical node name which might map onto a physical machine
called S390 using port number 1096.

Once a logical node is defined, additional information about that node, or the connection
to it, can be stored. It is possible to have multiple logical nodes referring to a single
physical node using different connection information. This makes it possible to have more
control over the networking environment. For example, each project team may want to
connect, through a different connection, to the same physical node to allow for load
balancing or enhanced security. Another example might be that one logical node on a
machine is used as an EBCDIC environment, by default, whereas another may be ASCII
by default.

NOTE One or more logical nodes can be associated with the same physical node; but
you cannot associate the same logical node definition to more than one physical node.

Logical nodes are defined with the Administration Console (see Chapter 19,
"Dimensions CM Network Applications") or the Network Node command, see "Network
Node" on page 309.

If your project/stream working location is on a z/OS mainframe, you always see the
logical node name. If your project working location is on a Windows or UNIX machine, the
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way your Dimensions CM system has been set up determines whether or not you can see
the logical node name.

Examples of project/stream working location names:

Code Page

c:\mydir

MY_PC NODE::c:\mydir
MY_PC_NODE: :

MY_UNIX NODE::/root/me
MY_MAINFRAME : : MERVK.WORK
MY_WORK_AREA: :
MY_WORK_AREA: :src

What is a Code Page?

Dimensions CM records the code page used by an item when it was last updated in the
item library.

A code page in Dimensions CM defines the method of encoding characters. It
encompasses both the different ways characters are encoded on various platforms
(EBCDIC on z/0S and ASCII on Windows and UNIX) and differences between human
languages. Every item in Dimensions CM has a code page associated with it, this being
defined or derived for:

The connection setting— a code page assignment is mandatory for defining the
setting for the connection between the database server and the logical node on which
the user file resides. This code page becomes the default value, and this value will be
assigned to all applicable item operations unless it is overridden as described below.

Connections are defined using the Administration Console (see Chapter 19,
"Dimensions CM Network Applications") or the Network Administration command line
interface (see Chapter 20, "Network Administration Command Line Interface").

An individual item— a code page is specified by means of an explicit setting on the
command that stores (creates or updates) the item in the library, for example, when
you create, check in, or update/revise an item. This code page value overrides the
default value described above. You can also update an item's existing code page (if
any) when you check in or update an item.

NOTE Code page assignment refers to the point at which an item revision is stored
in the library by commands such as create, get, check in, check out, update/revise
etc. This is not the same as code page translation that results from moving files
between platforms that have different code page assignments.

Serena recommends using the default value of the code page rather than explicitly
setting it.
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Code Page Conversion Between Platforms

When Dimensions CM moves files between platforms (for example, when checking out
from a mainframe to a PC), code page conversion depends on the nature of the files being
moved:

m Text files—Dimensions CM automatically performs any necessary code page
conversion between EBCDIC and ASCII or vice versa.

Code page is relevant only for text files, because whenever a text file is checked out
or gotten, it must be in the right code page for the target platform in order for it to
display correctly.

m Binary files—Dimensions CM does not perform any code page conversions.

When you first create an item, Dimensions CM stores it in the library using the code page
associated with the item. Subsequently, Dimensions CM only performs code page
conversion for items moving between platforms when they are checked out or gotten, not
when they are checked in or updated/revised. Hence it is possible for different versions of
an item to be stored using different code pages. For example, if you create an item from a
user file on z/0S, it will be stored in EBCDIC (as long as you do not override the code
page for the logical node). If you then check the item out to a PC, it is converted to ASCII
during the move. If you subsequently check it back in, Dimensions CM stores the new
version in ASCII.

NOTE Code page translation results from moving files between platforms that have
differing code page assignments. This is not the same as code page assignment at the
point at which an item revision is stored in the library by commands such as create, get,
check in, check out, update/revise etc.

Code Page Parameters

The code page parameters are:

Code Page Type
00037 EBCDIC USA/Canada
00273 EBCDIC Germany
00277 EBCDIC Denmark/Norway
00278 EBCDIC Finland/Sweden
00280 EBCDIC Italy
00284 EBCDIC Spain/Latin America
00285 UK English (EBCDIC)
00297 EBCDIC France
00437 OEM USA
00500 EBCDIC Multilingual
00819 ISO 8859-1 - Latin Alphabet 1
00850 OEM Multilingual Latin 1
00858 OEM Multilingual Latin 1 (Euro)

266

Serena® Dimensions® cM



Byte Order Mark

Code Page Type
00871 EBCDIC Iceland
00923 ISO 8859-15 - Latin Alphabet 1 (Euro)
00924 EBCDIC ISO 8859-15 - Latin Alphabet 1 (Euro)
01047 EBCDIC Latin 1/0Open Systems
01140 EBCDIC USA/Canada (Euro)
01141 EBCDIC Germany (Euro)
01142 EBCDIC Denmark/Norway (Euro)
01143 EBCDIC Finland/Sweden (Euro)
01144 EBCDIC Italy (Euro)
01145 EBCDIC Spain/Latin America (Euro)
01146 EBCDIC UK (Euro)
01147 EBCDIC France (Euro)
01148 EBCDIC Multilingual (Euro)
01149 EBCDIC Iceland (Euro)

NOTE You can omit the leading zeros.

Byte Order Mark

What is a Byte Order Mark (BOM)?

Because Unicode plain text is